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ABSTRACT 

 

Technological advancements bring many benefits along with solutions to research problems. 

Cloud computing has revolutionized data storage and ensured availability of data and storage 

on demand. Its success and acceptance depend on the advantages it provides over its 

disadvantages. Employees in a cloud service environment manage data storage, movement, user 

authorisation policies, etc. Authority given as privileges for managing cloud data to employees 

has become an insider threat that directly impacts user confidence, company business and 

company reputation.  This thesis aims to provide an access control mechanism to prevent insider 

threats at two levels in the distributed cloud environment. The issue of data protection in the 

cloud environment is also an important issue raised by various researchers in the related 

literature, which was also been handled at the architectural level in this thesis. Various 

techniques have been proposed in the literature to handle the insider threat, but they remain 

non-effective as they store insider’s activity analysis in system logs, and the insider is aware of 

them. This thesis proposes a blockchain-based robust technique for authorisation of log files of 

insiders in the cloud environment. Insider authentication and activity details are stored in the 

blockchain. Robustness, distributed ledger, immutability and other benefits do not allow 

insiders to change these system logs. The proposed solution resolves the Insider threat issue by 

providing access control to system logs. This technique is tested and validated using a scyther 

formal system tool. The result ascertains that the proposed system is efficient and successfully 

mitigates various insider threats. The working of the protocol is also verified based on the four 

claims, and scyther proved that the proposed protocol is robust enough for real-time 

implementations. Its operational competence has also been tested in python by creating 

blockchain nodes for multiple users. The issue of achieving better Authorisation control at the 

architecture level in the cloud environment has also been addressed. Scalability remains the 

central issue in the existing work. As the number of PEPs increases with one PDP, its overall 

performance affects handling requests. A distributed architecture for better insider 

Authorisation control in the cloud environment with multiple PEP–PDP servers is proposed to 

achieve significantly better results in scalability and performance. These results have also been 

validated statistically in the ANOVA test, which proves that the proposed system is highly 

efficient and successful compared to the existing multiple PEP single PDP architecture. Insiders 

manage the PEP and PDP servers, so it is required to track their activity. Better Insider 
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Authorisation in the proposed distributed architecture is acheived in the cloud environment with 

the use of a Blockchain server / Blockchain Module to store all the messages between PEP and 

PDP. The proposed protocol's working is verified and tested based on the four claims, alive, 

nisynch, secret, and commitment. Alive means to achieve the intended communication with 

some events. Nisynch means non-injective synchronization, which ensures that the intended 

sender sends all the messages the receiver receives in a synchronized manner. Commitment is 

a promise made by one party to the other. Confidentiality of user data is achieved by using 

secret. Scyther proved that the proposed protocol is robust enough for real-time 

implementations.  
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CHAPTER 1 

 

INTRODUCTION 

1.1 INTRODUCTION 

The influence of Cloud Computing (CC) has reached every field of life. Everybody is 

interested in getting benefits from CC to reduce the initial investment cost attain; wider 

reachability, traffic management, and resource management all these hold significant benefits 

[1]. Many old and new technologies are becoming part of CC [2-3]. CC has revolutionized 

computing on demand. Businesses, medical, engineering, communication, entertainment, and 

research, are major areas now governed by CC [4-5]. Every new research area complements 

its benefits. 

Cloud Service Provider (CSP) is responsible for every service they provide to their Cloud 

Service Client (CSC). U.S. National Institute of Standards and Technology (NIST) has 

provided a Cloud Reference Architecture (CRA) for CSP, according to which various services 

and Deployment Models (DM) are to be provided [6]. According to this CRA, CSP has to play 

a pixotel role in Service Deployment (SD), Service Orchestration (SO), Cloud Service 

Security (CSS), and Cloud Service Privacy (CSPr), as shown in Figure 1.1.                  

 

Figure 1.1: Cloud service provider roles according to NIST 
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The technological revolution has happened with the evolution of CC in every area, providing 

benefits in services and flexibilities. Moving a computerized database (DB) to a CC 

environment facilitates enhances more comprehensive access and availability [7]. The 

principle of Confidentiality, integrity, and availability (CIA) also applies to Cloud Database 

(CD) [8]. Confidentiality means Secure Information (SI) is only accessible to the authorised 

individual on the cloud; integrity means SI or system is also accurate and complete on the 

cloud. SI is always accessible on the cloud whenever needed [9]. There are many other issues 

associated with the CIA on the cloud, as shown in Figure 1.2. 

 

Figure 1.2: Issues of confidentiality, integrity, and availability in the CC 

Insider Threat (ITH) is a threat from an insider (employee) of the CSP. Many companies didn’t 

report insider attacks due to fear of loss of reputation. Even then, there is a long history of 

Insider Attack (IA) [10]. Security and privacy are crucial concerns which affect other roles 
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also. The users’ data and information are in the safe custody of CSP under whose responsibility 

[11].  

 In distributed computing, a Single task is divided among multiple autonomous systems 

that may be located apart. In contrast, in Parallel computing, a single system may consist of 

multiple processing units running parallel .These issues can become critical on CC as several 

heterogeneous and homogenous hypervisors operate parallel [12]. Multiple hypervisors are 

parallel running on the cloud. User data migrates from one hypervisor to another as demand 

increases or decreases. Keeping data in a safe state becomes increasingly tricky. Here, the role 

of access control comes in as shown in Figure 1.3.  

  

Figure 1.3: Role of access control 

Access Control (AC) is a security function that protects shared resources against unauthorised 

access. The distinction between authorised and unauthorised access is made according to 

an Access Control Policy (ACP) [13]. 

 

Figure 1.4: Access control functions 
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AC consists of authentication and authorisation, as shown in Figure 1.4. Authentication is 

verifying an entity’s identity, given its credentials. The entity could be in the form of a person, 

a computer, a device, or a group of network computers [14]. An Authorisation represents the 

right granted to a user to exercise an action (e.g., read, write, create, delete, and execute) on 

particular objects [14]. 

 

Figure 1.5: Stakeholders in CAC  

Various Stakeholders in Cloud Access Control (CAC) are shown in Figure 1.5. CSP performs 

the Authentication and Authorisation (AnA) function to achieve better user data control. The 

security administrator keeps track of all activities going on their side. It has the highest level 

of privileges to apply the best mechanism to provide its customers with the best possible 

services and security [15].  When functions of AC are moved onto CC, these are controlled by 

employees of the CSP.  

Attacks not only happen from outside the CSP only, but they can also occur from within. This 

type of attack is known as an IA. It is one of the most dangerous attacks where the CSP 

employee already knows the type of authentication technique, an encryption technique, and 
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user authorisation employed [16]. The CAC mechanism is required to prevent IA and the CAC 

mechanism for its customers acting as outsiders to the system preventing outsider attacks. 

1.2 MOTIVATION 

According to the nucleus cyber 2019 ITH report [17], 70 % of attacks were IA. The 

U.S. state of cybercrime also surveyed in 2016 [18] that 27% of electronic crimes were 

suspected to be caused by insiders. This kind of attack is most challenging to detect as some 

insider plans of executes these attacks who is aware of company policies. By the time 

companies comes to know about IA, lots of damage has already been done. This may be why 

significant IA happened, as shown in Table 1.1.  

Table 1.1:  List of IA incidents and their effects on organisations 

Year Insider attack Effect of attack 

1979-2006 Boeing: The Nation-State Spy [19] Critical data was compromised for many years. 

2011 R.S.A.: Employees Fall for Phishing Attacks 

[19] 

40 million employees' data was compromised. 

2016 Sage: Unauthorised Employee Access [19] 250 Business customer's data compromised. 

2016-2017 Anthem: Employee Data Exfiltration [19] Record of 18000 Medicare members 

compromised. 

2018-2020 Cisco Cloud data compromised [20] 15000 WebEx customers were affected. 

2019 Microsoft customer support database [20] 200 million customers' data was compromised. 

2019 Capital One Data Breach [20] 100 million customer details compromised. 

2020 Marriott Guest details [20] 5 million guests’ details were compromised. 

2020 General Electric Trade secret [20] Millions of U.S. Dollars loss. 

2020 Twitter accounts [20] Several private and corporate accounts were 

compromised. 

 Critical data was compromised in the Boeing attack between 1979-2006. Data of forty 

million employees was compromised in the R.S.A attack that occurred in 2011. An IA 

compromised business customers’ (250) data in 2016. Record of 18000 Medicare members 

was compromised in 2016-2017 on the anthem. Cisco also lost 15000 WebEx customers’ data 

in 2018-2020. Microsoft's customer support DB also lost 200 million customer data in 2019.  
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In the same year, 100 million customer data was compromised in an attack on capital one data 

breach. Details of 5 million guests were compromised in the attack of Marriott DB in the year 

2020. In the same year, two significant attacks also happened; millions of U.S. dollars were 

lost during the attack on General Electric Trade Secret, and in the second attack, several private 

and corporate account details were compromised during an attack on Twitter.    

Insider Activity (IACT) analysis can be done to detect IA. Detection of this attack becomes 

problematic when there is no IACT record [21-25]. Various techniques are available, like 

BBM, physical traits, cyber behaviour information theft, communication behaviour collusion, 

and psychosocial behaviour sabotage. These techniques help in understanding IACT for future 

attempts to attack. 

User APLs are designed to allow the window through which Data Access (DA) is allowed in 

a controlled manner over CC [26-28]. Once these APLs are framed and written in the computer 

language, they can be applied. Every CSP decides the techniques used for the user 

Authentication and Authorisation Architecture (AnAA). Applying the best available AnAA 

does not ensure that attacks do not happen on the user data.  

AC architecture provides a straightforward way to prevent various attacks and data loss. 

Authorisation Policy (APL) clearly defines how much is allowed to access which user profile. 

Implementing these Authorisations requires Policy Deciding Point (PDP) and Policy 

Enforcement Point (PEP) servers [29-30]. PDP’s working capacity can be managed by 

associating the PEP server.  

Two separate servers are used because PEP server accesses all APLs from the PDP Server for 

future access requests. Whenever a new request is received, it checks for existing copies of 

the set of policies. If the request matches with the policy, the corresponding action is taken; 

otherwise, it is forwarded to PDP for a new policy.  It has been noticed that several 

shortcomings have been noticed in the detection of IA, such as:- 

1. Insiders can access user cloud data. 

2. Privileges are known to insiders to alter the authorisation record. 

3. Existing cloud authorisation architecture cannot handle the growing number of insider 

requests.  
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4. Absence of storing inter-server message system in authorisation architecture for better 

insider activity control. 

1.3 OBJECTIVES 

 This work aims to provide a complete CAC mechanism to prevent ITH, which can work in a 

distributed cloud environment. Objectives framed are given below. 

 To propose a robust authorisation technique for log files of insiders in cloud 

environment.   

 To develop and deploy distributed PEP-PDP architecture for access control in cloud 

environment. 

 To design and develop a Message Security System (MSS) in distributed PEP-PDP 

architecture in cloud environment. 

1.4 STRUCTURE OF THE THESIS 

The entire work on the CAC mechanism to prevent ITH for distributed cloud environment is 

organized in the following chapters. 

Chapter 1: This chapter contains an introduction on access control, IA on cloud, 

motivation and the objective of the work. 

Chapter 2: Existing techniques and their limitations of CAC on handling IA are 

discussed in this literature chapter.  

Chapter 3: This chapter addresses the first objective, proposing a robust authorisation 

technique for log files of insiders in a cloud environment using blockchain. The 

proposed technique is tested and validated in the scyther formal validation tool and 

implemented in python. Results prove its robustness.  

Chapter 4: This chapter addresses the second objective, developing and deploying a 

distributed PEP-PDP architecture for CAC for cloud environment. The proposed 

architecture is tested in a simulation environment against the existing centralized PEP-

PDP architecture on various parameters. Results show proposed architecture performs 

significantly better than the existing architecture and can handle large insider requests. 

Chapter 5:  This chapter address the third objective, designing and developing a 

Distributed message security system with PEP-PDP architecture for cloud 

environment. This proposed system stores all the communication between PEP-PDP 
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as message data in the Blockchain Node (BN) at the Blockchain Server / Blockchain 

Module. This system also provides a tracking mechanism to detect IA. 

Chapter 6: This chapter concludes the work and lists the direction toward future 

research work. 
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CHAPTER 2 

 

REVIEW OF LITERATURE 

2.1 INTRODUCTION 

The growth of new communication technologies has helped achieve internet penetration of 

more than 63% by 2020, according to data [31]. Around 27000 new users get connected to the 

internet every hour [32]. Handling this increasing internet access is difficult; more cloud 

servers are required. Almost one-third of the cloud market share was occupied by amazon's 

web service [33]. 

Security issues can be seen from two aspects at CSP. Security of consumer data be provided 

from outside the service provider's premises, i.e. man-in-the-middle attacks, distributed 

denial-of-service attacks, IoT-based attacks, guessing attacks, etc. [34]. Another type of attack 

happens from within the premises known as IA, where employees of CSP perform data theft 

[35]. Various security mechanisms are available and applied by CSP to prevent these types of 

attacks, such as data encryption, packet filters, firewalls, intrusion detection, and prevention 

systems [36]. 

CAC covers user authentication and authorisation. User authentication means access 

to data is allowed to only its intended user, and Authorisation controls the amount of data 

allowed. User authentication consists of user identification details along with its password. 

This authentication type is known as single-factor authentication, where only a username and 

password are required [37].   

When two components are required to verify identity, like an ATM transaction, the 

ATM data strip and user's identification number are verified as two-factor authentication [37]. 

More than two factors can be involved in verifying identities like voice, signatures, 

fingerprints, and location details; this type of authentication is known as multifactor 

authentication [38]. Authentication techniques and Authorisation architecture are discussed in 

this chapter.  
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2.2 AUTHENTICATION AND ACTIVITY TRACKING TECHNIQUES   

      FOR INSIDER  

Categorizing the user over the cloud into insider vs outsider is done by authentication. Related 

studies concerning authentication and activity tracking. 

2.2.1 INSIDER ACTIVITY TRACKING BASED ON BIOMETRICS, PHYSICAL,   

         CYBER, COMMUNICATION AND PSYCHOSOCIAL BEHAVIOUR  

The activity of insiders can be tracked from system logs and other techniques. These 

techniques help in ITH detection, as shown in Figure 2.1. Biometric Behavior Masquerading 

(BBM) detection is based on an insider’s cyber activity, recording their mouse strokes, 

keyboard strokes, application-level behaviour, system-level behaviour, graphic user interface 

interaction, and recording his activity on file search. Physical traits are based on eye colour, 

face detection, and thumbprints [39-40]. Cyber behaviour information theft detection is based 

on insider activity of printing, web browsing, device usage, login behaviour, file access, and 

download/upload activities. Communication behaviour collusion means his activities of email, 

instant messages, telephone, and file-sharing / transfers. Psychosocial behaviour towards his 

colleagues and authorities. These detection and prevention schemes can only work when an 

IACT record is available. Research work basis on these techniques is discussed below. 

Harilal et al. [41] proposed a gamified competition to create an insider dataset based on actual 

behaviour. Each member participating in this competition acts as a company salesman. These 

teams were competing with each other. The task of these team members was to contact 

customers and collect maximum points. The proposed game ran in three predefined periods 

regular, wild card and score reporting. Insider behaviour dataset was made based on mouse 

traces, keystrokes, host monitor, network, emails, logon/logout activities and psychological 

questionnaire, which helped identify masquerade and traitors working in a company. 

Voris et al. [42] proposed an active authentication using file system decoys and user behaviour 

(UB) modelling. Continuous authentication was done based on the UB model. Modelling was 

done based on the user’s unique behaviour while interacting with a personalized computing 

environment. It also captured his way of file system access, process and networking access to 

decoy files. The cognitive fingerprint of each user was made, which helped detect the attacker 

with 95% accuracy.
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Figure 2.1: Existing insider activity tracking techniques   
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Vidal and monge [43] proposed a machine learning model to detect masquerades. This model 

was based on windows users' and intruders' simulator logs as reference data sets. This 

proposed model used two sets of classifiers, in the first set, random forest, reducing error 

pruning the tree, and C.45 algorithms were applied, and in the second set of classifiers, 

bootstrap aggregation, Naïve Bayes and support vector machines were applied. Locality-based 

mimicry was able to detect legitimate users and attackers. 

Hu et al. [44] proposed that ITH could be detected by understanding mouse Dynamic 

Behaviour and applying Deep Learning (DBDL). In this proposed work, all mouse movements 

and actions were mapped to images using tensor flow which further helped train the CNN 

network for creating a classification model. This way, a UB profile was created, which further 

helped to detect ITH. The performance of the proposed model was significantly better with a 

false acceptance rate of 2.94%, a false rejection rate of 2.28%, and an authentication time of 

7.072 seconds (when m = 100)  than the existing models in the literature. 

Legg et al. [45] proposed a Conceptual Model (CM) and reasoning structure for detecting ITH. 

This CM consisted of three tiers: hypothesis, measurement and the real world. An analyst 

detected ITH by viewing through all three tiers. The reasoning component worked at each 

level and helped make a static profile of each user. Four elements worked under the real-world 

tier, enterprise, people, technology and information and physical. Operational level details 

were covered in the enterprise element, insider’s motivation and behaviour within the 

enterprise were covered in the people element, and digital activities in an organization were 

covered in the technology and information element. In the last, details of access control, 

location statics, security and physical destruction were covered in the physical element. On 

the working of these three tiers, CM detected ITH. 

Agrafiotis et al. [46] proposed to detect ITH based on activity trees. These activity trees were 

based on attack trees, which monitored insider steps in normal working environments and 

malicious events. In these activity trees, the sequence of events was represented as nodes of a 

tree. Path in a tree followed by an insider in these activity trees helped to detect ITH, as at 

every moment parallel chain of nodes was available in case of a possible threat. The similarity 

index was calculated between these normal paths taken and in the case of the malicious path 

for IA. 
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Alsowail and al-shehari [47] proposed a multi-tiered framework to detect ITH. This 

framework consisted of pre-countermeasures, in-countermeasures, post-countermeasures, 

ITH prevention team and decision making. In pre-countermeasures, criminal background 

checks, personality traits tests, and security awareness training were conducted to make a user 

profile.  

Countermeasures included technical behavioural and psychological profiling of a user. Post 

countermeasures included monitoring user behaviour and cyber activities in the notice period. 

The ITH prevention team evaluated and updated the profile in all these countermeasure steps, 

including the security analyst and psychologist. The final decision regarding the user 

according to its activities scores, whether a malicious or non-malicious user, was taken in 

decision making. 

Sticha and axelrad [48] proposed a dynamic model for the detection of ITH. This model was 

based on two techniques system dynamics (SD) model and the bayesian belief network (BBN). 

In SD, monte carlo simulation and sensitivity analysis generate were used. These were used 

many times with specific distributions of input parameters.  

Output generated from these techniques was used for estimating the conditional probability 

tables, which were applied to specify a BBN. The proposed model identified types of 

employees based on risk indicators: an average employee and a not satisfied malicious insider. 

Tian et al. [49] had proposed a model for ITH detection based on the DL and dempster-shafer 

theory. This model worked on accidental and intentional ITH by filtering an organization's 

communication channels. Steps performed in the learning phase of this model were data 

cleansing, data sampling, data dimensionality, extraction and multi-feature learning.  

The subsequent detection phase fed traffic data for pre-processing and feature extraction. The 

result was fed to the D-S fusion engine for analysing traffic identity into normal and malicious 

behaviour.  

2.3 CLOUD ACCESS CONTROL MECHANISMS FOR INSIDERS 

Various researchers have provided different approaches to CAC for security protection against 

CC employees, technicians and providers. Table 2.1 shows a comparison of many approaches 

that has worked on ITH. 
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Table 2.1: Insider authentication and activity tracking techniques available in the literature  

Author Work done Trade-off 

Wu et al. [50] Encryption of user data was done 

before querying in the cloud. 

The activity of insiders was not 

monitored, and authentication for 

Insider users is not available  

Moon et al. [51] The activity of insiders was monitored, 

and according to that, APL could be 

modified 

Authentication for Insider users was 

not available.  

Yaseen et al. [52-54] The proposed architecture used 

multiple PEPs - a single PDP. In this 

dependency graph, and Knowledge 

base algorithms monitored the activity 

of insiders. APL could be modified. 

Single PDP worked as a stressed 

member. It could handle a limited 

number of requests. 

Dou et al. [55] User-machine integrity dependency 

was available. The activity of insiders 

was monitored by which APL can be 

modified. 

The working of the proposed 

architecture was machine-dependent 

only. The system was complex and 

challenging to implement for large 

sets of insiders. 

Shaghaghi et al.[56] The activity of insiders was monitored 

from network traffic, and according to 

that, APL could be modified 

Authentication for insider users was 

not available. 

Chattopadhyay et al. [57] The activity of insiders was monitored 

by behavioural analysis through log 

files. 

Authentication and change in APL 

for insider user was not available. 

Baracaldo et al. [58] Insiders' geo-social activities were 

monitored, and APL could be modified 

according to that. 

Authentication for insider users was 

not available. The system was very 

complex in nature in practical 

implementation for a large set of 

insiders. 

Meng et al. [59] The medical smartphone could monitor 

the activity of insiders, which was used 

to make behavioural analyses. 

Log file of activities of insiders was 

traceable, easily accessible and could 

be modified. 

Babu et al.[60] The activity of insiders was monitored 

by a Keystroke analyser which also 

helps in authentication and allows 

change in APL. 

The system was very complex in 

practical implementation for a large 

set of insiders. 
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Eberz et al. [61] The activity of insiders was monitored 

through eye movement Biometrics 

which also helped in the authentication. 

The system was very complex in 

practical implementation for a large 

set of insiders. 

Silva et al.[62] Self-adaptive system-based MAPE-K 

framework, which consists of four 

stages: Monitor, Analyse, Plan and 

Execution, is used. This framework is 

integrated with the open stack system 

in detecting and preventing insider 

threats. 

Response time in this system increases 

when the number of insiders 

increases. 

 

 

Wu et al. [50] suggested encrypting user-provided data to prevent it from falling into the 

iniquitous user. Data was processed first by decrypted before applying the query to the data. 

And then, the data was encrypted again. An additional feature extraction algorithm was applied 

to the data before the encryption was proposed by the authors. In addition to other things, it 

made a query in the cloud more secure. Encryption was done by an index generator, a tool that 

took a user's data and compiled it into an index. 

Moon et al. [51] proposed a primary method for detecting IA as a two-tier architecture. They 

had developed a very interesting In-Memory Database (IMDB), a proposed DB protection 

system. The work done by insiders was saved by taking notes in the change audit logs. A pre-

processor processed data in the DB before being passed further for processes. This tool could 

detect an insider monitoring server's availability and predict any possible future attack. The 

cloud-based capability was also included in this system. 

Yaseen et al. [52-54] proposed a model to detect and prevent IA. In its first work [52], the 

authors proposed a way to check for ITH because of insider knowledge. This approach used a 

knowledgebase algorithm that considered constraint dependency, hot cluster, safe cluster, and 

dependency matrix.  A knowledge graph was generated, which warped users into limiting their 

access to sensitive data. The second work [53] proposed the threat prediction graph using 

probabilistic knowledge base analysis. Multiple PEP and single PDP were proposed in their 

third work [54] to detect ITH with the algorithms proposed. This system was suitable to work 

in situations where the number of PEP were insignificant. 
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Dou et al. [55] had compiled a set of standards and protocols for authenticating Hadoop 

systems with a trusted platform. This Protocol defined an authentication that removed user 

authentication's limitations and IA based on Kerberos. Authentication keys stored inside this 

protocol were not directly accessible. The protocol was bound to and had specific stipulations 

with specific systems. System computers were controlled, or certain software and hardware 

details were stored inside the system's internal registers for later use. This proposed protocol 

protected specific systems in achieving against additional and IA. 

Shaghaghi et al. [56] proposed Gargoyle Software Defined Network (GSDN) architecture. 

GSDN commissioned the proposed work to detect and deter "must attacks" from ITH. It could 

also analyze traffic on passive network outlet paths and retrieve contextual information. First, 

three components were discussed: the network context analyser, risk management, and the 

advanced enforcement point. ITH had been detected. Based on this and other information, 

action plans could be created to prevent or mitigate attacks. The data was extracted by 

observing network traffic, and by doing so, the underlying goal was to monitor network traffic. 

Chattopadhyay et al. [57] performed activity monitoring in time series. This study observed 

the usage of technical insider knowledge for a single day. The analysis was run at a single 

point in time, yet the samples were taken over a while as a way to detect ITH. Based on 

behavioural analysis, the statistics were taken to detect malicious or non-malicious insiders. 

The neural network was applied in the deep auto encoder classification technique, and the 

system improved the result. 

Baracaldo et al. [58] suggested a Geo-Social Insider Threat Resilient access control 

framework (G-SIR). In this proposed work, insider movement activities were monitored. By 

monitoring employees' behaviour, specifically to activity in the workplace, the detection of 

enablers, inhibitors, or neutral employees was more comfortable. Inhibitors were people who 

potentially could harm. Users in the category of trust or extremely trusted could be placed in 

the category of enablers. Users in the category neutral could be placed in the neutral category. 

The framework was comprised of three modules: monitoring, context, inference, & access 

control. Role-based access control (RBAC) allowed for writing permissions and roles. 

To prevent the Medical Smartphone Network (MSN) from being breached by an insider, 

a study by Meng et al. [59] analyzed potential behavioural patterns that could be established 

via the monitoring systems and setup to detect a malicious device. Nodes in the MSN were 
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connected to the central server. The nodes sent the user's "statistics" to the central server. Each 

node in the network reported its "statistics" to the central server. A central server created each 

node (or piece) of the hierarchical relationship. As long as the malicious node behaved 

differently from others, its behaviour was detected by a difference in Euclidean distance. An 

evaluation was implemented in the real world using MSN and carried out by a practical 

healthcare institute. 

Babu et al. [60] suggested a technique for preventing IA on CC by analyzing the insider's 

behaviour and associating risk-based access control systems. Behavioural analysis was done 

through the use of keystroke dynamics. Risk analyses could be conducted in an "offline" 

manner with the available resources. Every object had a numerical value of perceived risk. 

The DB called resource stores information about risks and safety. It utilized a support vector 

machine. Whenever a malicious user was detected in the system, the system effectively closes 

all privileges, segregating it from the rest of the internet. 

Eberz et al. [61] discussed methods to detect an ITH using concurrent user eye movement. In 

this work, researchers had developed 20 features that a user was matched. These 20 features 

existed continuously, so the algorithm could identify the user. Video-based gaze tracking was 

applied to keep track of eye movement. Experiments were conducted controlled under a lab 

condition; 30 persons from the general public were used. People were asked to take part in 

various activities on the screen. Most important among them was the study of eye movement 

and other aspects. The open and closed set classes were applied to the retrieved data.  

Silva et al. [62] have carried out research work on preventing insider threats. They have 

thoroughly studied keystone, in open stack used for identity management components to show 

various threat cases where the existing framework cannot detect and prevent insider threat. 

Authors have suggested using a self-adaptive system-based MAPE-K framework consisting 

of four stages: Monitor, Analyse, Plan and Execution.MAPE-K framework was integrated 

with the open stack system to enhance its capability in detecting and preventing insider threats. 

MAPE-K framework interacts with OpenStack via effects and probes. The controller in 

MAPE-K regularly takes feedback from OpenStack, monitors insider activity and takes action 

accordingly. As the number of users in this system, response time also increases, which is also 

its limitation. 
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2.4 CLOUD ACCESS CONTROL MECHANISMS FOR OUTSIDERS  

Security and authentication ensure that only legitimate customers can have access to data and 

that hackers cannot attack their data. The purpose of authentication is to authenticate who has 

deemed the requestor (application /user). Over the past years, several researchers have studied 

the concept of authentication techniques available for outsiders, as shown in Table 2.2. 

Table 2.2: Outsider authentication techniques available in the literature 

Author Work done  Tradeoff 

Tsai et al.[63] Three-factor authentication was proposed 

using elliptic curve cryptography. Single 

sign and mutual authentication were 

available. 

Not suitable for resource constraint 

IOTs and multi-owners. Mutual 

authentication was not available.  

Kalra et al.[64] Two-factor authentication was proposed 

using elliptic curve cryptography, suitable 

for resource constraint IOTs. Mutual 

authentication was available. 

Single sign-on was not available. Not 

suitable for multi owners 

authentication 

Amin et al. [65] Multi-factor authentication was proposed 

using bio hashing. Mutual authentication 

was available. 

Single sign-on was not available. Not 

suitable for resource constraint IOTs 

and multi-owners. 

Yang et al. [66] Two-factor authentication was proposed 

using delffie - hellman. Single sign-on was 

available. 

Not suitable for resource constraint 

IOTs and multi-owners. Mutual 

authentication was not available. 

Kumari et al. [67] Mutual authentication was available. 

Multi-factor authentication was proposed 

using Elliptic curve cryptography. It was 

suitable for resource constraint IOTs. 

Single sign-on was not available. Not 

suitable for multi-owners. 

Shajina and 

varalakshmi [68] 

Two-factor authentication was proposed 

using triple D.E.S, Single sign-on, Mutual 

authentication and multi- owners 

authentication. 

Not suitable for resource constraint 

IOTs. 

Anakath et al. [69] Multi-factor authentication was proposed 

using simple -homomorphic encryption. 

Single sign-on was not available. Not 

suitable for resource constraint IOTs 

and multi-owners. Mutual 

authentication was not available. 
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Chaudhary et al. [70] Three-factor authentication was proposed 

using elliptic curve cryptography. Single 

sign-on and mutual authentication were 

available. 

Not suitable for resource constraint 

IOTs and multi-owners. 

Kumar et al. [71] Biometric-based authentication was 

proposed using elliptic curve cryptography. 

Mutual authentication was available. 

Single sign-on was not available. Not 

suitable for resource constraint IOTs 

and multi-owners.  

Chatterjee et al. [72] Biometric-based authentication was 

proposed using clustering. Mutual 

authentication was available. 

Single sign-on was not available. Not 

suitable for resource constraint IOTs 

and multi-owners. 

Deebak et al.[73] Single user sign in and authentication was 

proposed for IoT based medical devies to 

work in cloud of medical things. 

Details of Network delay,throughput 

rate, routing overhead and energy 

consumption are not available. 

 

Tsai et al. [63] proposed a system to authenticate mobile users. This method allowed 

individuals to access various cloud services using a singular private key. A smart card provider 

created a user and the service provider's public and private keys to authenticate each other. 

The smart card gave users access to access services from SP. This way, involved users 

remained anonymous, traceable to no one, and unable to be faked, signed with each other, 

verified, or exchanged. 

Kalra et al. [64] proposed a mutual authentication scheme for Internet of Things (IoT) devices 

and cloud servers. This scheme used Hypertext Transfer Protocol (HTTP) cookies to 

implement the secure Elliptic Curve Cryptography (ECC). IoT devices used cloud support to 

improve their processing capacity. For embedded devices to authenticate themselves with the 

server, they should function as HTTP clients. The Transmission Control Protocol / Internet 

Protocol (TCP / IP) protocol stack was often used to customize embedded systems. Within 

this protocol, it had different phases that included the setting-up (the first phase), a system that 

could recognize the device (the second phase), and a system that could authenticate the device 

(the third phase). This protection scheme provided resistance against various forms of attack, 

such as brute force attacks, eavesdropping, man-in-the-middle attack, offline dictionary attack, 

cookie theft attack, and replay attacks, and provided forward secrecy, anonymity, 

confidentiality, and mutual authentication. 
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Amin et al. [65] proposed an authentication process for a multi-medical server system 

employing user name, password and biometric features (fingerprint & smart card). In the first 

part of the system, a user chose the desired identity, password, and facial recognition template 

(such as a fingerprint) and sent them via a secure channel for registering. After a user had 

submitted their details, a bio-hashed version of these details was stored on the user's smartcard 

and the medical registration server. Once a user had been authenticated on the medical server, 

he could fetch data from the desired medical server according to his evolving needs. This 

technique prevented the session key disclosure attack, the user impersonation attack, the replay 

attack, the initial wrong password identification, and the mutual authentication, which resists 

the offline password guessing attack. 

A protocol to allow access to multimedia data on the multimedia cloud was proposed by Yang 

et al. [66]. This protocol used open ID two-factor authentication, which required smart cards 

and user login information. This scheme used various cloud models to authenticate smart cards 

and users. User APLs were formulated according to the RBAC paradigm. The work included 

analysing the Security, functionality, and efficiency of the application. 

Kumari [67] proposed the authentication mechanism for a growing number of IoT devices 

and cloud servers. This system used a multi-factor authentication mechanism, including login 

details, cookies and device details, and tamper-resistant devices. This authentication protocol 

provided a suitable authentication process for resource constraint IOTs where the need for 

mutual authentication arose. The elliptical curve's cryptography helped prevent various types 

of attacks, such as the absence of device anonymity, IA, guessing of offline passwords, and 

computing of no session key. 

Shajina and varalakshmi [68] proposed a multi-owner authentication protocol, which 

worked on different owners, group managers, and service managers in a cloud for 

authentication and improvement of the security requirements of single sign-on. The proposed 

mechanism allowed the primary owner to create a group and allowed them to build more 

members. Owners were given a valid token after the certification body had verified it with all 

required parameters. The token consisted of all the information of the user credentials, the 

token expiration time, the services it was used for, etc. The session tokens from the session 

manager enabled the access that the service required. 
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A trust model was proposed by Anakath et al. [69] for authentication in a device. The device's 

identity was identified, and a protocol was selected to verify the device's identity. Knowledge, 

possession, and inherence factors come into play to confirm the act itself. This protocol applied 

possession factors, one-time passwords, and passcodes that no one else knew. As part of a user 

account on big data Multi-Factor Cloud Authentication (MACA), a profile was established 

with user details and parameters in an encrypted format. 

Chaudhary et al. [70] presented an improved authentication scheme. The paper allowed the 

authentication server to block a forged request/reply at the time of authentication. An approach 

that used a single private key to authenticate mobile users allowed them to access all cloud 

services from multiple CSP. This research was an enhancement work of Tsai et al. [62]. The 

proposed research was more promising, mature, and verified in proverif. 

Kumar et al. [71] suggested using biometric information to authenticate users within the 

cloud. In a nutshell, the way to the biometric password was a facial feature. Biometric DB 

stored the facial features of cloud users, which were encrypted. Facial image features were 

extracted from preprocessed facial images. Facial recognition helped in identifying users. 

Hundreds of facial features were calculated and matched with the stored similarity scores of 

facial features that would be stored and retrieved similar to the currently measured facial 

features. 

Chatterjee et al. [72] suggested a re-authentication system biometrics-based. This system was 

secure, and its security level was enhanced by using keystroke dynamics (detecting the 

tendency of keystrokes). In this scheme, they were asked to enter login information to verify 

that they were legitimate customers like anyone else. When the user typed his credential, the 

keystroke dynamics were logged into the DB. These specifics helped identify and verify the 

details obtained by a k-means clustering algorithm. Feature sets were tested with a 

heterogeneous, homogeneous, and aggregate class of methods. 

Deebak et al. [73] have highlighted the role played by the cloud of medical things in 

developing smart healthcare systems. In this research work, Authors highlighted that 

numerous authentication mechanism are still persuable to security threats. Researchers in this 

work proposed sensor/ sensor-tag based smart healthcare environment which uses single user 

sign in to mitigate various threats. Single-user sign-in was based on the Chebyshov chaotic  

map in COMT. Formal verification was done with BAN Logic and found suitable for working 

in cloud-based IoT devices in healthcare environments.  
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2.5 AUTHORISATION TECHNIQUES FOR USERS 

To allow a user to access data is decided under the authentication policy. A policy about 

authorisation and authentication plays a vast, significant role in the modern world. Table 2.3 

shows APL frameworks used in distributed environments and their applications. 

Table 2.3: APLs framework used in the distributed environment available in the literature. 

Author Work done Trade-off 

Abomhara et al. [74] Authors had proposed a work-based 

access control model for cooperative 

healthcare environments 

The proposed model performance 

validity was not evaluated regarding 

resource consumption, e.g., time and 

computational capability. 

Alam et al. [75] Authors had proposed garbled role‑based 

access control for cloud 

Practical implementation of the FHE 

scheme on GRBAC and duty conflicts 

was not done 

Habiba et al. [76] Authors had proposed icancloud 

simulation platform for cloud 

A comprehensive audit trail for filtering 

and reasoning over the audit trail 

information and manifest potential 

security threat was not included. 

Sun-Moon Jo [77] Authors had proposed an access control 

model for a dynamic XML data 

environment in mobile computing 

A safe access policy of the system could 

be improved. The proposed system should 

handle extensive capacity XML data. 

Chen et al. [78] Authors had proposed an AC model using 

RBAC for community medical internet of 

things 

The proposed model did not consider the 

multiple identities of medical staff. 

Shin et al. [79] The proposed Proposed anonymous AnA 

architecture was based on traceable 

signatures. It included four protocols and 

12 inner algorithms. 

The proposed architecture was complex 

to implement in real-world scenarios. 

 

Gabillon et al. [80] Authors had proposed an Authorisation 

model using ABAC for pub – sub network 

For IoT 

The proposed model was not suitable for 

bridged brokers and Low Power Wide 

Area Network (LPWAN) hosting the 

sensors. 

Rathore et al. [81] Authors had proposed an Authorisation 

model using answer set programming for 

online social network 

The proposed model was complex in 

nature in terms of implementation for 

preventing user privacy. 
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Abomhara et al. [74] proposed a work-based access control (WBAC) model wherein team 

member roles were classified based on the belbin team role theory. In work-based assessment 

models, teams were segregated based on the type of work they produced and what type of 

work they contributed in collaborative work. A suggested work plan had been planned for 

potential collaboration in healthcare environments. Essential in a situation where a patient 

worked with multiple doctors from various departments and multiple hospitals that worked 

together to save the patient's life. Doctors might not divulge sensitive information to 

unauthorised persons with the patient's healthcare records, as this data was maintained 

confidential. The authors had first formalized the system, consisting of essential elements and 

relations, defining various AC functions, and many authorisation constraints. This reduced the 

complexity of updating permission reviews over other models such as RBAC and Attribute-

Based Access Control (ABAC).   

Alam et al. [75] proposed that users could access resources dynamically based on their role. 

These were essential computing techniques used in the garbled circuit and fully homomorphic 

encryption. This garbled mode of computation was applied in Role-Based Access Control 

(RBAC). Markings were associated with the specific job roles of the users on the system. All 

the relevant information about the roles was stored in the RBAC server. In a scenario where 

the GRBAC was hacked, it would be impossible to know roles. It provided firm security in 

CC. 

Habiba et al. [76] proposed a dynamic access control system in the cloud. This proposed 

system consists of mainly four models (i) Data Access Right Model (DARM), (ii) Policy 

Model (PM), (iii) Access Control Management Model (ACMM), and (iv) Authorisation 

model. The DARM consisted of access rights trees constructed from a collection of access 

rights trees. It consisted of a hierarchical relationship between a set of access rights, such that 

one access right pointed to another.  

A PM consisted of obligations, conditions, primary rules, deadlines, and user preferences. 

Policies must represent subjects' rights, resources, rules, and preferences. Because every 

policy must be expressed in the format of 8 tuples (S, A, Rs, R, C, O, D, F), the ACMM should 

have many sub-models to control access in the company. The data Authorisation model was 

made up of three stages: the pre-Authorisation stage, Authorisation stage, and Authorisation's 

post-stage. 
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Sun-moon jo [77] devised a safe access practice for XML data. It worked on a resource-

efficient secure access policy that would control access as information was controlled 

according to access privileges, role in the environment, permission to view the data, and how 

to pass the data (e.g., to ease the use of data across data boundaries). The policy allowed 

limited access to parts of the target document, allowing every policy to work on the whole 

document. In this paper, the target document focused only on the areas easily accessible as 

central units in the target document, and minimal access policies are applied to those central 

units. 

Chen et al. [78] declared that the Community Medical Internet of Things (CMIoT) would 

play a vital role in the medical data. The protection of patient medical data was controlled by 

various safeguards, including transmission, storage, and access control. The security of the 

transmission was achieved via asymmetric encryption. The storage security was achieved by 

symmetric encryption, and the security of accessing was achieved by dynamic Authorisation 

based on role.  

In CMIoT, data was collected from various IoT devices, fragmented, encrypted, and sent to 

the cloud for storage. The user could access specified cloud data based on the level of his role. 

Cloud-based data management allowed data to be retrieved only from the community 

connected to medical IoT from the third-party cloud of the community. 

The paper on AAnA was proposed by Shin et al. [79]; it used short traceable signatures. Three 

authorities were working at the same time. The first authority was the group manager, and the 

second authority was the Authorisation manager. Both of the following features were 

accomplished using the two distinct managers for group membership and Authorisation. The 

group manager's role was to verify who belonged to the group using a short traceable short 

signature.  

Authorizing manager was an application which provided privileges to users based on their real 

identities. This Authorisation list of all users and their privileges was forwarded to the service 

provider. The service provider asked for a signature from the user whenever it detected illegal 

activity to help make the account secure. This signature was passed to the group manager and 

the Authorisation manager to authorize further actions. 

Gabillon et al. [80] proposed a very expressive ABAC security model. This model is 

communicated via the Message Queuing Telemetry Transport (MQTT) platform. The MQTT 

protocol allowed devices to send data to other devices to communicate and coordinate. For 

each topic, a message about that topic was published. The messages were published under the 
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topic for which the messages were being published. It was assumed that only one MQTT 

broker was chosen for this discussion. It assumed working on TLS / SSL at the Transport layer 

between all nodes of the IoT network to make IoT network nodes encrypted. It used first-order 

logic with equality to describe the proposed model. This AC enforcement model consisted of 

PEP, PDP, Policy Information Point (PIP), and Policy Administration Point (PAP). PEP 

intercepted all of the MQTT messages and forwarded them to PDP; PDP got help from PIP in 

deciding the access and saved the results in PIP. A logical security policy for this model was 

defined in the Resource Description Framework (RDF). 

People's online privacy had been compromised on social networks when information was 

shared multiple times, as the information had not been given consent. The paper of Rathore 

et al. [81] proposed that a social media site be explicitly designed and protected by an AC 

style. This control model worked under which conditions multiple or single participants were 

subscribed to the social network (web sites). In this model, trust was specified as calculated 

among each resource owner. AC policy varied between family members and friends, with the 

trust level more prevalent in family members. The proposed model was represented by answer 

set programming, which relied on logical propositions. 

2.6 AUTHORISATION ARCHITECTURES FOR USERS 

Policy development plays an essential role in every PDP architecture because they make every 

final decision regarding the policies. An architecture built using the PEP-PDP is found to be 

an essential factor in the APLs. This requirement is commonly called managing user 

Authorisation. It has always been a fundamental part of user management.  

The PEP-PDP architecture application is found in almost every field where the final policy 

decision has already been taken. A single PEP-PDP architecture with its applications is 

discussed in section 2.6.1, and multiple PEP - single PDP with its application is discussed in 

Section 2.6.2.  

2.6.1 SINGLE PEP-PDP ARCHITECTURE 

A single PEP-PDP architecture includes one PEP and one PDP server. However, they become 

inefficient when they have to handle a large number of requests. There are many places where 

their applications are found. Some of them are shown in Table 2.4. 
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Table 2.4: Single PEP-PDP architecture applications available in the literature. 

Applications/ 

Authors  

Decentralized 

multi-agent 

systems 

Electronic 

patient 

health 

record 

Access 

control 

in 

cyber-

physical 

space 

Increase 

the agility 

of the 

electricity 

grid.  

Cloud-based 

healthcare 

recommender 

service 

Managing 

android 

permissions 

Fall 

detection 

system 

for 

hospitals  

Nyrkov et al. [82] X       

Son et al. [83]  X      

Cao et al. [84]   X     

Ryan et al. [85]    X    

Elmisery et al. [86]     X   

Oglaza et al. [87]      X  

Krempel et al.[88]       X 

Nyrkov et al. [82] proposed encrypting protocols in a decentralized multi-agent system. An 

agent was a particular entity independent in collecting and processing data. The final product 

was sent on the channels. Multi-agent systems were systems of several agents working on a 

common goal. The advantage of using a multi-agent system was that it could be used even 

after some instances were gone. A Multi-Agent System (MAS) was configured to work in a 

decentralized manner. The system proposed required trusted centres to register with the 

authentication servers by sharing a generated (or randomly generated) secret key. After that, 

all of the AnA procedures between them took place. The procedures followed between 

Attribute authority and agent corresponded with each other—access Policies in XACML.PDP 

allowed declarative APLs and contingent access policies to implement meta policies and 

decide whether access was granted or denied. In the PAP phase, new policies were created; in 

the PIP phase, the required data was given to the PDP; and in the PDP phase, the policy was 

applied by the PEP. The MAS was improving, but it lagged behind the synchronization speed 

of the multiple agents. 

Son et al. [83] attempted to offer solutions for the privacy control of patient records in the 

various locations where they were made available. The patient log could be viewed by doctors, 

nurses, insurance companies, pharmacies, and relatives. Authors had suggested using 

electronic patient health records in the public cloud to better control access to the records in a 

more secure and controlled mode. The two main challenges were: denying access to the 
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patient's private data to attackers to protect it against improper uses by leakers and protecting 

shared data against loss and misuse that might harm the patients. The author proposed a 

privacy protection model in which the Authorisation of cloud access was based on the 

healthcare system's AC model. This new system required accessing the data from PEP first 

and then transmitting it to access so that PEP got information and the access requester got to 

know more about the subject, action, and environment. 

This request was transferred to the PDP, who decided on an access request through the 

appropriate policy. While creating the access policies from the repository, the PAP platform 

acted to store them. PAP also made sure to make available policies about privacy and use. The 

limitations of this proposal would be to deal with an emergency. 

Cao et al. [84] proposed a cyber-physical AC framework for cyber-physical space. The TAAC 

(Topology-aware access control) model was proposed to allow better access control. (This 

was an extension of) RBAC model was like the TAAC model. The TAAC model was a 

combination of physical and cyber access controls. This type of security was adaptive, 

adjusting or limiting the user's privileges according to their behaviours. This paper also 

suggested secure policy enforcement, which should help to mitigate ITH. The risk value was 

calculated from the data on the account holder's previous activities and the recent access 

request. Through such facilities, undesired users could be restricted from accessing the system.  

The AC and framework enforcement modules functioned correctly in the cyber-

physical space. In the first module, PEP received a coverage request, which was sent to the 

PDP for a response. PDP stored data according to the policy contained in PAP. Topology 

attributes were stored in the PIP, and risk attributes were stored in the risk module, both of 

which helped the PDP make decisions. In administration, trust policies were applied according 

to the trust repository for each user. Policies were managed through policy constraints in the 

policy constraint management module. This proposal did not cope with the fact that multiple 

cyber access spaces were available in a smart city. 

Ryan et al. [85] suggested a new type of control to increase grid agility. As the authors 

suggested, better power and energy network management could be achieved by using policy-

based network management (PBNM). For the PBNM system to indeed be able to perform 

well, authors had proposed using a text mining technique at the LV level to derive connection 

parameters. It also performed a Voltage Adaptation Ritual (VAR) on all the DER networks to 
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arrive at the settings that would do the best job for them. In another paper, the authors proposed 

using PBNM Voltage Control Validation using PEP-PDP architecture. Policies that must be 

used across multiple systems were stored in a policy repository, one of which was fetched by 

PDP. The Power factor checked the applied policy against the calculated value. When PDP 

determined capacity limits in the violated policy, it raised the allowed VVC. 

Elmisery et al. [86] presented a cloud-based healthcare recommendation scheme. The 

healthcare service discussed and processed data obtained from the internet. This service kept 

data safe by two times encrypting and obscuring the data before storage in the cloud. A 

personal gateway would be placed at the patient's side to provide the first concealment level. 

Data were collected to a fog node and then transferred. This security sensor applied attribute-

based encryption to the encrypted portion of the health profile before relaying. Every group 

had multiple users and multiple profiles. The security authority centre generated the 

certificates for both fog nodes and gateways. 

The privacy of patients' health data had been protected, which had increased trust. 

Patients' privacy policies were built according to the IOHT records. A PIP unit was a privacy 

preference unit. PEP analysed privacy policies to determine actions on in-out behalf. Policy 

agent acted as PDP that controls the flow of user-health data to external medical information 

assets. An agent performed a first-level concealment procedure, and a global concealment 

agent completed a second-level concealment procedure. The trust agent computed confidence. 

Oglaza et al. [87] addressed the concept of a user's confidentiality and information in an 

android platform based on a smartphone. Android applications, on average, demanded 11.4 

access permission, of which 5.12 directly impacted the device's privacy. This amount grew as 

the number of android apps resulted in more privacy breaches. Fix this issue, as researchers 

had suggested a Decision Support System (DSS) for writing elevated policies, where 

traditional non-technical users could write policies. This DSS was based upon the 

recommendations in their entirety. In this system, the characteristics of each user were stored 

locally. Depending on the local "cloud" storage characteristics, a new object was instantly 

suggested. The system was helpful if the user's behaviour did not change. It took time for the 

system to learn. The proposed framework "Kapur" would comprise DSS, Policies, PEP, and 

PDP. 
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An app received a request to access one of their private details. PEP received this 

request and decided whether or not the request qualifies for approval and whether the user had 

given consent. PEP transformed and transferred the request to PDP in the XACML V3 layout. 

Which supported or refused controls for available policy choices. If PDP rejected the request, 

most of the system's information about user interests was absent. 

 Even further, this requirement sent to DSS asks users to allow or deny the requirement. 

If permitted by the user, the new XACML V3 feature was generated and modified in the DB 

policy. The DSS became sufficiently mature when the requirement score exceeded a 

predetermined threshold value. Among other uses, the proposed framework handled user 

privacy more relaxed and better. 

Krempel et al. [88] proposed a system for fall detection in patients. In their work, 12 essential 

requirements were analysed to fulfil the stakeholders' demands, i.e., hospital operators, 

medical personnel, patients, and legal stakeholders, thereby supporting the system to compete 

with the existing systems. These 12 requirements under the nursing process consisted of (a) 

detecting collapses, (b) intimating Nearest Nurses, (c) preventing misuse of details, and (d) 

confirming urgent situations to provide two-way interaction between patients and concerned 

nursing staff members. 

This system could work in three modes; default mode, assessment mode, and 

investigation mode. In the first mode, all the cameras continue to work. In this mode, fall 

detection algorithms also process video data for fall detection. In the second mode, no person 

may interfere with the operation; in the second mode, the algorithm tracks any fall, and the 

system enters into a second mode, an assessment mode.  

In this second mode, as quickly as the algorithm simultaneously identified the fall in 

the camera's video, a message was broadcasted to nearby nursing staff indicating an alarm was 

triggered. When the alarm did not get an acknowledgement, the notification was broadened. 

If any nursing staff unlocked the alarm, all other alarm messages were forced to cancel. 

In the last mode of the emergency response, the investigation started after the nurse 

performs an anonymous video assessment of the patient. The anonymised video was played 

out to the nurse, who then conforms to the inside of the emergency. In case an emergency 

happens, an on-screen camera image was optimised for the nurse to view it to help in decisions 

regarding medical equipment. Communication between patients and nurses could be done in 
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both directions, thus better handling the situation. The system was controlled and managed by 

PEP, PIP, and PDP. PEP monitors and logs all events and then forwarded them to PDP to 

ensure they meet the safety requirements of PIP. This system was designed to detect a fall. It 

is the best possible solution to do so. 

2.6.2 MULTIPLE PEP - SINGLE PDP ARCHITECTURE  

Yaseen et al. [54] highlighted the adverse effects of ITH. The ITH was the most vulnerable 

threat than the outsider threat; In contrast, insiders knew various procedures and policies of 

their system; outsiders could steal from the windows they could access. Cloud usage had been 

increasing dramatically, which required the insider group to manage it.  

A PDP with some PEP support, one that the PEP had given governing judgment. With PEP, 

the decisions taken copies keep on getting stored inside of caching, ultimately improving the 

functionality of making decisions. A query received at PEP used a similar query already in the 

PEP side caching. The decision to that request was enforced on the received request. 

This paper provided evidence that insiders had an advantage in attacking data theft of a cloud-

based relational DB. Insiders had the expertise to be able to have a better idea of what the 

cloud data would look like based on various data dependencies. Researchers had also 

demonstrated that cloud relational DB and cloud distributed systems fall short when detecting 

attack attempts based on various inferences. Authors had also shown that keeping track of 

what is happening in the cloud is not easy. 

In this proposed architecture, multiple PEP with side caching was interconnected by a single 

PDP. An insider request to access data was received by PEP. If PEP had a similar request, then 

PEP could request a decision copied from the cache, or PEP could ask from one of its 

neighbours at the next level. Requests to PDP were sent in case no previous decisions were 

found in PEP or neighbouring PEP.  

On receiving the request at PDP, the risk of granting access was assessed in Internal Threat 

Detection Unit (ITDU) according to the algorithms [52][53]. After checking the risk level of 

the request, ITDU provided the entry or denied the request. Results showed the performance 

of this multiple PEP with a single PDP architecture was better in handling requests than a 

single PEP-PDP architecture. 
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2.6.3 PEP - PDP ARCHITECTURE-RELATED ISSUES 

In the past, researchers have used different applications of the PEP-PDP architecture. Issues 

related to them are discussed below.  

Baldini et al. [89] explored the risks of unauthorised access to personal data made available 

via IoT devices. If users did not want their data shared, the authors had proposed using an 

ethical data protection protocol design. Regardless of their ethical choices, the ethical design 

models they proposed also dealt with multiple challenges applicable to mitigating privacy 

risks.  

This paper also suggested that the model-based security toolkit was the best architecture 

toolkit. This kit allowed for the implementation of a set of predefined policies on user's profiles 

with a set of defined conditions Event – Condition - Action (ECA.) The structure used 

regulation and set up a policy to manage the environment. This architecture was centred on 

the PEP and the PDP. PEP sent automatic updates to the PDP. On the other hand, PDP 

responded to the behaviour executor with a reactive/preventive compliance message. A 

proposed model to maintain users' privacy had been suggested. 

Ghazi et al. [90] suggested that DB security should be taken care of as a core service for 

document-oriented NOSQL DB. For coping with numerous security-related issues applicable 

in NoSQL DB over the cloud, the proposed system covered various authentication issues, 

authorisation, and encryption of the DB objects. Within this scheme, the authentication service 

consisted of three principal parts. Namely, a safe authenticate service, an identity management 

service, and a certification authority service. 

The following section combined fine-grained authentication services such as PEP, PDP, and 

PAP. In this fine-grained access layer, policies were developed by PAP and archived in the 

PAP cloud DB. PEP received and responded to access requests from users before sending 

them on to the PDP. Based on the currently stored policies, the PDP decided whether to 

provide access or not. Confidentiality comprises service key distribution and encryption.  

The symmetric keys were also obtainable in key distribution sets. At each user, separate keys 

were created and maintained independently. Cryptographic service data was stored on the 

cloud and encrypted and decrypted using an advanced encryption algorithm after the 
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KD.  Service. DB-SECaaS ensures the safety of NoSQL data-store applications through 

advanced patterns. 

Context-aware security systems allowed the middleware to manage policies being enacted. In 

the paper of Mehak et al. [91] concentrated on the security issue associated with CC. The 

authors highlighted various difficulties and dire circumstances, such as data leakage, loss, 

account hijacking, and insecure API usage. This paper also had a proposed framework known 

as PaaSword, which helped maintain the persistence layer.  

The framework could work in various ways to meet the CSS requirements and took on many 

challenges. Due to various challenges in the distributed cloud architecture, existing AC 

Authorisations were unsuitable for the cloud environment. In some cloud environment cases, 

once AC Authorisations is applied on the user, access request during and after the resource 

usage is not evaluated.  

In some cases, continuous resource usage monitoring and a dynamic update of attribute values 

are evaluated. These types of diverse AC Authorisations are not fit for every Cloud 

enviornment. Authors have suggested an extensible AC framework for the cloud environment 

in order to handle them.  

The framework that had been proposed was applied to a variety of cloud environments in a 

more generalized way. Some EACF features used a standard access-control policy 

specification format, common access layer for cloud applications, a generic framework for 

cloud-hosted applications, framework extensibility, development, and support for third-party 

plugins.  

The architecture of EACF was composed of PEP as a Service (PEPaaS), PDP as a Service 

(PDPaaS), PAPas a Service (PAPaaS), Attribute Authority (AA), policy repository and 

attribute repository. 

The primary function of the PAPaaS was to manage and create AC policies. In the PEPaaS 

architecture, PEPaaS received the user's request and converted it into an XACML decision 

query that then gets forwarded to the PDPaaS. The query was sent to PAPaaS, which provided 

the requested policy and considered whether or not there is a need for it in a given situation.  
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Through this proposed framework, various cloud services would be able to provide authorised 

access to cloud services. This framework fulfiled different properties such as extensibility, 

generality, consumer-driven, Authorisation function, and standard policy language format. 

2.7 REQUIREMENT OF MESSAGE SECURITY SYSTEM / DATA   

      PROTECTION SYSTEM IN AUTHORISATION ARCHITECTURE 

Many researchers have focused their research on the importance of data protection concerning 

the Indian scenario, as shown in Table 2.5. Their work mainly related to the role of existing 

sections in Indian IT acts, cybercrimes, cyber defence mechanisms, the impact of the European 

union’s general data protection regulation on Indian data privacy laws, and steps towards 

providing concrete solutions with effectiveness in the form of laws.  

Table 2.5: Importance of data protection 

 
Importance of data protection raised by various researchers  

Anja Kovacs[92] The author highlighted the issue of user data protection, cyber security, and data 

protection regulations in India. It also tried to provide a clear picture of actors 

involved in protecting personal data. 

Akshaya S[93] The author systematically analysed the data protection laws and raised their 

requirement in India. The author also discussed the judgments of the Supreme Court 

of India regarding personal data protection. 

Bhadade et al.[94] The authors discussed the impact of the European union’s general data protection 

regulation on Indian data privacy laws and highlighted its importance in the presence 

of various attacks such as the Facebook privacy scandal. 

Gada and Aghav[95] Authors had done a detailed study on the law reforms needed in the data protection 

laws of India by taking very vital issues such as the processing of personal data, 

responsibilities of company directors, the role of data protection officer, steps for 

preventing fake news, the powers of investigating police officers, and also raised the 

importance of their work 

Ashit Kumar 

Srivastwa [96] 

The authors  discussed the impact of existing data protection and its concerns laws 

in India in the current digital scenario. The authors stressed providing a concrete 

solution with effectiveness in the form of laws 
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Anja kovacs [92] focused their work on the cyber security issue of personal data protection. 

The author, in his work, had also discussed the draft of the personal data protection bill, which 

described steps for personal processing data collected by Indian companies, states, and bodies. 

Various sections of the Indian IT (amendment) act was also discussed regarding protecting 

personal data.  

The author had mainly focused his work on describing a draft of a personal data protection 

bill, which focused on explaining various categories of personal data, the Role of the data 

controller, and the data processor/data operator. It also defined data protection in the digital 

sphere, obligations of the controller, processors/operators, steps involved in the processing of 

personal data, security requirements for collecting and processing personal data, jurisdiction 

area regarding data transfer agreements, administration structure and powers of actors 

involved in enforcing data protection law. The author emphasized the need for personal data 

protection law in India. 

Akshaya S [93] focused their work on the issue of expansion of existing personal data 

protection laws and their requirement in India. The authors discussed the personal data 

protection bill, 2018. It also focused on the judgment of the Supreme Court of India, which 

said that privacy is the fundamental right under the purview of article 21 of the Indian 

constitution as a part of the right to “life” and “personal liberty”. Information privacy was also 

part of privacy.  

The author also discussed vital principles for data protection in the Indian context. According 

to these principles, personal data protection law must be focused on the dynamics of 

technological change. It should cover private entities and the government. Consent must be 

achieved from citizens. Personal data must go for minimal processing. The unlawful data 

processing means penalties, and the data controller was accountable. The author hopes the 

data protection bill could achieve security at its optimum level. 

Bhadade et al. [94] laid the importance of personal data protection. They had given the 

examples of the Facebook privacy scandal in the united states of America's presidential 

elections in 2016, in which 50 million users' data was studied without their consent, knowing 

their political interests. This type of scandal was also evident in elections held in India in 2019 

by a major political party. In 2018, the European Union general data protection and regulation 

implemented a law in this regard. This law provided a guideline for other countries and helped 

them frame personal data protection laws. It also helped India in framing the personal data 

protection bill in 2018.  
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The authors highlighted various components of the personal data protection bill, such as its 

applicability, processing of data under various sections, principal data rights and its sections, 

transferability and accountability issues under various sections, transfer of personal data 

outside India, and applicable penalties. The author also discussed the details of the data 

protection authority in India given in the bill. 

Gada and Aghav [95] highlighted many issues in the draft of the personal data protection bill, 

2018. In their work authors tried to gave a clear definition of personal data, the meaning along 

with the steps involved in the processing of personal data, the responsibilities of company 

directors, the role of the data protection officer, steps for preventing fake news, the powers of 

investigating police officers which helped in the investigation of cases, and also tried to 

explain the different classification of intermediaries. The authors tried to explain various 

sections of this bill for better understanding. Their work had taken up key issues related to 

personal data protection and helped a common man understand them. The authors had taken 

up other issues like the powers of intermediaries in data collection.  

Ashit Kumar Srivastwa [96] highlighted the steps for protecting personal data, the existing 

IT act 2000, the information technology rules 2011, and the Supreme Court’s judgment.  With 

this judgment government of India has appointed the B  Krishna committee to look into the 

data protection regime in India. The committee, in this report, suggested creating a concrete 

personal data protection bill in 2018. The committee had observed in this report that the 

existing Indian IT act could not match the dynamics of the digital world, where it is much 

more important to protect personal data. The proposed personal data protection bill as a draft 

by the committee supplemented the efforts of existing Indian IT acts and regulations. 

2.8 RESEARCH SOLUTIONS PROVIDED BY BLOCKCHAIN   

Blockchain has helped in numerous applications in achieving the desired security level. 

Table 2.6 shows various solutions proposed by blockchain in various research areas. 

Table 2.6: Blockchain solutions in various research areas available in the literature. 

 Research area Solution  proposed 

Chen et al. [97] Fraud in education  Student education detail in blockchain 

Li et al. [98] Bottleneck and compromising issue in 

centralized management server in 

VANET 

Decentralized VANET with all data in the 

blockchain 
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Chung et al. 

[99] 

Difficulty in maintaining customized 

product process management in 

cognitive manufacturing 

Blockchain was used to maintain data of process 

management in cognitive manufacturing 

Sun et al. [100] Trust-building issues in sharing-based 

smart cities 

Blockchain could be used for trust-building in 

sharing-based smart cities 

B.Vinod [101] Difficulty in maintaining details of 

interline charges, agent bonus on 

airline bookings and tracking of  

property booking when multiple sites 

were used for bookings 

Blockchain could help maintain a single record 

for interline charges, agent bonuses and property 

bookings. 

Han et al. [102] Cyber attacks issue in patient health 

data in a centralized system. 

Patient health data was stored in a hybrid 

blockchain, private blockchain at the local 

hospital, and consortium blockchain at the upper 

level. Hybrid blockchain makes things difficult 

for an attacker. 

Ryu et al. [103] Digital forensics involved a very 

lengthy and challenging procedure in 

IoT for sent messages 

IoT digital forensics was made simpler with the 

use of blockchain 

Chen et al. [97] proposed the use of blockchain in the education sector. Blockchain could be 

used as learning as earning; digital currency could be rewarded for intelligent contracts 

between students and teachers. All academic details of a student were stored in the blockchain, 

including assignments, exam results and degree details to prevent fraud in education, which 

could be accessed by student ID. The same could be applied to teachers and schools where 

teachers were rewarded with digital currency based on their performance and teaching 

activities.  

Li et al. [98] proposed using blockchain in Vehicle Adhoc Network (VANET). Traditionally, 

VANET worked in a centralised system controlled by a single management authority. The 

centralized system threatened its members once the attacker compromised it. Also, a 

centralized system was prone to a single point of failure due to excessive load and bottleneck 

problems. To prevent centralized systems from excessive load and bottleneck problems, the 

authors proposed using a decentralized system with blockchain. Vehicles were moving on the 

road in groups; their parameters like speed, location etc., are communicated to the roadside 

unit by the onboard unit installed in the vehicle. The roadside unit transfers these real-time 
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vehicle parameters to the certification authority and other core network servers. All data in the 

core network was stored in a private blockchain to make it more secure.   

Chung et al. [99] proposed the use of blockchain in cognitive manufacturing. Day by day, 

competition in the market was increasing; companies had started to attract customers by 

offering personalized product customisation. These customizations on products increased raw 

materials variety, so many changes in process management. All data from product 

customization to manufacturing to delivery is stored in blockchain. It helped in understanding 

customer trends and demand. Sensors used in the manufacturing process were used for 

monitoring purposes. Data generated by these sensors were stored in the blockchain and could 

be accessed to detect any deviation in required parameters. 

Sun et al. [100] proposed blockchain in sharing-based smart cities. Blockchain could be used 

by humans, organizations and technology to build trust in smart cities. For building trust in 

sharing transactions, blockchain played an important role. Data received from various IOTs in 

smart cities could be stored with the help of blockchain, building trust in sharing-based 

services among businesses. Security provided by blockchain builded trust in decentralized 

nodes, which might be used for transactions, IOT’s or services sharing-based smart cities. 

B.vinod [101] proposed the use of blockchain in business related to travelling. Loyalty 

bonuses for an airline could use digital tokens, which could be accessed by using 

cryptocurrency. Interline charges were converted to cryptocurrency, which could be taken by 

the following airline. A private blockchain could be used for contracts between airlines and 

agents to track sales records, which helped secure payments. The issue was raised when 

multiple sites booked a property. To eliminate this problem, blockchain could be used, which 

helped in tracking the booking record of a property. Smart contracts could be generated using 

machine learning and stored in blockchain. 

Han et al. [102] proposed the use of blockchain to store patients' medical records in a hospital. 

Every hospital chain stored patient health data in their centralized server, a soft target for 

cyber-attacks like wannacry ransomware attacks. For preventing Cyber-attacks, patient data 

could be stored in a de-centralized form using a hybrid blockchain. Patient health data was 

stored in a private blockchain at the hospital level; if the patient allowed it to share among 

other entities of the hospital chain, it is further stored in a consortium blockchain. Two 
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blockchains were working, one at the hospital level and the other at the hospital chain level 

providing more security in the de-centralized form. 

Ryu et al. [103] proposed using blockchain for IoT digital forensics. With the technological 

advancement over time, the exponential growth of IoT had happened. IoT could communicate 

as per requirement, in the cloud, on the network or directly. For digital forensics, all three 

areas of cloud, network and devices could be explored. Diversification of IoT’s type and usage 

had made digital forensics difficult. Authors had proposed blockchain to store communication 

details of IOTs by which digital forensics could be refined. Blockchain could be accessed by 

any of the participants' device users, device manufacturers, service providers and investigators 

for digital forensics. 

2.9 RESEARCH GAPS AND PROBLEM FORMULATION 

After extensive research review following research gaps were found: 

 Due to privileges being given to insiders, existing authorisation techniques are not fully 

capable of protecting ITH. 

 Insiders are capable of deleting or corrupting system logs to remain hidden. 

 Insider is aware of threat prevention and detection techniques.  

 Applications of existing Authorisation architectures are found in many areas and can 

handle a limited number of requests. 

 Scalability is affected when the number of PEP increases in existing architecture, the 

performance of PDP starts decreasing in handling growing number of PEPs. 

 No MSS exists to store and monitor messages passing between PEP and PDP servers, 

as insiders manage these servers .  

A new CAC mechanism is required, which can monitor insider’s activity even after the insider 

comes to know about the threat prevention mechanism. CAC mechanism does not allow 

changing, deleting, or corrupting his system logs. A MSS is required to monitor messages 

passing between PEP and PDP servers; insiders cannot change, delete or corrupt these 

messages. As seen from the literature, Blockchain proves to be robust. Capabilities of Existing 

architectures should be enhanced to handle more requests and prevent the non-responsiveness 

nature/ failure of PDP in case of more requests. 
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CHAPTER-3 

 

SYSTEM LOG PROTECTION MECHANISM 

 

3.1 INTRODUCTION 

Employees working in CSP acts as an insider to the system. Responsibility of insiders has 

been increased with the wider reach of cloud computing in many areas [104-107]. To access 

the system, these employees need to authenticate themselves so that system recognizes them, 

as seen in the literature. Employee activity and authentication details are managed by a system 

analyst in a centralized server location in a company, as shown in Figure 3.1. This information 

is crucial to a company or organization. Access management plays a vital role in the 

management of this information.  

 

Figure 3.1: Employee’s authentication and activity tracking at service provider end. 

 During the last decade, many IA were linked with an unethical insurrection by the employees. 

This information is again managed by employees of a company, as these employees enjoy 

various privileges given to them.These privilages may be used to misuse information. These 

insiders either delete or corrupt log files to remain hidden, misusing their privileges. They may 

become a potential threat related to information misuse of data breaches in provisions to detect 

IA are not in place. 

 Many IA detection techniques require log files or generate new log files based on new 

parameters such as biometric, geo-social activities or physical traits; if an insider is also aware 

of this, he can delete/corrupt these files, making the task more difficult as seen in Figure 3.2. 
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Figure 3.2: Insiders with accessible system logs 
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Figure 3.3: A text file containing system log  

Figure 3.3 shows data related to insider activities is stored in log files. Log files can be 

accessed from the event viewer in the windows operating system, as shown in Figure 3.4.  

 

Figure 3.4: Event viewer in windows operating system 

Privileges given to insider makes the task of accessing these log files easy. The main limitation 

of existing ITH detection techniques is that they can work only on the availability of log files; 

in contrast, non-availability makes the task difficult and impossible.  

3.2 PROPOSED BLOCKCHAIN-BASED AUTHORISATION  

      MECHANISM 

Blockchain provides numerous benefits in terms of security; every specialized area wants to 

take advantage of it. Blockchain ensures immutability, forgery resistance, democratic, double-

spend resistance, consistent state of the ledger, resilience and auditable process [108-111]. 

Immutability means that once a transaction is done on the blockchain, it cannot be altered. 

Every node in the blockchain cryptographic hash and digital signatures are applied to build it 

forgery resistant. Every node in the blockchain has equal rights like in a democratic structure, 
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and no one is more powerful than others. All nodes in the blockchain are auditable; all previous 

nodes are accessible via a hash function. Preventing double-spending in the blockchain allows 

access to every transaction up to the genesis block.  

 Blockchain is of three types public, private and consortium blockchain. In a public 

blockchain, anybody can participate, whereas, in a private blockchain, an authorised user is 

allowed to participate in a controlled manner by a centralized authority. As in a private 

blockchain, the number of users is finite; it is less complex than the public blockchain. A pre-

selected set of nodes controls the consortium blockchain consensus process; these selected 

nodes control the Authorisation of nodes. Each node in the blockchain is connected to its 

previous node, backward to the first node (Genesis node) in the distributed network. Each 

node stores the hash value of the previous node, which checks the membership of the 

blockchain. Various parameters are stored in each Blockchain Node (BN), like index value, 

the hash value of the previous node, timestamp value, merkle tree root hash, data, and nonce 

value, as shown in Figure 3.5. 

 

Figure 3.5: BN with user data 

It becomes tedious task to change BN as it grows. Robustness can be understood from 

the requirement that at least 51 per cent of the nodes in a distributed ledger are to be accessed 

and changed to update any node. Various research articles in the literature recommend 

blockchain instead of traditional encryption techniques [112-113]. In the proposed blockchain-

based authorisation, insider authentication and activity details are stored in a new BN 

whenever insiders enter the system after they get authenticated. Table 3.1 shows the test bed 

configuration for the proposed model.  

Table 3.1: Blockchain test bed configuration 

Sr.No Configuration Number 

1 Octa Core, 8 GB RAM 1 
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Figure 3.6: Blockchain-based mechanism for various type of insiders  
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Figure 3.7: Proposed architecture of BN based system log management 
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It can be seen from Figure 3.6 that insider A has been accessed three times, so three 

BN have been created, and insider B has been accessed two times, and two BN are created. A 

single new BN is created, known as the genesis block for new insiders. It becomes challenging 

for insiders to change their authentication and activity details in a distributed BN, as shown in 

Figure 3.7.  

3.2.1 PROPOSED ALGORITHM FOR BLOCKCHAIN-BASED AUTHORISATION  

        MECHANISM  

The proposed algorithm for the blockchain-based authorisation mechanism works in three 

steps. In the first step, authentication and parameters of the existing blockchain are checked 

before creating a new BN in Blockchain Server / Blockchain Module. In the second step, a 

new user profile is created in DB, and a new BN known as the genesis node is created. In case 

of any discrepancy in Blockchain parameters third step is followed, which gives errors and 

exit. 

Algorithm 1: Blockchain-based authorisation mechanism. 

Input: Request Q received at Blockchain Server (BS) in the cloud. 

Output: Access granted or rejected. 

Step 1:  If Login ID & User Signature== valid then continue this step  

  If current index value > last stored index ˄hash value ˄ timestamp value ˄ nonce  

  value == valid then 

   Create a new BN and grant authorisation to store the log file.    

  Else go to step 3. 

 Else go to Step 2 

Step 2:  If User !=  valid then  

  Add new user node (Genesis block) 

  Initialize index value 

  Allocate current time stamp value 

  Store predefined value in current hash value 

  Store data value 

  Allocate valid nonce value 

  Update user record in blockchain database, grant authorisation to store log file. 

Step 3:  Give Error message and Exit 

In this algorithm, Step 2 is applicable for a new user; authentication for him was done and 

checked in the previous step. The flow of information can be well understood from the flow 

chart given in Figure 3.8. 



   

46 
 

 

Figure 3.8: Flowchart for blockchain-based authorisation mechanism 
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3.2.2.1 CRYPTOGRAPHIC REPRESENTATION OF PROPOSED WORK  

Insider I sends user log-in info as message m, one-way hash function H(m) is applied on this 

message, public-key cryptography with nonce value Ni is done and sent to BS as Ni(H(m) KAi). 

After receiving this, BS applies Ni(c ) K-1
Ai to decrypt. After successfully validating its details 

new node is created in the BS only if BCiv > BCliv˄Hv ˄ Tv ˄ Nv == valid store Iaa details; 

otherwise, it generates an error in the blockchain. When Ni(c ) K-1
Ai  != valid, create a new 

node with new insider log-in info details on user request. 

3.2.2.2 SECURITY ANALYSIS  

Security analysis is carried out to analyze the resistance of the protocol to various attacks. The 

proposed protocol is secure against the following attacks. 

1) Security against replay attack: A replay attack involves capturing the messages 

exchanged between a valid user and a server and replaying the same later. For successfully 

launching a replay attack, an adversary should be able to replay a valid login request message 

Ni(H(m) KAi), later. Hence the proposed scheme uses nonce values to resist replay attacks. 

However, the server verifies the nonce values' freshness before accepting the request and 

response. Random nonce values used in the proposed scheme viz. Ni is generated 

independently, and its values are session dependent. Hence attackers cannot gain access to the 

system by replaying messages previously transmitted by legal users. 

2) Security against guessing attack: The data is never transmitted in the plain-text form in 

the proposed scheme. Moreover, the data is modified into Ni(H(m) KAi) before transmitting to 

the BS. Hence even if the attacker needs to verify the guessed password, it needs to decipher 

the Ni( c ) K-1
Ai, which is impossible as the private key cryptographic value is available only 

at authentication and BS.  

3) Security against denial–of–service attack: A denial–of–service attack can be launched by 

an adversary by creating invalid login request messages and bombarding the server with the 

same or by modifying the current password, which prevents a valid user from accessing 

resources; he is authorised to access. The adversary cannot create valid login request messages 

without knowing the appropriate credentials. The password's validity is also checked before 

creating a login request and allowing a user to modify the current password.                                                                                                                                                          

4) Security against server impersonation attack: In a server impersonation attack, an 

unauthorised server tries to masquerade as a valid server and attempts to obtain the credentials 

of a valid user. Assume that an adversary intercepts earlier transmissions between the user and 
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the server. For spoofing the server, the adversary should be able to generate the response 

messages. To compute the public key, the adversary should have knowledge of the server’s 

secret key, which is unknown to the adversary. Also, he cannot calculate the nonce value, 

which is never transmitted across the communication channel during any session. 

3.3 EXPERIMENTAL RESULTS AND DISCUSSION  

Blockchain implementation was done in python. Starting node of a blockchain is known as 

the genesis node. Blockchain uses hashing functions, which are used to convert input data of 

any length into a fixed-size string. For creating a genesis node, details of various parameters 

are required, such as an index value refers to the position of the node in a blockchain, 

timestamp value refers to the time of the creation of a node, address of the previous hash value, 

in the case of genesis block it is zero, merkle tree root hash is the hashes of all the transactions 

in a block, insider authentication and activity log data is stored as user data, nonce works as a 

variable used to find the valid hash.  

The python SHA (Secure Hashing Algorithm 256) algorithm is used to create hashing 

values. This SHA algorithm works as a one-way cryptographic function. As shown in Figure 

3.9, three BN have been created in python for insider A as it has accessed the CSP thrice. 

Similarly is the case for insider B; two BN are created. A new insider genesis node in a 

blockchain is created. Blockchain Node Mining (BNM) is performed to find valid hash values 

and the validity of the proposed work in python. Figure 3.10 shows BNM achieved during the 

implementation. 

The proposed work is also tested and validated in scyther's formal method tool. Its adversary 

model was based on the dolev–yao model [114-115], which is used to analyse security 

protocols against the capabilities of the adversary, such as an adversary can obtain any 

message passing through the network, it can send messages to any principal by impersonating 

another principal, and it can alter the messages.   
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Figure 3.9: BN for insider A, B and new Insider in python 

 

Figure 3.10: BNM for insider  
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Scyther automatically verifies all the security protocols. It also creates an attack graph for 

detecting an attack. Claim events were used to represent all the security requirements [116-

119], containing four claims: alive, nisynch, secret, and commitment [120-121]. Alive means 

to achieve the intended communication with some events. Nisynch means non-injective 

synchronization, which ensures that the intended sender sends all the messages the receiver 

receives in a synchronized manner. Commitment is a promise made by one party to the other. 

Confidentiality of user data is achieved by using secret. 

The results of the experimentation are shown in Table 3.2. Status Ok means no attacks 

existed within bounds. The nonce is a session variable, ensuring no old value is reused. Results 

ensure that all four claims have been achieved and are verified.  

 

Figure 3.11: Scyther claim test for robust authorisation mechanism 

It can be concluded from the results that the proposed solution resists all the well-known 

primary attacks. The comparisons between the proposed blockchain-based insider 

authentication mechanism and other existing authentication mechanisms are presented in 

Table 3.3.  
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Table 3.2: Security comparison of the proposed mechanism with literature 

The results show that the proposed mechanism for user authentication withstands all possible 

attacks and is found suitable to be employed in a real environment for insiders. 

3.4 SUMMARY 

This chapter addresses the issue of ITH, where insiders with privileges try to remain hidden. 

They can delete or corrupt system logs, making identifying ITH difficult. Various techniques 

have been proposed in the literature to tackle this critical issue, but they remain non-effective 

as they store insider’s activity analysis in system logs, and the insider is aware of them. This 

chapter proposes a blockchain-based robust technique for authorisation of log files of insiders 

in the cloud environment.  

Insider authentication and activity details are stored in the blockchain. Robustness, distributed 

ledger, immutability and other benefits do not allow insiders to change these system logs. This 

technique is tested and validated using a scyther formal system tool. The result ascertains that 

the proposed system is highly significant and efficient and successfully mitigates various ITH. 

The working of the protocol is also verified based on the four claims, and scyther proved that 

the proposed protocol is robust enough for real-time implementations. Its working efficiency 

has also been tested in python by creating BN for multiple users.  

 
Of-line 

password 

guessing attack 

Replay 

attack 

DoS 

attack 

Insider 

attack 

Impersonation 

attack 

Proposed blockchain 

authorisation mechanism 

Yes Yes Yes Yes Yes 

Silva et al. [62 ] No No Yes Yes Yes 

Tsai et al. [63] Yes Yes Yes No No 

Yang et al. [66] Yes No Yes No Yes 

Shajina and Varalakshmi [68] No Yes Yes No No 

Anakath et al. [69] Yes Yes No No Yes 

Chaudhary et al. [70] No Yes No No Yes 

Deebak et al. [73 ] Yes Yes Yes Yes Yes 
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The literature shows that no significant work has been done to protect system logs from ITH. 

The proposed solution greatly solves the ITH issue by providing access control to system logs. 

The next chapter proposes an improved Authorisation control at the architecture level using 

multiple PEP-PDP. 
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CHAPTER-4 

 

AUTHORISATION ARCHITECTURE 

 

4.1 INTRODUCTION 

Issues of distributed architectures need to be addressed in cloud environments [122-123].CAC 

is vital in preventing unauthorised access to users' data stored in the cloud. The first step is to 

recognize legitimate insiders to a CSP by applying authentication. In the second step, 

authorisation policies on the insider are fetched and applied. Authorisation policies are 

implemented on insiders by implementing PEP-PDP architecture. PEP server is also known 

as a policy enforcer server; it works nearer to the insider, and the PDP server is known as a 

policy decider which decides policies. 

The user sends a Data Access (DA) request to the PEP-PDP architecture, as shown in 

Figure 4.1; this DA request is received by the PEP server, which applies the authorisation 

policy to the insider. The PDP server provides these authorisation policies. The main task of 

the PDP server is to create authorisation policies or ACLs (Authorisation checklists) based on 

APL written in authorisation programming languages.  

 

Figure 4.1 DA request in PEP-PDP architecture 

PEP-PDP architecture can be categorised into two types, without cache memory and with 

cache memory. In PEP-PDP architecture without cache memory, as shown in Figure 4.2, when 

any insider sends a DA request, this request is received by the PEP server. PEP server forwards 
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the request to the PDP server asking for the APL applicable on the insider. Once the PEP 

server receives APL, it checks against insider request; if it allows, then DA is allowed; 

otherwise, it is denied. 

 

Figure 4.2: Working of PEP-PDP architecture without cache response  

As in PEP-PDP architecture with cache memory, as shown in Figure 4.3, when any insider 

sends a DA request, this request is received by the PEP server. PEP server checks for available 

APL applicable on the insider request in its cache memory. If it is available and allows data 

access request, data is fetched from the resources and provided to an insider. If authorisation 

is unavailable in local cache memory, PEP forwards the request to the PDP server asking for 

the APL. Once the PEP server receives APL, it checks against insider request; if it allows, 

then DA is allowed; otherwise, it is denied. 

 

Figure 4.3: Working of PEP-PDP architecture with cache response  
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PEP-PDP architecture with cache works in two scenarios shown as cases I and II in Figure 

4.4. PEP handles insider requests with APL available with local cache in case I. In case II, 

PEP forwards request to PDP when it does not have APL.PDP provides APL to PEP, which 

further acts accordingly. 

 

Figure 4.4: (Case I) Successful transaction at PEP level (Case II) Successful transaction at PDP level  

Yaseen et al. [54] enhanced the existing PEP-PDP architecture with cache, which includes 

multiple PEPs and a single PDP server. This architecture can handle more requests than 

existing single PEP-PDP architecture, as shown in Figure 4.5, and a single PDP handles all 

insider requests received at multiple PEPs. 

 

Figure 4.5: ITH aware PEP-Side caching  

In this architecture, when an insider sends a DA request to any of the PEP, it checks for the 

availability of the concerned APL with the local cache. If authorisation policy is unavailable 

at request receiving PEP, the request is broadcast to all the neighbouring PEPs requesting the 

concerned APL in their respective local cache. In either case, APL is not available at the PEP 

level, or neighbouring PEPs level request is forwarded to PDP asking for the concerned APL.  
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Figure 4.6:  ITDU at the PDP side 

PDP checks the insider request against any threat in its ITDU as shown in Figure 4.6. This 

ITDU consist of various components working under it, such as Decision-Maker (DM), 

Knowledge Base store (KBs), lifetime checker, Dependency Checker (DC), DB, and 

Authorisations. DM extracts a knowledge base from the KBs regarding the DA request 

received. The lifetime of the data is checked in DB, and it is updated in KBs. DM contacts the 

DC to check if there is any dependency between already provided data and requested data. 

DM takes the final decision after the result is received from DC; in case the result poses a 

threat, then the request is rejected; otherwise, it is accepted. The decision is communicated to 

requesting PEP and to all other corresponding PEPs. The information flow can be well 

understood from the flow chart given in Figure 4.7. 

Yaseen et al. [54] proposed multiple PEPs working with a single PDP. This type of 

architecture is also known as centralized architecture. Single PDP handles requests coming 

from all the PEPs. As the number of PEPs increases, it degrades the performance of PDP for 

handling requests. This architecture with a single PDP can handle a maximum 1500 number 

of requests when the number of insiders is 50, and each insider generates 30 requests. So there 

is a limit to increasing the number of PEPs, which has become a limitation of this architecture. 

Failure or non-responsiveness of PDP fails the whole architecture. 
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Figure 4.7: Flow Chart of multiple PEP-single PDP architecture  
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4.2 PROPOSED DISTRIBUTED AUTHORISATION ARCHITECTURE 

The scalability issue of the architecture of Yaseen et al. [54] is handled in the proposed 

distributed authorisation architecture. The proposed architecture is an extension of Yaseen et 

al. [54]. In distributed authorisation architecture, it is scaled up with multiple PEPs and PDPs 

to work together. Simulation work was carried out on multiple computer systems where 4 

computer systems were PDP, and 24 computer systems were PEP, as listed in Table 4.1. 

Table 4.1: Distributed architecture test bed configuration 

Sr. no Role Configuration Number 

1 PDP Octa Core, 8 GB RAM 4 

2 PEP Octa Core, 8 GB RAM 24 

Multiple blocks are working in parallel to each other, each consisting of a single PDP and 

multiple PEP, as shown in Figure 4.8. Multiple PDP can communicate with each other via 

inter PDP communication network. One block consists of multiple PEP and a single PDP. The 

working of this block is replicated. 

In a block, when an insider sends a DA request to any PEP, the request receiving PEP checks 

for the availability of APL in its local cache. When it is found, dependencies between the user's 

already-provided data and the requested data are checked in the dependency checkpoint at PEP 

for threat. If no threat is found, APL allows data to be fetched from resources and provided to 

the insider.    

In another case, when authorisation policy is unavailable at insider request receiving PEP, 

request for required APL is broadcast to all the neighbouring PEPs asking them to look into 

their respective local caches. When any PEP provides APL to requesting PEP, it is again 

checked in the dependency checkpoint. In either case, if APL is unavailable at the PEP level 

or the neighbouring PEPs level request is forwarded to PDP asking for the concerned APL. 

The flow of information in all blocks consisting of PDP and multiple PEPs can be well 

understood from the flow chart in Figure 4.9. As the number of insider requests increases, this 

architecture can be scaled up.  
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Figure 4.8: Proposed distributed PEP- PDP architecture 
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Figure 4.9: Flow Chart of 4 PDPs working parallel to each other 
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4.2.1PROPOSED ALGORITHM FOR DISTRIBUTED AUTHORISATION   

       ARCHITECTURE 

The proposed algorithm works in each block consisting of multiple PEP and a single PDP. 

This algorithm mainly consists of two steps; in step 1, the availability of authorisation policy 

is checked in insider request receiving PEP and in all neighbouring PEPs. In the next step, 

APL is checked and provided by PDP in case APL is unavailable in step 1. 

Algorithm: Distributed authorisation architecture. 

Input: An insider alice access request Q for a data item D, received by PEP in one of the blocks. 

Output: Access decision (Grant or Reject) 

STEP 1: If Q (alice, D) does exist in PEP caches, then 

                       Send a request to DCP to check dependencies 

                               If D can be combined with K to infer information, then  

                                                     If  Alice has a cached value of K, then  

                                                     Forward alice request to the associated PDP to check the possible threat     

                                                     Else 

                                                            No threat found, re-issue the cache response for alice request to D 

                                                     End If 

                                          End If 

 Else 

                     If Q (Alice, D) does  not exist in PEP caches, then 

                              Send Q (Alice, D) to all neighbouring PEP respective cache,  heuristic decision copy               

                                when found, send it to PEPs DCP for threat evaluation 

                     Else 

                  No decision copy, send Q (alice D) to the associated PDP 

                      End if 

 End if 

STEP 2: If alice request is received at the associated PDP, then 

                     Send a request to ITDU 

                                  If ITDU decides that there is no threat exists, then 

                                            Alice is allowed to get their requested D; all CPEPs receive associated PDP                                                 

                                            decision and corresponding  CPEP allows the user to get his requested D.  

                                  Else 
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                                          Alice is not allowed to get their requested D; the associated PDP rejects the      

                                          request.               

                                          The response gets updated in all CPEPs 

                                  End If  

                End If 

4.3 EXPERIMENTAL RESULTS AND DISCUSSION  

4.3.1 SIMULATION RESULTS 

 The proposed architecture consists of multiple blocks working parallel to each other, where 

each block consists of multiple PEP and a single PDP. As the number of blocks has increased 

which results in speedup in handling the same number of requests as compared to the 

architecture proposed by Yaseen et al. [54]. 

 

Figure 4.10: Result of Amdahl’s Law on the Proposed and Existing Architecture 

It can be observed from Figure 4.10 that the proposed architecture reaches speedup factor 2.5 

with 6 number of PDPs on handling 9000 requests. The improvement in scalability has resulted 

in other parameters also, such as:- 

1. Requests handled w.r.t data dependency. 

Figure 4.11 shows the number of requests handled in the proposed architecture in contrast to 

[54] as the number of dependencies (%) increases. Existing architecture can handle at the most 

1500 requests. In contrast, the proposed architecture performs much better in handling 

requests. 2 PDP architecture handles 2500 requests, 3 PDP architecture handles 4000 requests, 

and 4 PDP architecture handles 5000 requests when the number of dependencies increases. 
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Figure 4.11: Requests handled w.r.t  data dependency 

2. Possible threats detected w.r.t data dependency. 

Figure 4.12 shows the number of possible threats detected at PEP as the number of 

dependencies (%) increases. Existing architecture can detect 78 threats, whereas proposed 

architecture performs much better in detecting threats. 2 PDP architecture detects 85 threats, 

3 PDP architecture detects 85 threats and 4 PDP architecture 90 threats when the number of 

dependencies increases. 

 

Figure 4.12: Possible threats detected in PEP w.r.t  data dependency 

3. Requests passed to PDP w.r.t requests per insider. 

Figure 4.13 shows the number of requests passed to PDP in the proposed and existing 

architecture. As the number of requests increases, the probability of finding APL in PEP and 

neighbouring PEP local cache decreases by which requests are forwarded to PDP. Existing 

architecture can pass 5050 requests when the number of requests per insider reaches 110, 
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whereas proposed architecture performs significantly better in passing requests to PDP. 2 PDP 

architecture can pass 8000 requests, 3 PDP architecture can pass 14000 requests, and 4 PDP 

architecture can reach 20000 requests when the number of requests per insider reaches at 110. 

 

Figure 4.13: Requests passed to PDP w.r.t requests per insider 

4. Requests passed to PDP w.r.t number of data items available. 

Figure 4.14 shows the number of requests passed to PDP in proposed and existing architecture. 

As the number of data items increases, the probability of finding APL for data items in PEP 

and neighbouring PEP local cache decreases by which requests are forwarded to PDP. 

Existing architecture can handle 1500 requests when the number of data items available is 550. 

In contrast, the proposed architecture performs significantly better in passing requests to PDP. 

2 PDP architecture can pass 2200 requests, 3 PDP architecture can pass 3800 requests, and 4 

PDP architecture can pass 5050 requests when the number of data items available is 550. 

 

Figure 4.14: Requests passed to PDP w.r.t number of data items available 
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5. First hits of various PDP architectures w.r.t number of PEPs. 

Insider sends DA request to PEP, PEP searches for APL in its cache. When PEP founds APL 

in its cache, it is known as the first hit. It can be observed from Figure 4.15 that the proposed 

architecture performs significantly better than the existing architecture in finding authorisation 

policies at the PEP level only.  

As the number of PEP are increased at the same number of requests, the probability of finding 

authorisation policies decreases in both existing and proposed architectures. 

 

Figure 4.15: First hits of various PDP architectures w.r.t number of PEPs 

6. Collaborative hits of various PDP architectures w.r.t number of PEPs. 

Insider sends DA request to PEP, PEP searches for APL in its cache. When PEP founds APL 

in its cache, it is known as the first hit. At the next level, it searches for APL at neighbouring 

PEPs. If APL is not found at the PEP level and neighbouring PEP level, the request is handled 

by PDP. Collaborative hits refer to the collection of all the hits for finding APL.  

It can be observed from Figure 4.16 that the proposed architecture performs significantly better 

in contrast to existing architecture in finding APLs. 
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Figure 4.16: Collaborative hits of various PDP architectures w.r.t number of PEPs 

4.3.2 STATISTICAL TEST WITH ANALYSIS OF VARIANCE TEST (ANOVA) 

Various static methods, like the Z and T-test, are applied only to two group values. The Chi-

square test finds the expected value between three or more groups. These tests are not valid 

here as we are interested in analyzing the variance between the group values [54] and the 

values of the proposed work. Therefore, the variance test (ANOVA) analysis is applied to 

determine whether there is any statistical difference between the means of three or more 

independent groups [124-126].  

Null and alternate hypotheses have been chosen for different proposed model variants for each 

measured point, as shown in Table 4.2. ANOVA tests were conducted at a significance level 

of 5%. 

Table 4.2: Null and alternate hypotheses for ANOVA test 

  1. Requests 

handled 

w.r.t  data 

dependency. 

 

2. Possible 

threats 

detected 

w.r.t  data 

dependency. 

 

3. Requests 

passed to PDP 

w.r.t requests 

per insider. 

 

4. Requests 

passed to 

PDP w.r.t 

number of 

data items 

available. 

5 First hit and collaborative hits 

w.r.t number of PEPs. 
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Null 

hypothesis  

For the Same 

percentage 

of 

dependencies 

existing and 

proposed 

architecture 

are behaving 

same. 

For the same 

percentage 

of 

dependencies 

existing and 

proposed 

architecture 

are behaving 

same. 

For the same 

set of 

requests/insider 

existing and 

proposed 

architecture are 

behaving same. 

 

For the same 

set of the 

number of 

data items for 

the existing 

and proposed 

architecture 

are behaving 

same. 

For the same 

set of the first 

hit for a 

number of 

PEPs for the 

existing and 

proposed 

architecture 

are behaving 

same. 

For the same set 

of the 

collaborative hit 

for a number of 

PEPs for the 

existing and 

proposed 

architecture are 

behaving same. 

Alternate 

hypothesis 

For the Same 

percentage 

of 

dependencies 

existing and 

proposed 

architecture 

are behaving 

differently 

because with 

the increase 

in number of 

PDP 

performance 

is improving. 

For the same 

percentage 

of 

dependencies 

existing and 

proposed 

architecture 

are behaving 

differently 

because with 

the increase 

in number of 

PDP 

performance 

is improving. 

For the same 

set of 

requests/insider 

existing and 

proposed 

architecture are 

behaving 

differently 

because with 

the increase in 

number of 

PDP, 

performance is 

improving. 

For the same 

set of the 

number of 

data items for 

the existing 

and proposed 

architecture 

are behaving 

differently 

because with 

the increase 

in number of 

PDP 

performance 

is improving. 

For the same 

set of the first 

hit for number 

of PEPs for 

the existing 

and proposed 

architecture 

are behaving 

differently  

because with 

the increase in 

number of 

PDPs 

performance is 

improving. 

For the same set 

of the 

collaborative hit 

for number of 

PEPs for the 

existing and 

proposed 

architecture are 

behaving 

differently 

because with the 

increase in 

number of 

PDPs, 

performance is 

improving. 

 

ANOVA test results are shown in Table 4.3. 

Table 4.3: ANOVA test results 

Sr. no.  Sum of  

Squares 

df Mean  

Square 

F Sig. 

1) Requests 

handled w.r.t  

data 

dependency. 

Between 

groups 

76991092.53 3 25663697.5093 43300.04735 p< .05 

Within 

groups 

18966.2222 32 592.6944   

Total 77010058.75 35    
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2) Possible threats 

detected w.r.t  

data 

dependency. 

Between 

groups 

728.75 3 242.9167 4.43178 p< .05 

Within 

groups 

1754 32 54.8125   

Total 2482.75 35    

3) Requests passed 

to PDP w.r.t  

requests per 

insider. 

Between 

groups 

207846098.8 3 69282032.93 3.56436 p< .05 

Within 

groups 

388748813.8 20 19437440.69   

Total 596594912.6 23    

4) Requests passed 

to PDP w.r.t  

number of data 

items available. 

Between 

groups 

17789333.13 3 5929777.708 5.05083 p< .05 

Within 

groups 

23480400.83 20 1174020.042   

Total 41269733.96 23    

5) First hit w.r.t  

number of PEPs. 

 

Between 

groups 

12326.95 3 4108.9833 30.8714 p< .05 

Within 

groups 

2129.6 16 133.1   

Total 14456.55 19    

6) Collaborative 

hits w.r.t  

number of PEPs. 

Between 

groups 

826759.75 3 275586.5833 3.33553 p< .05 

Within 

groups 

1321943.2 16 82621.45   

Total 2148702.95 19    

It can be analysed from Table 4.3 that the F-ratio value for requests handled w.r.t data 

dependencies is 43300.04735. The p-value is < .00001. The result is significant at p< .05. It 

has been interpreted from ANOVA test results that the alternate hypothesis has been accepted 

which state that with the increase in the number of PDP, the system's performance improves 

for the same set of dependency percentage. 

The f-ratio value for possible threats detected w.r.t  data dependency is 4.43178. The p-value 

is .010278. The result is significant at p < .05.It has been interpreted from ANOVA test results 

that the alternate hypothesis has been accepted which state that with the increase in the number 

of PDP, the system's performance improves for the same set of dependency percentages. F-

ratio value for requests passed to PDP w.r.t  requests per insider is 3.56436. The p-value is 
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.032536. The result is significant at p<.05. It has been interpreted from ANOVA test results 

that the alternate hypothesis has been accepted which state that with the increase in the number 

of PDP, the system's performance is improving for the same set of requests/insider. 

F-ratio value for requests passed to PDP w.r.t number of data items available is 5.05083. The 

p-value is .009127. The result is significant at p<.05. It has been interpreted from ANOVA 

test results that the alternate hypothesis has been accepted which state that with the increase 

in the number of PDP, the system's performance is improving for the same set of the number 

of data items.  

Similarly, the F-ratio value for the first hit w.r.t number of PEPs is 30.8714. The p-value 

is<.00001. The result is significant at p<.05. It has been interpreted from ANOVA test results 

that the alternate hypothesis has been accepted which state that with the increase in the number 

of PDP, the system's performance improves for the same set of first hits as the increase in the 

number of PEPs.  

F-ratio value for collaborative hits w.r.t number of PEPs is 3.33553. The p-value is .046029. 

The result is significant at p<.05. It has been interpreted from ANOVA test results that the 

alternate hypothesis has been accepted which state that with the increase in the number of 

PDP, the system's performance improves for the same set of the collaborative hits as the 

increase in the number of PEPs.The proposed work has been compared to all the most similar 

work found in literature, as shown in Table 4.4. 

Table 4.4: Comparison of the proposed architecture with literature 

 Clustering-based 

request travels from 

one PDP to another 

PDP.  

(PEP without Cache )  

Different PDP work 

for different 

requirements in 

coordination with 

each other. 

(PEP without Cache )  

Multiple PDP works 

independently to each 

other, although connected, 

can be scaled up or down 

easily for the same purpose.                      

(PEP with Cache )  

Fan Deng et al. [127] X   

Carvalho et al. [128]  X  

Proposed architecture   X 
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Fan deng et al. [127] proposed a two-stage clustering approach with PDPs working 

sequentially on authorisation policies. In this approach, when a request is received and 

transferred by the request dispatcher, it is further sequentially received by multiple sub-PDPs, 

at each sub-PDP request; it was matched with the APL. This architecture was based on PEP 

without cache.  

Carvalho et al. [128] proposed a 4PDP4E toolset to protect users' data travelling online. This 

architecture was based on PEP without cache. This toolset was proposed for data protection 

directives given by the European Union. In this toolset, 4 PDPs were used for risk 

management, requirement engineering, model-driven design, and system assurance in the 

systems development lifecycle. In this, different PDPs work for different requirements in 

coordination. 

In the proposed architecture, multiple PEPs and 4 PDPs are used in simulation in 4 

blocks. Even though each block works parallelly in this proposed architecture, they are 

connected via inter-PDP communication. The proposed architecture was tested statistically 

using the ANOVA test, and the value of p is less than 0.05, which says that with the increase 

in the number of PDPs, the system's performance improves for the same set of parameters. 

The proposed architecture is best suitable for access management in a distributed architecture, 

where requests migrate on different clouds.  

4.4 SUMMARY 

This chapter addresses the issue of achieving better Authorisation control at the architecture 

level in the cloud environment. Work available in literature tried to handle this issue either at 

the PEP level or at the PDP level. Yaseen et al.[54] proposed increasing the number of PEPs; 

PEPs are based on cache architecture. Fan deng et al.[127] and Carvalho et al. [128] 

proposed multiple PDPs based on PEP without cache architecture. Scalability always remains 

the predominant issue in these proposed architectures; performance suffers significantly while 

achieving scalability.This chapter proposes a distributed architecture for better insider 

Authorisation control in the cloud environment. It is based on multiple PEP–PDP servers and 

is successful in achieving significantly better results in scalability and performance. 

Significant results have been achieved at multiple parameters of performance; in handling the 

number of insider requests and detecting possible threats with respect to data dependency, 

requests passed to PDP with respect to requests per insider and data items available in the case 

of the first hit and collaborative hits it outperformed than the existing multiple PEP- single 

PDP architecture. Results have also been validated statically in the ANOVA test, which proves 
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that the proposed system is highly efficient and successful compared to the existing multiple 

PEP single PDP architecture. The next chapter takes care of the issue of better control and data 

protection in the proposed distributed architecture for better authorisation control in the cloud 

environment. 
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CHAPTER-5 

 

A DISTRIBUTED MESSAGE SECURITY SYSTEM 

 

5.1 INTRODUCTION 

The importance of data security in the cloud environment has been raised by various 

researchers in the literature due to various attacks [129-133]. Data protection in CC is an 

important area for research, as marked by the European union’s general data protection 

regulations [134-138]. Various cyber-attack detection mechanisms require some 

characteristics to trace attack activity. Insiders working in CSP can access and modify user 

authorisation policies. IA detection techniques require system log files or creating log files 

based on cyber activity, biometrics, etc. Insider is aware of these attack detection techniques 

and tries to corrupt or delete these files to remain hidden in case of IA [139-145]. In our 

proposed CAC mechanism for ITH in a distributed cloud environment, we have proposed 

protection of system logs in the third chapter, enhanced capabilities of existing PEP-PDP 

architecture in the fourth chapter and a MSS is proposed to store all the messages 

communicated between PEP and PDP in Blockchain Server (Blockchain Module)  to have 

better control on tracking insider activities in this chapter. 

5.2 PROPOSED MESSAGE SECURITY SYSTEM IN DISTRIBUTED  

      AUTHORISATION ARCHITECTURE 

Preventing and detecting malicious insider activities at PEP-PDP architecture requires an 

insider activity storage mechanism. In this chapter, a MSS is proposed in distributed 

authorisation architecture, which stores messages communicated between PEP and PDP in a 

BS, as shown in Figure 5.1.     

                

Figure 5.1: Message data in BN 
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In distributed authorisation architecture, it is scaled up with multiple PEPs, PDPs and BS to 

work together. Table 5.1 illustrate the a MSS test bed configuration. 

Table 5.1: A MSS test bed configuration 

Sr. no. Role Configuration Number 

1 PDP Octa Core, 8 GB RAM 3 

2 PEP Octa Core, 8 GB RAM 24 

3 BS Octa Core, 8 GB RAM 3 

 

The working of the proposed architecture can be understood from the working of one block 

consisting of PEP, BS and PDP, as shown in Figure 5.2. In this block, when any of the PEP 

receives an insider DA request, it checks for the availability of the concerned APL in its local 

cache. If available, dependencies between the user's already-provided data and the requested 

data are checked in the dependency checkpoint available at PEP for any threat. If no threat is 

found, APL allows data to be fetched from resources and provides back to the insider.    

In another case, the authorisation policy is unavailable at the previous step; requests 

regarding required APL are communicated to all neighbouring PEPs. In case the availability 

of APL happens, it is provided to requesting PEP and is checked in the dependency checkpoint. 

When APL is not available at the PEP level or neighbouring PEPs level, the request is 

forwarded to PDP via BS; this BS first checks request is coming from a legitimate sender; if 

it is found to be a valid message, BS creates a new BN after checking all the parameters of an 

existing blockchain. 

After storing message details in BN, it forwards them to PDP, asking for the concerned 

APL. When PDP sends its decision along with APL, it is received by BS. It checks whether it 

is coming from a legitimate PDP, stores details in already created BN, and forwards it to the 

concerned PEP. Inter-cluster communication is used in case of any fault or failure in a block. 

The proposed architecture is scalable to handle the increasing number of requests. 
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Figure 5.2: Working of proposed MSS  
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5.2.1 PROPOSED ALGORITHM FOR MESSAGE SECURITY SYSTEM  

The proposed algorithm consists of sub-three algorithms working in coordination.  

Algorithm 5.1: ITH prevention in distributed PEP-PDP architecture with PEP side caching running in each 

block. 

Input: An insider requests Q for accessing a data item D received by PEP in one of the blocks. 

Output: Access decision (Grant or Reject) 

STEP 1: If Q (alice, D) does exist in PEP caches, then 

                       Send a request to DCP to check dependencies 

                              If D can be combined with K to infer information, then  

                              If alice has a cached value of K, then  

                                       Forward alice request to the associated PDP to check possible threats by calling  

                                           algorithm 5.2     

                                          Else 

                                          No threat found, re-issue the cache response for alice request to D 

                                          End IF 

                              End IF 

             Else 

                     If Q (alice, D) does not exist in PEP caches, then 

                              Send Q (Alice, D) to all neighbouring PEP respective cache, heuristic 

                                decision copy when found send it to PEP DCP for threat evaluation 

                     Else 

                  No decision copy, Send Q (alice D) to the associated PDP by calling algorithm 5.2 

                      End If 

            End if 

In first algorithm 5.1, an insider DA request is received and checked for availability of APL 

in PEP and neighbouring PEPs; in case it is not available, a request for providing APL is 

forwarded to PDP via a BS by accessing algorithm 5.2. BS stores messages received from PEP 

in BN before sending them to PDP.   

Algorithm 5.2: PEP / PDP MSS using blockchain mechanism. 

Input: Request Q received at BS. 
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Output: Access granted or rejected. 

STEP 1: If Message == PEP/PDP else go to step 3 

STEP 2: If current index value > last stored index value & hash value & timestamp value &  

nonce value== valid then  

Create a new BN with requested message details, forward the message to PDP/PEP Server by calling 

algorithm 5.3/5.1, 

Else, go to step 3. 

End If 

STEP 3: Give error message and exit 

Request for providing APL is received at the PDP and checked in ITDU for possible threats 

in algorithm 5.3. This ITDU consist of various components working under it, such as DM, 

KBs, lifetime checker, DC, DB, and Authorisations. DM extracts a knowledge base from the 

KBs regarding the DA request received via algorithm 5.2. The lifetime of the data is checked 

in DB, and it is updated in KBs. DM contacts the DC to check if there is any dependency 

between already provided data and requested data. DM takes the final decision after the result 

is received from DC in ITDU; in case of result poses a threat, then the request is rejected; 

otherwise, it is accepted.The final decision of the PDP is communicated to the intended PEP 

via algorithm 5.2. 

Algorithm 5.3: Decision on message received by designated PDP server. 

Input: Request Q received at designated PDP server for each PEP; it checks for possible threats at ITDU 

Output: Request approved or rejected 

STEP 1: If the designated PDP, using the ITDU, decides that no threat exists, then alice is allowed to get their  

                requested D and send the PDP decision to all CPEPs and corresponding CPEP by calling algorithm 

5.2  

                Else go to Step 2. 

               End If 

STEP 2: If the designated PDP, Using ITDU, decides that a threat exists, then alice request is rejected, send  

               PDP decision to all CPEPs and corresponding CPEP by calling algorithm 5.2.                                 

The flow of information is shown in the flow chart in Figure 5.3. More detailed Working of  
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the Proposed system can be well understood from Figure 5.4, which also describes the role 

of each algorithm. 

 

Figure 5.3: Flowchart for blockchain-based authorisation mechanism
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Figure 5.4: Working of blockchain-based authorisation mechanism 
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5.2.2.1 EXPLANATION OF PROPOSED BLOCKCHAIN-BASED   

            AUTHORISATION MECHANISM  

PEP sends its identification key, insider user info as message m, and APL info required. One 

way hash function H(m) is applied on this message, public-key cryptography with nonce value 

Ni is done to make it disguise is sent to the blockchain and PDP server as Ni(H(m) KAi). After 

receiving this, BS applies Ni(c) K-1
Ai to decrypt.  

After successfully validating its details new node for that PEP is created in the blockchain list 

in the server only if BCiv > BCliv˄Hv ˄ Tv ˄ Nv == valid store PEP details; otherwise, it 

generates an error in the blockchain. The request is forwarded to PDP. PDP checks the request 

and sends a decision copy or new APL to PEP as a reply Ni(H(m) KAi) with a new nonce value 

and public key. Reply to PEP is also stored in BN of BS. After receiving the message from 

PDP, PEP applies Ni(c) K-1
Ai to decrypt to get a decision copy or new APL. 

5.2.2.2 SECURITY ANALYSIS OF CRYPTOGRAPHIC WORK 

Security analysis is carried out to analyse the resistance of the protocol for various attacks. 

The proposed protocol is secure against the following attacks. 

1) Security against replay attack: Replay attack is not possible by attackers as random nonce 

values used in the proposed scheme are generated independently, and their values are session 

dependent. 

2) Security against guessing attack: The data is never transmitted in the plain-text form in 

the proposed scheme. Moreover, the data is modified into Ni(H(m) KAi) before transmission. 

Hence even if the attacker needs to verify the guessed password, he needs to solve the Ni( c ) 

K-1
Ai, which is infeasible as the private key cryptographic value is available only at BS.  

3) Security against Denial-of-Service Attack: A denial-of-service attack can be launched by 

an adversary by creating invalid request messages and bombarding the server with the same 

or by modifying the current message. The adversary cannot create valid request messages 

without knowing the correct identification keys of PEP and Servers.  

4) Security against server impersonation attack: An impersonation attack is infeasible in 

this proposed scheme as the unauthorised server cannot know the server’s secret key. Also, it 
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cannot calculate the nonce value, which is never transmitted across the communication 

channel during any session. 

5.3 EXPERIMENTAL RESULTS AND DISCUSSION  

Figure 5.5 shows two BN have been created in Python as two messages have been received at 

BS. The Secure Hashing Algorithm 256 is used in Python to create hashing values. This SHA 

algorithm works as a one-way cryptographic function.  This Blockchain implementation in 

Python uses Proof of Work as a Consensus algorithm. Figure 5.6 shows Blockchain Mining 

(BNM) results achieved in Python, confirming the proposed work's validity. 

 

Figure 5.5: MSS in BN  

 

Figure 5.6: BNM of MSS  

The proposed architecture was tested and validated using scyther's formal method tool. It 

checks the proposed architecture against the adversary's capabilities as given in the dolev – 

yao model. It verifies the proposed methodology against required security protocols. For this, 

it verifies against claims: Alive, Nisynch, Secret, and Commitment.  

It can be concluded from the results in Figure 5.7 proposed mechanism resists all the well-

known primary attacks such as impersonation attacks, offline guessing attacks, denial of 

service attacks and replay attacks. 
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Figure 5.7: Scyther claim results for MSS 
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5.4 SUMMARY 

This chapter addresses the issue of data protection raised by various researchers in the 

literature. Although, some efforts have been made in the literature for improvements, yet they 

are not significantly effective. Insiders manage the PEP and PDP servers, so it is required to 

track their activity. This chapter complements the distributed architecture for better insider 

Authorisation control in the cloud environment with BS to store all the messages between PEP 

and PDP. Proposed work helps in achieving better data control and protection. The proposed 

protocol's working is verified and tested based on Scyther's four claims, proving that the 

proposed protocol is robust enough for real-time implementations. Its operational competence 

has also been tested in python by creating BN to store messages. The proposed solution 

attempts to solves the ITH issue at the architectural level by providing MSS in BS in the cloud 

environment. 
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CHAPTER-6 

 

CONCLUSION AND FUTURE SCOPE 

 

This thesis provides a CAC mechanism for ITH detection in a distributed cloud environment. 

This work aims to overcome the critical cyber security issue of ITH. This issue requires 

looking at two places, such as the local and architectural levels.  

6.1 CONCLUSION 

The issue of data protection is required to be handled at the architectural level. This thesis 

provides solutions in three chapters. Chapter three addresses the issue of ITH at the local level, 

where insiders with privileges try to remain hidden. They can delete or corrupt system logs, 

making identifying ITH difficult. Various techniques have been proposed in the literature to 

tackle this critical issue, but they remain non-effective as they store insider’s activity analysis 

in system logs, and the insider is aware of them. This chapter proposes a blockchain-based 

robust technique for authorisation of log files of insiders in the cloud environment. Insider 

authentication and activity details are stored in the blockchain. Robustness, distributed ledger, 

immutability and other benefits do not allow insiders to change these system logs. The 

proposed solution significantly solves the ITH issue by providing access control to system 

logs. This technique is tested and validated using a scyther formal system tool. The result 

ascertains that the proposed system is highly significant and efficient and successfully 

mitigates various ITH. The working of the protocol is also verified based on the four claims, 

and scyther proved that the proposed protocol is robust enough for real-time implementations. 

Its operational competence has also been tested in python by creating BN for multiple users.  

Chapter four addresses the issue of achieving better Authorisation control at the architecture 

level in the cloud environment. Work available in literature tried to handle this issue either at 

the PEP level or at the PDP level. Scalability remains the significant issue in these proposed 

architectures; performance deteriorate while achieving scalability. This chapter proposes a 

distributed architecture for improved insider Authorisation control in the cloud environment. 

It is based on multiple PEP–PDP servers and is successful in achieving significantly better 

results in scalability and performance. Results have also been validated statically in the 
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ANOVA test, which proves that the proposed system is highly efficient and successful 

compared to the existing multiple PEP single PDP architecture.  

Chapter five addresses the issue of data protection as discussed in literature. However, some 

efforts are made in literature for improvements, but they are not significantly effective, 

Insiders manage the PEP and PDP servers, so it is a requirement to track their activity. This 

chapter complements the already proposed distributed architecture in chapter four for better 

insider Authorisation control in the cloud environment with BS to store all the messages 

between PEP and PDP. The proposed protocol's working is verified and tested based on the 

four claims, and scyther proved that the proposed protocol is robust enough for real-time 

implementations. Its operational competence has also been tested in python by creating BN to 

store messages. The proposed solution greatly solves the ITH issue and achieves better data 

control and protection at the architectural level by providing a MSS in BS in distributed 

architecture in the cloud environment. 

 

6.2 FUTURE SCOPE 

This thesis addresses the CAC mechanism for detecting ITH in the distributed cloud 

environment. In future, authorisation of log files of outsiders in BN and distributed PEP-PDP 

architecture for CAC for outsiders will be taken in the cloud environment. Furthermore, in 

future, improvement in inter-PDP communication, fault handling, failure of any PDP or PEP, 

Issue of cache coherence and Multi-threading will also be explored.  
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