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L (a) A web server administrator ig configuring
require users to authenticate first before accessin
requirement of information security from CIA tr
configuration?

security in a hybrid cloud environment, and

£2)

a
ow:

2. How ldentity Federation works in a é]c.)u_d.,- computing? Explain with an [5]
exsmple, (C02)

3 What are the r-::quh'ements_,,Qf@iﬁgéliéétion platform in implcmenting cloud? [5]
L (co1)

4. {(a) What are the roles and responsibilities of an incident responder? How [5+5]
would you detect a -’js'ft(‘}rage—rélated security incident in the cloud? (CO3)

(b) Descﬁbe,ﬁfg‘*s_,_t_‘rﬁ\étﬁ’féd framework for security incidents that is followed
during incidént:--regfﬁOnse process in cloud,

5 You work és a cloud Security engineer at g financia] institution. Your [5]
organization has recently migrated to the cloud and is now using AWS. You (CO9)

o you mitigate them?

6. (:;1) What are the advantages of using Docker container? [2+3]
(b) Explain the architecture of Docker. (€Ol
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