
Abstract 
Objectives: Security is a very decisive factor for Wireless Sensor Networks because of ever growing popularity in the tan-
gible world. These types of resource constrained network suffers from physical attack, i.e. Node clone attack. Methods/
Statistical Analysis: In Node clone attack an attacker capture a node, modify it and replicate clone node in WSNs. The 
main motive of these clone nodes to obtain mastery over the whole network and to aggravate various inside attacks against 
sensor networks. The message during communication from the one legitimate node to another legitimate node is also 
not secure thus altered by the attacker. Findings: In this paper, we propose an efficient algorithm for securing message 
communication in Wireless Sensor Networks (WSNs) from node clone attack. This algorithm makes use of the hybrid cryp-
tography technique which consist of Advanced Encryption Standard (AES) and Elliptical Curve Cryptography (ECC) and 
lightweight hash function. In this algorithm, AES algorithm encrypts the message and digital signature whereas ECC algo-
rithm encrypts the private key and generates digital signature. The lightweight hash function produces small and fixed size 
hash digest from the message. The analysis of the proposed algorithm is performed on the ground of parameters like com-
putational overhead, communication overhead, storage overhead and high security level. Application/Improvements: 
The proposed algorithm authenticate message during communication with confidentiality. The analysis indicates that the 
suggested algorithm is suited for energy constrained sensor networks.
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1. Introduction
In the late years, Wireless sensor networks becoming 
popular due to the low-cost, unattended nature and the 
capability of self-organization of sensor nodes. A Wireless 
Sensor Networks comprised of resource constrained 
sensor nodes that are densely deployed in a unattended 
environment1. The sensor nodes collect data from the 
physical phenomena which occur in the environment, 
process it and transmit the sensed data via wireless sig-
nals to the base station. A base station is power rich node 
among all sensor nodes in WSNs2. Sensor nodes are 
typically categorized by low-cost, low-power, multifunc-
tional, low bandwidth, small memory sizes and limited 
energy. Due to these characteristics WSN ensures a broad 

range of applications in areas such as military, health, 
environment, commercial and agriculture. Consequently, 
securing these kind of network becomes a most critical 
task3. The security of WSNs can be accomplished by meet-
ing the security objectives i.e. Availability, Authorization, 
Authentication, Confidentiality, Integrity, Non repudia-
tion and Freshness4,5. The sensor networks are generally 
situated in isolated environment and left unattended, so 
they should be equipped with security mechanisms to 
defend against attacks such as physical tampering, eaves-
dropping, node capture, denial of service, wormhole, 
Sybil attack etc6,7. Among stall physical attacks to wireless 
sensor networks, the node clone attack is a serious and 
precarious one. In Node Clone Attack the sensor network 
nodes are physically captured and compromised by an 
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attacker. Attacker then extracts all secret information (Id, 
Keys, etc.) from the node and replicate the large numbers 
of clones of captured node throughout the wireless sensor 
network8. These cloned nodes seem to be legitimate nodes 
therefore they can participate in the network communica-
tion and get total control over the sensor network which 
in turn result in WSNs disruption. From the security per-
spective, the node clone attack is extremely harmful and it 
intensifies most of the internal attacks against sensor net-
works like Denial of service (DoS), Wormhole, Sybil and 
many more9. For Example as shown in Figure 1, attacker 
compromise a sensor node say A, fabricate it and gener-
ate number of clone of node A. Then attacker puts many 
clones of node A nearby node B. Node B may take these 
clone nodes as its new neighbors and they take part in the 
network tasks in the same manner as genuine nodes. So, 
cloned nodes can launch a variety of attacks and create 
inconsistency within the sensor network.

Once the clone entered into the wireless sensor net-
work it will eavesdrop the message transmitted between 
the genuine sender and receiver sensor nodes, then mod-
ify the message and insert false message into the network 
which will go to the receiving sensor node. The receiv-
ing sensor node gets the unauthorized message from 
the sender node which is modified by the clone node. 
Therefore, different security measures are too taken in 
order to secure message communication between the 
sensor nodes and secure network from the effect of the 
node clone attack. Cryptography is one of the primary 
techniques used for securing information while message 
communication10. Cryptography techniques provide con-
fidentiality, authentication, and integrity of the message 
as well as of sensor nodes in WSNs. There are two types 
of cryptographic techniques which are mostly used i.e. 
 symmetric cryptography and asymmetric cryptography. 

Symmetric Cryptography: In this, a single key is 
used for both the encryption and decryption11 e.g. DES, 

AES, RC4, etc. Symmetric cryptography is also known as 
secret key or private key cryptography. This cryptography 
techniques are fast and efficient, low resource consuming, 
low computation cost, moderately secured and have high 
storage overhead12.

Asymmetric Cryptography: In this, one key (pub-
lic) is utilized for encryption and another key (private) is 
employed for decryption e.g. RSA, ECC, etc. Asymmetric 
cryptography is also known as public key cryptogra-
phy13. These cryptography techniques are more tedious, 
high resource consuming, high computation cost, highly 
secured but have low memory overhead14. Beside these 
two cryptography technique hybrid cryptography is also 
widely used for securing the wireless sensor network from 
node clone attack. 

Hybrid Cryptography: Hybrid cryptography is a 
blend of symmetric and asymmetric cryptography15. 
The symmetric cryptography technique provides a 
suitable amount of security, but maintenance of keys 
is difficult. On the other hand, in asymmetric algo-
rithms maintenance of keys is easier, but they offer a 
lesser level of security. The limitations of symmetric-
key cryptographic techniques were resolved by the 
asymmetric cryptographic technique. Therefore when 
combined form of these cryptography techniques are 
used in the WSNs, they out come with a new technique 
which is more resilient against the attacks and hence 
retain the high degree of security16,17 e.g. AES and ECC, 
AES and RSA, RC4 and ECC. In this paper, we propose 
an algorithm which employs the hybrid cryptography 
technique with lightweight hash function. The paper 
is organized as follows: Section 2 discussed the related 
work. In Section 3 we introduced the proposed algo-
rithm for securing the message communication within 
WSNs from node clone attack. Section 4 presents the 
analysis of proposed algorithm. At last, we conclude our 
work in section 5.

2. Related Work
Various detection methods has been previously  developed 
in order to protect wireless sensor networks from node 
clone attack. Detection methods for node clone attack 
categorized into two categories: centralized detection and 
distributed detection. In centralized detection method all 
nodes send data to a central base station, where base sta-
tion makes judgments related to node clone. Centralized 
detection methods include base station based, SET18, Figure1. WSN with node clone attack scenario
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random key predistribution19, etc. All these centralized 
detection suffers from central failure of base station. 
Therefore, distributed detection methods come into 
existence in which all sensor nodes supportively process 
information and identify the node clone in a distrib-
uted manner. Distributed detection methods include 
node-to-network broadcasting, randomized multicast, 
Randomized Efficient Distributed detection (RED) proto-
col20, DHT21,22, XED23, etc. All these distributed detection 
methods have their merits and demerits in terms of com-
putational overhead, communication overhead, storage 
overhead and security level. Beside these detection meth-
ods few works has been done to prevent wireless sensor 
network from node clone attack. Prevention methods 
integrally prohibit cloned nodes to join the sensor net-
work. Location-based keys method developed to defend 
against node clone attack24 in which identity-based cryp-
tography is used. Also various cryptography techniques 
were developed for securing sensor nodes and message 
communication in sensor networks. In25 Byte-oriented 
Substitution-Permutation Network (BSPN), was proposed 
for attainment of energy efficiency and security by using 
symmetric key cryptographic algorithms in WSNs. End-
to-End secure communication26 technique was introduced 
to check the authentication and to encrypt the messages 
using IPv6 mechanisms. Also, identity-based signature 
scheme developed27 to provide multi-time usage of the 
offline storage. Hybrid cryptography algorithms are widely 
used now days for securing WSNs. Hybrid cryptography 
algorithm comprises of symmetric as well as asymmet-
ric cryptography algorithms, thus they provide much 
more security to sensor networks. In28 a hybrid authen-
ticated key agreement with rekeying proposed which 
combines Symmetric and Elliptic Curve Cryptography.
In29 hybrid encryption scheme was described for secure 
key exchange and node authentication which is a blend 
of AES and ECC algorithms. A unique polynomial based 
Q composite random30 scheme was establish for generat-
ing triple key among communicating nodes in a network. 
This scheme combines the strength of Q-Composite Key 
Generation method with the Polynomial Pool-Based 
method for secure communication between wireless sen-
sor nodes. Two secure data transmission31 technique was 
proposed by using the Identity-Based digital Signature 
(IBS) scheme and the Identity-Based Online/ Offline 
 digital Signature (IBOOS) scheme, respectively.

All the mentioned methods uses the cryptography 
approach for securing the sensor network which suitable 

for energy constrained WSN. But our proposed algorithm 
provides much more security against node clone attack 
and consumes less energy.

3. Proposed Algorithm
The prime motive of our proposed algorithm is to secure 
message communication in energy-starved networks i.e. 
WSNs. The algorithm makes use of the hybrid cryptog-
raphy algorithm along with a lightweight hash function. 
Our algorithm claim to offer high level of security, con-
sumes less energy and low computational overhead.

3.1 Background
The proposed algorithm consists of:

Symmetric cryptography algorithm –Advanced 
Encryption Standard (AES) make use of block cipher 
with a block length of 128 bits, key length of 128 bits and 
encryption process consists of 10 rounds of processing32. 
Each round of processing includes one single-byte substi-
tution step, a shift row step, a column-wise mixing step, 
and the addition of the round key33.

Asymmetric cryptography algorithm -Elliptical 
Curve Cryptography (ECC) provide security at much 
smaller key sizes. ECC is typically useful in applications 
where memory, bandwidth, and computational power are 
limited34. ECC uses various properties of the points on 
the curve, and various functions on them. Therefore, in 
encryption main task is to find a way to turn information 
m into a point P on a curve E35.

Lightweight hash algorithm - A cryptographic hash 
function takes a variable-length of data as input and yields 
in a fixed-size hash value called hash digest. The hash 
function is utilized in a wide range of security applications 
like securing node and message in networks. Lightweight 
hash algorithm includes block size of 512 bits and result 
in final hash digest of 24-bit. Lightweight is called because 
it work on bits and make use of low overhead operations 
like MOD, XOR, etc.

3.2 Assumptions
3.2.1 Network Model
We consider stationary homogeneous sensor networks, 
in which a Base Station (BS) which is a powerful node 
that gather data from sensor nodes in WSN. The network 
consists of N number of resource constrained sensors 
in the network that can be compromised and physically 
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captured. The base station has information, i.e. ID, loca-
tion, etc. related to each sensor node in WSN. Each node 
within WSN maintain information related to unique ID, 
location, neighbor list (id, location) corresponding to 
each 1-hop neighbors.

3.2.2 Security Model
We consider sensors nodes which are not tamper-
resistant. Attacker compromises the sensor nodes, 
which in turn releases all its security information to it. 
Subsequently, the attacker can start replicating the node, 
and pass around the clones throughout the WSNs. The 
clone node can easily take part in the network function-
ing in the same manner as the genuine node. The cloned 
nodes are under the command of the attacker, and there-
fore can launch various internal attacks  afterward.

3.3 Algorithm 
Step 1: Sensor node A want to send the message to node B. 
Therefore, sensor node a message first goes to Lightweight 
Hash function module which results in a hash digest H as 
shown in Figure 2.
Step 2: Pseudo random generator generates the Session 
key (Ks).

Step 3: Now hash digest H is passing to ECC encryp-
tion module to generated digital signature using sender’s 
private key. Also, ECC encryption module encrypts the 
private key KAES.
Step 4: The generated digital signature and plain text mes-
sage are forward to AES encryption module which further 
result in the data cipher text signature.
Step 5: Now this complete cipher text is transmitted 
through WSN to sensor node B.
Step 6: The receiver sensor node B, receives the cipher text 
and uses his private key to decrypt the AES key i.e. KAES 
using the ECC decryption module as shown in Figure 3.
Step 7: Then, decryption of data cipher text and signature 
cipher is done by AES decryption module by using KAES.
Pace 8: By using the sender’s public key and ECC decryp-
tion module verification of the signature is done and 
resultant H’ is generated.
Step 9: Now plaintext goes to Lightweight Hash function 
module which result in H hash digest.
Step 10: At last, comparing the values of H with H’ we 
find if the values of H and H’ are same then the message 
is authenticated else message is modified by the clone 
node.

Figure 2. Sender node A Figure 3. Receiver Node B
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From the algorithm we obtain the authenticated mes-
sage through a hostile environment. If at the last step, H 
and H’ values are not matched then receiving node sends 
the revocation message to the sender node and also to all 
the other nodes within the WSN that message is corrupted 
or clone node is present. Then, the base station sends the 
alert message within the sensor network to discard the 
clone node.

4. Analysis of Proposed Algorithm
The effectiveness of any cryptographic algorithm depends 
on mainly two factors, one is the encryption / decryp-
tion methods and another key is used. The proposed 
algorithm uses the hybrid approach, including the AES 
and ECC algorithms which make the proposed algorithm 
more robust and cannot be easily attacked by the clone 
attack. The message and digital signature are encrypted 
by AES algorithm which is faster than ECC algorithm and 
the private key of AES is encrypted with ECC algorithms 
which are more complicated and secure. Therefore, we 
have the advantages of AES algorithm, i.e. low commu-
nication overhead and low computational overhead and 
the advantages of ECC algorithm, i.e. high security and 
low storage overhead in our proposed algorithm. In addi-
tion, lightweight hash function is also used for message 
authentication and message integrity. 

The following metrics are used to measure the perfor-
mance of proposed algorithm:

a. Communication overhead: Communication over-
head is calculated by the amount of energy consumed 
for transmitting one byte of data. According to Mica2 
specification for AT Mega 128 processor, energy con-
sumption required for transmitting one byte of data 
is 16.25 μJ and for receiving one byte of data is 12.25 
μJ. The proposed consume less energy while message 
communication and therefore have the lower commu-
nication overhead.

b. Computational overhead: Computational overhead 
is calculated by the amount of energy needed during 
encryption/ decryption process and hash function cal-
culation. The energy required per clock cycle is 3.2nJ 
or 0.0032μJ. The proposed algorithm computational 
overhead is less as compared to the other encryption 
algorithms.

c. Storage overhead: Storage overhead is calculated by 
the amount of data stored in a memory of the sensor 

nodes. In proposed algorithm we use the lightweight 
hash function which converts the message into bits 
which require less amount of memory storage. Also 
encryption process makes the size of message and key 
small. Therefore, the proposed algorithm is acceptable 
by WSNs.

d. Security level: The prime requirement of any WSNs 
algorithm is high security by achieving security 
objectives i.e. authentication, confidentiality, integ-
rity. The propose algorithm provides strong security 
by applying AES encryption process and hash func-
tion. ECC algorithm provides double security to 
secret key. 

e. Total energy consumed: The total energy consumed 
by the sensor node is the sum of energy consumed 
during message communication and computation. 

Comparative analysis of the proposed algorithm with AES 
and ECC is depicted in Figure 4. Thus from the discussion, 
it can analyze that the proposed algorithm is designed for 
energy constrained networks, i.e. WSNs which provides a 
high degree of security, low computational overhead and 
low communication over head. Also, it ensures authenti-
cation as well as integrity of the  message.

5. Conclusion
In this paper, an efficient algorithm is proposed to secure 
message from being modified by the node clone attack. 
The algorithm first uses the lightweight hash function 
which results in a fixed size hash digest which is of modest 
size. Then the AES algorithm is used for message and digi-
tal signature encryption and ECC algorithm is utilized for 
secret key encryption. By using the hybrid cryptography 

Figure 4. Comparison Chart
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 algorithm the sensor network security increases double 
times in terms of authentication, confidentiality. The mod-
ified messages (modified by clone attack)can be found out 
easily by using this proposed algorithm because single bit 
alteration will result in drastic changes in modified message. 
From the performance analysis, it can be reasoned that the 
proposed algorithm provides low computational overhead, 
low communication overhead, low memory overhead, 
consume less energy and attain a high level of security. The 
comparative performance also shows our scheme’s energy 
efficient. As the future extension, this algorithm would be 
simulated using the simulator and can be applied to real 
world application to check the  performance.
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