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ABSTRACT

In today’s modern world, it is easily accessible to replicate and broadcast digital content
through the Internet. There are three different modes to shield multimedia contents such as
steganography, cryptography and watermarking. Among them watermarking is the most
popular technique and holds excessive ability. Digital watermarking gained wide interest in the
field of multimedia objects. Digital watermarking systems are implemented to assure data
authentication, copyright protection in multimedia data transmission. Moreover, it guarantees
to shield the digital media from malicious attacks, piracy, interfering, and distribution of
information. Digital watermarking is broadly pre-owned as a robust technique for enhancing
trust in the distribution of multimedia contents. In this thesis, transform-domain-based robust,
secure and imperceptible watermarking schemes are presented using encryption and
optimization techniques for color images. A new watermarking and encryption results are
defined based on these methods. The main purpose of this work is to increase the robustness,
imperceptibility, security, and embedding capacity of multimedia data. The first objective is
implemented to achieve a secure and robust watermarking system for color images. The
purpose of the second objective is to boost the robustness without damaging the image quality
of the signed images. In the third objective security, embedding capacity, and robustness are
improved with the wavelet fusion method. In the last objective, multiple watermarking based
on transform-domain techniques is implemented to attain imperceptibility and robustness.
These four objectives are also capable of resisting some image processing attacks. The
proposed techniques achieve good performance in terms of Peak Signal-to-Noise Ratio
(PSNR), Normalized Correlation (NC), Number of Changing Pixel Rate (NPCR), and Unified
Average Changed Intensity (UACI) and found to be better when compared with previous

approaches.
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Chapter-1

INTRODUCTION

The recent technological development in information and communication
technologies resulted in an exponential rise in the digital data exchange process through
wireless communication networks [1]. Multimedia data broadly refers to audio, video,
speech, image, and text [2]. The data exchange over the internet may suffer from severe
security threats due to the unreliability of wireless communication networks, lack of
robustness in encryption and authentication protocols, etc. [3], [4]. Digital
watermarking is an extensively used approach to enhance the security of digital data by
inserting secret media into the original data [5]. Furthermore, watermarking is also a
subsist for several other techniques such as encryption, decryption, and geometrical
manipulation [6], [7]. Security, imperceptibility, embedding capacity, and robustness
are the main requisites of watermarking [8]. Though, meeting all these constraints
simultaneously is a challenging research problem. In this thesis, different watermarking
procedures are investigated to strengthen the security of multimedia information
inclusion to robustness and imperceptibility. Therefore, we design and implement novel
watermarking techniques to attain a good trade-off among different characteristics of

watermarking for real-time applications.

1.1. Characteristics of watermarking

Security, imperceptibility, and robustness are the three major performance
attributes for watermarking applications [9], [10]. Although, most of the watermarking
applications primarily focus on security aspects only. However, integration of digital
watermarking in many applications such as healthcare, copyright protection,
broadcasting and remote sensing requires robustness, imperceptibility and security of
data simultaneously, therefore, all these performance metrics are used in this thesis
work. Fig. 1.1 represents the fundamental characteristics of watermarking and some of

them are defined as follows.

e Security — For watermarking schemes, security is the foremost important characteristic.
It is measured by eliminating or changing secret information without damaging the

original media.



Imperceptibility — It represents the watermark characteristic that does not destroy the
significance of the marked media.

Robustness — It defines the ability of the watermarking to survive in the presence of
various image-processing attacks in terms of legal or illegal alterations.

Embedding Capacity — It is outlined as the total measure of data such as image, text,
and number hold by secret media that is inserted into the cover media.
Computational Cost — It is used to measure the computational complexity incurred in
the watermarking process (embedding and extraction) in the content into/from the host
media. Ideally, it should be zero for watermarking [9].

Fragility — It is used to measure the authentication of multimedia contents in contrast
to robustness.

Data payload — It is the quantity of information held by the watermark. A good
watermark should preserve all essential information. There are 2" possible watermarks,
for n bits size watermark.

Tamper resistance — It is used to measure the reliability and authenticity of digital
information. This watermark is delicate to information changes, exchange, and

inequalities, thus assuring reliability and information reliability.

/ False Posmve > ﬁmputatim

\ Rate \\ Cost //‘

S— Characteristics of N o
@\p_erceptlb@ Watermark Data delOdQ

/lg;nbeddm Tamper \
\ Capamty Resistancc%

o

Key
5 raglhty) @mctlo)

Fig. 1.1: Characteristics of watermarking [5]




1.2. Applications of watermarking
Watermarking is being used in a plethora of applications such as military
systems, electronic voting systems, medical, digital cinema, copyright protection,
content authentication, cloud computing, remote education, and many more [11] [12]
[13]. Fig. 1.2 denotes the numerous applications of watermarking and some of the
watermarking applications are described as follows:

e Copyright protection- It is a basic attention of watermarking. It represents the
information about the copyright proprietor and is entrenched as secret information in
the host data to be shielded.

e Fingerprinting- It is defined as identifying the dispatcher or receiver of peculiar
multimedia information. The fingerprinting procedures should have the imperceptible
characteristic for distinct attacks aforesaid filtering and lossy compression. Fingerprints
must not be affected by any attack which can embed more than one ID number to the
host data to avoid a bunch of workers having similar images.

e Medical applications- Watermarking in the medical field extends a secure platform in
implementing electronic health applications by providing verification and privacy to
medical information.

e Electronic voting system- Electronic voting system is nowadays being used
everywhere including in small villages too. Digital watermarking can be used to provide
security at each stage of the election process.

e Chip and hardware protection- There are several ways in which software and
hardware devices need watermarking e.g., trojan security, buyer ownership, intellectual
property rights, core, and computer hardware guard in contradiction of intellectual
property piracy, and merchant proprietary.

e Remote education- Remote teaching and learning has been proven a very good
strategy after the coronavirus pandemic. Digital watermarking can be used to provide
security and verification in the information exchange involved in remote education.

e Cloud computing- Cloud computing is a suitable choice in a variety of applications,
especially in big data applications. Digital watermarking is used on medical and non-
medical images for their authentication before they are transmitted to other places [14]
[15].

In addition, Table 1.1 describes various characteristics of watermarking with its
applications. It is observed that a large number of watermarking applications exist.

4



However, in this thesis, different watermarking algorithms are investigated focusing on
authentication, healthcare and digital transmission applications due to their wide range

of usage in real-world.

Covert ..
L. Telemedicine
communication

Military Healthcare
. v
o~ ~
Remote sensing CAD models
.
4 ~ ™y
Transaction Electronic voting
tracking L system
Applications of ~ 4
r Watermarking ( )

Tamper detection Remote education

\. \ w

g 4 D
Image

= Content privac
\ authentication ) P N

. v

s p

Copyright

Digital forensic :
protection

-

[ Copy control ] [ Fingerprinting ]

Fig.1.2: Applications of watermarking [5]

Table 1.1 Different watermarking applications and their characteristics

Characteristic Definition Application

The ability of the watermarking to
persist in the presence of various
image-processing attacks in terms
of legal or illegal alterations [16].

Robustness Copyright protection

Represents the watermark
characteristic which does not Digital imaging, E-health,
destroy the significance of the portable information

marked media [17].

Imperceptibility

It is defined as possible detecting

False Positive Rate secret marks in unwatermarked Proprietorship and copyright
locations.
Used to measure the
- authentication of multimedia Content validity and multimedia
Fragility . . 7 .
contents in contrast to robustness information integrity
[5].
Eliminating or changing the secret
Security information without damaging the Military, E-health

original media.
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Capacity

The total amount of data e.g.,
image, text, and number inserted
into the cover media.

Digital cinema, telemedicine,
media distribution

1.3. Watermarking embedding/ extraction process

To achieve a watermarked image, the host message is embedded by watermark

information with the secret key in an encoder as shown in fig. 1.3(a). The signed image

(watermarked) is thus the output of the host and watermark image. Afterward, in the

extraction (recovery) procedure, the watermark and host image are extracted by loading the

same secret key as shown in fig. 1.3(b) [18], [19].

Original Data

Test Data Decoder

Secret Key

Watermark

a) Embedding Process

Secret Key

Watermark

b) Extraction Process

Watermarked
Data

Extracted

Data

Fig. 1.3: a.) Watermark Embedding b.) Watermark Extraction




1.4. Classification of watermarking

Digital watermarking is mainly categorized into five types based on robustness,
type of data, implementation domain, the recovery process, and human perceptivity [20],
[21]. These five types are further subcategorized as shown in fig. 1.4. Robustness
watermarking is subcategorized into three categories fragile, robust, and semi-fragile. On
the basis of media, it is subcategorized further into graphics, image, text audio, and video.
Based on human perceptivity, further, it is defined in two parts i.e., invisible and visible.
And in the class of watermarking working domain, it is classified into two types, spatial

and transform-domain watermarking.

l Drigital Watermarking I

Perceptivity Recovery Process

Blind

Robustness Types of

digital Data

| Domain

| S

Visible Spatial

Audio Inwvisible Mon- Blind Transform

Fragile

18 |

Video

nam |
19600 [

Semi- Fragile

Graphic

Fig. 1.4: Digital watermarking classification [22]

According to watermark retrieval process, digital watermarking is classified into
three different classes i.e. semi-blind, non-blind, blind, based on creation and provision
scheme [23], [24].

¢ Blind watermarking- In this class, a host image is not obligatory but only watermarked
image is necessary at the time of watermark retrieval. Major applications of this
watermarking class are found in e-healthcare and e-voting schemes.

e Non-blind watermarking- In this class, watermarking requires only original media to
distinguish the watermark. Copyright protection and media communication are major

applications of this class.



Semi-blind watermarking- In this class of watermarking, it requires the watermarked
image along with the secret key to detect the embedded watermark. Some major
applications of this watermarking class are data authentication and integrity variation

in multimedia data.

1.4.1. Watermarking domain techniques

Spatial and transform are two main watermarking working domains. Spatial
domain systems are very effortless in terms of computational complexity, but they are
less robust. In contrast, the transform-domain technique has high computational
complexity but has robustness against different attacks [25]. Different types of spatial

and transform domain-based systems are presented in fig. 1.5.
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Fig. 1.5: a.) Spatial domain techniques b.) Transform domain techniques

1.5.Watermarking performance metrices

To estimate the performance of watermarking algorithms, some important
metrics PSNR, NC, NPCR, and UACI are mainly considered in this thesis work [26]-

[28] [29]. Most existing studies consider one or more than one performance metrics

depending on the watermarking application. However, there is a trade-off between

these performance metrics in the presence of attacks according to the strength of gain

factor.

a) Peak signal-to-noise ratio (PSNR)

The PSNR is computed here to check the peculiarity of a watermarked image
after embedding the secret media into host media [26]. The higher PSNR

indicates more transparent watermarking system. It also measures the

imperceptibility of the watermarked image. It is defined in eq.1 as follows:

PSNR = 10log

(Imax)?
10 ySE(R,S)

1)



b)

where, mean square error (MSE) defines the pixel values inequality between

the host and watermarked image and is represented in eq. 2.
MSE= -3, Zy(R(a, b) = §'(a, b))? )

where, (R, S) are images of size (P, Q) and R (a, b) and S’ (a, b) are the pixels
of cover and watermarked image.

Normalized cross-correlation (NCC)

This parameter is computed to verify the robustness and similarity between the
original and extracted watermark [27]. Robustness determines the perseverance
of the hidden mark and ability of watermarking algorithm to survive in the
presence of different attacks. The NCC value varies in the range 0 to 1.
Generally, the NCC value larger than 0.7 is found to be appropriate for suitable
applications of watermarking [19]. The NCC is mathematically represented in

eg. 3:

_ ZnyXorg(x;.'V) Xéxtd(xﬁ)/)
NCC = 3
Zx 23’ Xgriginal(x’y) ( )

where, Xorg denotes the original watermark and X’ext represents the extracted
watermark.

Number of pixel change rate (NPCR) and Unified averaged changed
intensity (UACI)

The NPCR denotes the percentage of pixel change between input and encrypted
images and UACI denotes the average intensity difference between the input
and encrypted images [28], [29]. These two parameters present strong security
capability of an encryption scheme. The NPCR is modelled in eq. 4:

NPCR = 3,242

X 100% (4)

where, P defines the bipolar array and Z represents the overall quantity of
pixels.

0,if Cy (w,v) =C, (u,v)
1, otherwise C;(u,v) # C,(u,v)

P(u,v) = { %)

Cu is pixel value before encryption and C: is pixel value after encryption. The

value of the bipolar array is zero for similar pixels and one for distinct pixels.
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The UACI is modeled in eq. 6:

UACI = 3, rED %G o 1000, 6)

where A represents the largest supported pixel is related to the format of the

encrypted image.

1.6.Watermarking attacks

In digital watermarking systems, the information needs to be conserved during its

transmission to a receiver [30]. However, there are various types of attacks that may

destroy the quality of unseen secret information or broadcast of information conveyed

by watermark [31]. Watermarking attacks are of mainly two types: intentional and

unintentional attacks [32]. In intentional attacks, as the name suggests, attackers

knowingly attempt to obstruct the functioning ability of the secret data. A few

examples of this type are protocol, geometric and cryptographic attacks. In

unintentional attacks, attackers do not knowingly attempt to obstruct the functioning

ability of the secret data. Signal processing attacks are an important example of this

type. A brief description of selected attacks is presented as follows:

a)

b)

d)

Signal Processing attacks

It is an unintended attacks type and causes information distortion during the
information exchange process. A few examples are demodulation, filtering,
JPEG coding distortion, and JPEG 2000 compression.

Geometric attacks

It is an intended attacks type that destroys the watermark secret data rather than
alteration of the inserted data. A few examples are binding, clipping, linear and
rotational transformation.

Cryptographic attacks

It is an intended attacks type that interrupts the security characteristic of the
watermarking process and can eliminate the inserted watermark data or embed
misleading information. A few examples are oracle attacks and collusion
attacks.

Protocol attacks

It is a very strong type of attack which can change the entire logic of the digital
watermarking system. During this attack, the attacker can get the information
of the watermark itself as compared to altering or damaging the watermark. An
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attacker can acquire ownership of the host and watermarked images. A few

examples are invertible and copy attacks.

e) Other deliberate attacks

In these attacks, the attacker aims to change the genuineness of the
proprietorship data by embedding a new legal watermark. A few examples are

forgery attacks, rescanning, and printing.

In this thesis work, geometric attack, signal processing attacks and

cryptographic attacks are taken into consideration.

1.7. Research objectives and contributions

This thesis focuses on exploring digital image watermarking techniques to improve
robustness, imperceptibility, and security properties during transmission of color
images. Robustness, imperceptibility, and security are three major performance metrics
of a digital watermarking system. However, it is a very challenging research problem
to improve all performance parameters simultaneously i.e., without compromising one
over the other. Most previous studies investigate different watermarking techniques
with a focus on just one or two parameters whereas settling with another constraints. In
this thesis, different transform-domain-based watermarking techniques are investigated
and a new approach is developed to obtain the security and robustness of multimedia

data in digital watermarking.
The research objectives of the thesis are as follows:

a) To investigate the robustness and security of color images by applying transform-
domain techniques with encryption.

b) To investigate watermarking methods that are capable of improving the robustness
and imperceptibility of color images for several attacks.

¢) To implement transform-domain-based watermarking schemes with fusion method
to enhance the security and robustness for color images.

d) To implement a multi-level watermarking using the transform-domain-based

procedure to enhance the imperceptibility.
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To achieve the above research goals, an intensive literature survey has been
conducted on different watermarking techniques for both grey and color images. During
this stage, different transform-domain-based techniques are explored to achieve good
robustness and simulation results are discussed. Different techniques such as particle
swarm optimization (PSO), encryption, and neural networks are studied. With these
techniques, algorithms are categorized according to the size of various host and

watermark images.

To fulfill the security requirement of the multimedia data, homomorphic encryption
with the Arnold transformation method is presented. This method signifies a secure and
robust watermarking grounded on the Paillier Homomorphic cryptosystem. In this
encryption-based watermarking system, the watermark is embedded into the encrypted
original image. Different watermarking performance metrices like PSNR, NCC, NPCR,
and UACI are analyzed. Results show that the encryption-based transform domain

method is more robust and secure against many attacks.

The next contribution of this thesis is to guarantee data authentication and copyright
protection during data transmission. The proposed method is created with the DCT and
the Genetic algorithm. The DCT technique is employed to disintegrate the original
media into 8by8 sections and a genetic algorithm is applied on top of the DCT technique
to obtain the optimal results. This approach is verified under distinct color models e.g.,
YIQ and YCbCr, and watermarking attacks. PSNR and NCC performance parameters

are evaluated and found to be superior as compared to the previous schemes.

Towards achieving robustness and security, a fusion-based watermarking method
is proposed for color images to improve data security for e-health applications. The
wavelet fusion technique unites two different watermark images to make a single fused
watermark, and then Arnold scrambling is operated on the fused watermark image to
enhance its security and robustness under distinct attacks. The outcome illustrates that
the system achieves good robustness and security as compared to existing methods.
Furthermore, a multi-level watermarking is designed with three transform-domain
methods DWT, DCT, and SVD. The presented approach is implemented under various
attacks, and the outcome shows that this method achieves good robustness and

imperceptibility.
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1.8.Thesis organization

The thesis includes six chapters including Chapter 1 that presents the introduction
of watermarking along with a classification of different watermarking techniques and

their characteristics.

Chapter 2 presents the literature survey of different transform domain-based
watermarking techniques with encryption and optimization, then a comparative study

of various transform domain techniques with their results is discussed.

Chapter 3 describes the objective 1 proposed in this research work with Paillier
homomorphic cryptosystem and Arnold transformation, to accomplish the security and

robustness for color images.

Chapter 4 presents objective 2 of this research work based on DCT and genetic

algorithms. This approach is tested under different color models.

Chapter 5 presents a fusion-based watermarking for color images and multi-level

watermarking is discussed in detail.

Chapter 6 presents the concluding remarks of this thesis and future scope for the
extension of this research work for real-time application.
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CHAPTER-2
LITERATURE SURVEY

This chapter consists of a widespread study of published articles related to the
area of research with a focus on their concepts and outcomes. The literature survey is

also valuable for drafting the research gaps and their requirements.

Digital watermarking is always a dominating area for both ordinary users and
researchers. The prime focus of this research is to offer secure, imperceptible, and
robust watermarking systems for various applications. The key determination of this
literature review is to analyze numerous digital watermarking approaches to recognize
the most efficient method for robust and secure multimedia data. Some research
databases are explored for the previous studies, as there is a variety of research articles
available in the sphere of digital image watermarking. In this study, different databases
for analysis of current advancements in the arena of digital image watermarking are

available. The list of databases explored are listed below:

e Google Scholar

e Science direct

e Springer

e |EEE

e ACM digital library

For the last few years, to improve the robustness, imperceptibility, and security
of multimedia content, domain-based watermarking methods (spatial and transform)
along with encryption and machine learning techniques are imposed into digital image
watermarking schemes. Robustness against intentional and non-intentional attacks,
quality of signed image, and security of multimedia content are the important issues for
watermarking schemes. Several research activities have been carried out using the

transform domain watermarking scheme and optimization method to solve these issues.
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2.1. Review of related research

A detailed review of articles is presented in this section, regarding the
application of digital media by using domain-based watermarking with encryption and

genetic algorithms.

2.1.1. Domain-based watermarking

In [1], a robust watermarking technique is implemented with discrete cosine
transform and decision tree (ID3) for both greyscale and color images. The original and
watermark image pixels are altered by discrete cosine transform. To hide the secret
watermark, decision tree induction technique is used. Arnold transform is implied here
for high security. The results analysis has discovered that the presented system is robust
but the method is limited to JPEG compression attack. The author of [2], introduced
feature-based watermarking with a combination of graph theoretical clustering
algorithms. Synchronization error of image can be resolved with the use of Affine
invariant point on the image. The achieved PSNR is greater than 40dB and has a high
computational cost. The experimental outcome is compared with several prior methods

[33]-[35] and found that presented logic is robust against watermarking attacks.

The author of [36], implemented a feature-based watermarking to enhance the
security and robustness of multimedia contents. The logic used an auto-correlation
matrix with the Laplacian-of-gaussian procedure to find out the rounded mark sections
and to trade-off between watermarking factors. A multidimensional knapsack problem
is expressed which is resolute by genetic algorithm for the optimal selection process.
The experimental outcome shows that this method is secure and found better as
compared with other techniques [34], [35], [37], [38]. In [24], the author discussed a
spread spectrum and transportation theory-based secure watermarking for greyscale
images. To achieve acceptable robustness with minimum distortion, authors used a
multiplicative embedding procedure. The author of [39] proposed a watermarking
technique with association rules (AR) and vector quantization (VQ). Firstly, procedures
are resolute for the two, 2D barcode and watermark information. In this method, the 2D
barcode is treated as host information and generated rules for watermark information
as a watermark. In the embedding process, generated rules are embedded with the
association algorithm of original barcode data. The experimental demonstration

indicates that the suggested method is secure and has admirable embedding capacity.
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The author of [40] proposed a reversible as well as high-capacity watermarking
method with sorting, histogram shift, and rhombus pattern. Firstly, the original
information is split into two distinct groups and embedded by the payload data. The
proposed technique is robust as well as imperceptible against watermarking attacks but
computational time is high. This method obtained better results when compared to
previous methods [41]-[44].

The author of [45] described a pixel-based information hiding procedure. This
method is used as an error-diffused image matrix to embed the secret media. The
concept of a look-up table is imposed here for the speedy recovery of the extracted
watermark. The 512x512 is the host image size and 32x32 is the size of the watermark,
taken for the experimental analysis. In this method, both original and watermark images
are RGB images. The implementation outcome has indicated that the process is robust
in contrast to scanning and printing attacks, even decoding rate is high. This method is

also compared with the previous method [46].

In [47], the author discussed a perturbation logic to validate the watermark
information into cover media and achieve perturbed information back to the original
state. For experiment purposes, dataset taken here is compared with other references
[48], [49] [50]. The degree of dilemma in original data is estimated by an adjustable
weighing approach. Results have shown that this method is secure as well as robust at
the high payload. Direct sequence spread spectrum watermarking methods for audio
signals are proposed in [51]. The discussed method achieves increased robustness with
imperceptibility, vigorous against image processing attacks, and sustaining a secret

interaction with the public audio station.

A watermarking scheme based on a modification of prediction errors (MPE)
with a combination of histogram shift procedure and median edge detection is discussed
in [52]. This procedure is operated in two parts, initially embedding process and then
extraction process is done with image restoration technique. Stego image has a PSNR
value larger than 40dB, which is produced by MPE. The outcome of the method shows
that embedding capacity attained by MPE is superior as compared to other techniques
[53]-[55]. In [56], the author proposed a watermarking scheme created on VQ with the
concepts of data mining. The association rules are used in original information as well

as in watermark information. The performance parameters such as PSNR and NC are
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checked at a unique threshold. The technique achieved good robustness against attacks

and high embedding capacity in comparison to the previous method [57].

The author of [58] proposed a watermarking system created with different
transform domain techniques i.e., DCT, SVD and DWT. For more security, transform
domain methods with Arnold transform is applied here for copyright protection. The
size of the host image is 1024x1024 and 128x128 watermark size is taken for the
experiment. The algorithm was found robust against many attacks. Additionally, the
experimental outcome is compared with previous methods [59]-[63]. In [64], the author
proposed a multilevel secure digital watermarking procedure with a 2D barcode for
biometric characters. In this algorithm, a 2D barcode is treated as host information and
biometric characters are used as secret information. At a suitable matching score, this
algorithm embeds the watermark in 2D cover information. The evaluation of this
method is based on the human visual method and achieves better results for the visual
logic methods [65]-[67]. The author developed a hologram-based watermarking to
provide document integrity in [68]. In this particular method, hologram coding-based
data is embedded into personal data printed on the ID card. This is a fragile
watermarking technique. Various types of holograms with their advantages, important
issues and challenges of the hologram secret information are also discussed in this

article.

An enhanced embedding capacity watermarking approach using JPEG is
presented in [69]. The technique uses LSB of quantized DCT constants to indiscernibly
embed the secret information at an agreeable security level. The author of [70],
proposed a secure watermarking method for outsourced datasets. The dissimilar
outsourced datasets are strings, numeric, and non-numeric datasets. For classification
accuracy, the author used distinct machine learning methods. For evaluation purposes,
the secret mark is used as a length of 16bits. To offer security of watermark information,
this technique takes all available rows of datasets to offer security of the watermark
information. Further, this method is compared with another method [71] and found to
be robust. In [72], the author presented a watermarking approach based on independent
component analysis (ICA). The algorithm works on employing the visual mask on the
watermark and then take the transpose of generated secret information. Then the secret
information is implanted with the host image. The 512x512 is size of the host image

and 64x64 is size of secret information. The outcome shows that this algorithm is robust
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against several attacks and attains good performance when compared with other
procedures [73]-[79].

The author of [80] discussed secure watermarking algorithm based on 1D
neighborhood technique [80]. Without using the concept of cryptography, authors
proposed a low computational complexity algorithm. The Watermarking procedures
are conducted in a zigzag manner. Experimental results show that the PSNR value

gained by this technique is 51dB.

The author of [81] described a secure, imperceptible and robust watermarking
procedure based on transform-domain methods (DCT, SVD and DWT) with Arnold
transform and backpropagation neural networks (BPNN). Transform-domain
techniques are implied here to keep secret distinct encoded secret information into
original media. Arnold transform is applied here for more security of the medical data.
The host media (image) is of size 512x512 and the secret information size is 256x256
with 190 characters. Additionally, the concept of neural networks makes algorithms
more robust against watermarking attacks. NC values for the same are compared with
previous methods [82] [83]. In [84], the author proposed a robust digital watermarking
for a human visual method for greyscale images. The author used an additive method
to hide secret information containing a binary sequence in the images. The experimental
outcome represents that the bit error rate (BER) is extremely low in contrary to lossy
compression. The author of [85], discussed imperceptible watermarking for the
distribution of medical data. The presented procedure used the knowledge digest
method to update databases and recollect images through the noisy station. This method
is also studied with the compressed image like JPEG and expands to the reversible

pattern.

In [86], the author designed a robust watermarking approach via the vertex
scrambling method. In this method, converting the distance of vector that corresponds
to a vertex as the center of the pattern. Experimental evaluation has shown that this
approach is robust in contradiction of attacks like model cropping, noising, and mesh
applications. In [87], the author developed a blind watermarking technique by using a
spread spectrum with a look-up table (LUT). The function of LUT is to embed a spread-
spectrum watermark imperceptibly. The experimental evaluation states that the
algorithm is secure and has a fast recovery process. An imperceptible and robust
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watermarking for 3D polygonal is discussed in [88]. The technique used for this
watermarking algorithm is patch classification, vector distribution, and extended
gaussian image (EGI). This method does not need a genuine model to distinct the secret
information, and robust against many attacks.

In [89], the author has suggested a secure multilevel watermarking based on the
spread spectrum and wavelet method. This algorithm is proposed for medical data
verification. In this algorithm, encrypted text information of medical documents is
embedded into wavelet coefficients of medical host information. The technical outcome
represents that this algorithm is robust against attacks and suitable for the medical
information. In [90], the author introduced robust and imperceptible watermarking via
quadratic programming (QP). The technique uses the spread spectrum method to the
starting point, then the QP scheme adjusts the watermark embedding necessities. The
robustness is enhanced in comparison to the baseline method.

In [91], the author has suggested a watermarking scheme for binary images by
exploitation of probabilistic neural network (PNN) and discrete wavelet transform
(DWT). The key purpose of this technique is to generate a high imperceptible
watermarked image. In this method, a Haar wavelet filter is used to embed a greyscale
watermark to particular sub-bands of DWT. PNN is functional here to extract the binary
secret image. The 512x512 is the original image size and 64x64 is the binary watermark
size, taken for the experimental analysis. The result represents that this technique is
imperceptible and robust against attacks. The author of [92] designed a robust and
visible watermarking approach for greyscale images by use of the discrete contourlet
transform (DConT) and quantization index modulation (QIM). After applying
contourlet, constants are separated into three parts using the symmetrical features of
contourlet transform. Then angle quantization constants are framed for these three parts.

This method achieved good PSNR and NC values in comparison to others [93].

The author of [94] suggested an enhanced secure and robust digital
watermarking by the use of discrete wavelet transform (DWT), discrete cosine
transform (DCT), and singular value decomposition (SVD) with set partitioning in
hierarchical trees (SPIHT) for greyscale images. Arnold scrambling is applied here on
the watermark image and get scrambled image (watermark) before embedding to the
original data. Through these transform domain methods, watermark data is implanted
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into the original data. After that, SPIHT is employed to compress the watermarked
image for better performance. The 512x512 is the host image size and 256x256 is size
of the watermark, taken for experimental analysis. Results have shown that this
technique is robust and secure in comparison to other methods [95]-[100]. In [101], the
author presented a watermarking technique through the lifting wavelet transform
(LWT), Lagrangian support vector regression (LSVR), QR decomposition and Arnold
transform method. The original image matrix is decayed by LWT, then a LL sub-band
is adapted for the watermark embedding process. Further, sub-bands are transferred to
sub-block. Each sub-block is decomposed by an QR decomposition code. This
technique achieves acceptable robustness and imperceptibility, and technical outcomes
are found better when comapred with previous methods [102]-[104]. The author of
[105] proposed a robust and imperceptible watermarking based on Schur
decomposition and quaternion hadamard transform (QHT) for color images. A host
image is holistically embedded by QHT and secret information is encoded by shifting
the values of the Q matrix, gained by Schur decomposition. To make this method robust
against geometric attacks, a geometric distortion detection scheme is presented by the
quaternion Zernike moment. The 512x512x24 is the measurement of host image and
64x64x2 is the measurement of watermark image used for the experiments. Results
reveal that the system is robust against attacks but it has some distortion issues.
Robustness is also compared with the previous method and found to be better [106].

A medical data verification watermarking created with SVD and Arnold
transform is proposed by the author of [107]. Firstly, the original image is altered by
DCT and divided into blocks. The particular block is iterated by Arnold transform, and
then SVD is applied on the block with zero LSB. This scheme controls some bits to
embed into the LSB of the host data. The method achieves robustness against attacks
and is found suitable with other techniques [108]-[111]. In [112], author presented a
watermarking system for proprietorship rights. The method is created with hashing
permutation and Z language. The result shows that this method is applicable for the
validation of digital data. The author of [113], proposed greyscale watermarking
through adaptive logo texturization (ALT_MARK). Arnold transform is applied here
not only for security but also to enhance the robustness by texturizing the logo and
embedding the information in the wavelet domain. The method shows better results as

compared to others [114]-[117]. In [118], author introduced a watermarking system for
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medical records. In this system, pseudo-noise is encoded into the certain sub-bands of
DWT and generates the wavelet statistical possessions of signed image, and for
recovery phase, probability distribution function (PDF) is employed. The author of
[119] suggested robust watermarking with applying DCT, SVD, DWT, and all phase
discrete cosine biorthogonal transform (APDCBT). The original image matrix is
decomposed by DWT and particular coefficients of DWT are embedded with two
similar watermarks. APDCBT is applied for the security of watermarks as it has better
energy concentration. DC coefficients are retained for better imperceptibility. The
results of this method are compared with another method [120] and are appropriate for
copyright protection. The author of [121] suggested an effective watermarking created
on SVD, wavelet fusion, and multilevel DWT with HH band. The high-resolution band
is very much sensitive to human eyes. In fusion method, two distinct watermarks are
combined to make a single fused watermark. Using fusion method, a high embedding
capacity is achieved. After that, the fused watermark is encoded with the coefficients
of singular values of HH band of the host image during an embedding process.
Experimental analysis has indicated that the suggested technique is robust against

numerous image processing attacks and increases the imperceptibility.

In this section, we have studied various domain-based watermarking for
multimedia data. In addition, the comparative analysis of domain-based watermarking
is presented in table 2.1. Transform domain watermarking methods provide more robust
results as compared to the spatial domain. These methods achieve good performance
for visual quality of signed images, embedding capacity, robustness and security.
Furthermore, after the transformation, the image is more responsive to its characteristics

and easier to handle.

Table 2.1 Comparative analysis of domain-based watermarking

Ref.ID | Aim Watermarking Techniques used Host image size/ | Outcome Comments
system watermark
image size
[1] Robust NA DCT and ID3 512x512/32x32 | For ced 20480 is the
watermarking Component max | total no. of
based on data PSNR=50.8609 | occurrences
mining
[2] Upgraded NA Indirect inverse 512x512 /256- | PSNRis larger | -100 images
feature-based normalization, graph | length than 40dB are used for
robust theoretical clustering evaluation.
watermarking algorithm, and affine -Resolve the
covariant sections recovery ratio.
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-Excessive
computational
cost

[32] Enhancement | Blind Noise visibility 512x512/ -PSNR= -UCID
in security and function created 42.21dB database is
robustness watermark span | (Pepper) taken
within feature- of 256 and -finding ratio = | -nmbedding
based recurrent 16 0.46 (Linear) potency is
watermarking times -Repeatability fixed with

ratio=0.77 Noise
(JPEG 50) visibility
- BER=0.34 function
(Aspect Ratio

Change)

[20] Secure NA DWT, spread- 512x512 - Average -Embedding is
watermarking spectrum groupings PSNR is 44.05 multiplicative
based on dB -2, 000 images
transportation - At same are taken for
theory PSNR, experiment

BER=6.268750e
-02

[35] Data Blind AR and VQ -For greyscale PSNR is Key used as
verification images 2D 31.62dB own password
with barcode The algorithm
watermarking 900x1782 output is
and 2D -Secret mediais | 60.62%
barcode 480%360 grey-

scale

[36] Less distortion | NA Rhombus, histogram | 512x512/- Payload locked | - Important
with high- sorting, and shift to 0.5b/pixel enhancements
capacity Method over other
watermarking approaches

[41] Robust digital | NA Lookup table 512x512/32x32 | For 11x11 -Outstanding
watermarking decoding region | embedding
aimed at Decoding rate = | capacity
Halftone 95.77 -Less
images Computational

complexity.

[43] Digital Blind Native bytes, NA The payload for | -
watermarking decision Tree RDT is Accomplishm
based on data 9,000,000 at ent time &
mining KDD cup memory space

KDD cup PDE and secret

is 6,000,000 mark
payload is
assessed and
linked

[47] Secure and NA -Moderated NA At copy sample, | -Vigorous for
robust digital composite lapped watermark various attacks
watermarking transform, spread detection is
for audio spectrum 0.0761
signal

[48] High capacity | Blind Histogram-shift 512x512/Can Forc, PSNRis | - Histogram of
and technique and median | embed 138,327 | 49.12dB prediction
imperceptible edge detection bits Increased errors are
watermarking payload%= 487 | modified

[52] Robust Semi-blind AR and VQ 512x512/differe | NC and PSNR - Method may

watermarking

nt dimensions

are evaluated at

insert larger
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through data a unique than original

mining threshold media
-Threshold is
distinct
-Decrease the
false judgment
amount

[54] Digital Blind Arnold transform and | 1024x1024/128 | For Lenaimage | -Permitted
watermarking transform domain x128 NC=0.9785and | from false
for copyright techniques PSNR=52.34 positive
protection dB problem

[60] Security-based | Blind Embedding and Height and At 2D barcode -Able to resist
digital extraction with width of PSNR=86.47, attacks
watermarking threshold barcode/ For Face image | -Biometric

Dimensions of 64.33, For and barcode
the face and Finger-print images are
fingerprint image 58.87 used
images are

240x320 and

300x300,

correspondingly

[64] Secure digital | Fragile Hologram methods NA NA Assistances to
watermarking stop ID card

counterfeit

[65] High-capacity | NA LSB and DCT 256x256/- For Girl Equated with
Digital PSNR=39.14dB | JPEG tool
Watermarking

[66] Secure digital | Blind Machine learning NA/Secret mark | Good extraction | Used 25
watermarking methods, feature length = 16 bits | accuracy various

ranking, data alliance, datasets for

and threshold the

calculation investigational
purpose

[68] Robust digital | Blind ICA (Expt 2) (Expt2) PSNR= | The altered
watermarking 512x512/64%64 | 43.99dB image also

measured as a
watermark

[76] Secure digital | Blind 1-D neighbourhood 256x256/- PSNR is 51dB Appropriate
watermarking for potential

applications of
watermarking

[77] Secure, NA Arnold Transform 512x512/256%x2 | -At gain 0.01, -Used for
imperceptible, and DCT, SVD, 56 PSNR is 43.88 inhibition of
and robust DWT with BPNN and 190 dB patient
watermarking characters -For signature identity
for identity BER=0 information
verification -At gain 0.08

NC is 0.9861
(without BPNN)
and NC is
0.9888 with
BPNN)

[80] Robust digital | NA Additive NA BER is 3.0 222%otentials
watermarking watermarking chosen for
for human technique embedding
visual model constraints
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[81] Imperceptible | Blind KDD 365x378 pixels/ | PSNR is 41.7dB | Evaluated for
digital 2373 bits JPEG-
watermarking compressed
for medical images
application - Deliberate

750 images for
challenging

[82] Robust digital | NA Vertex Scrambling NA/50 bits NCCis1 - 2,955 apexes
watermarking and 5,870
for 3D objects triangle faces

are current in
the mesh

[83] Secure digital | Blind Spread spectrum and | NA Circulation LUT | -Fast
watermarking LUT correlation is discovery

8.3x10° procedure

[84] Robust and NA Patch classification, 1-bit secret At random noise | -Stanford
imperceptible vector distribution, mark with 50 and cropping bunny pattern
watermarking and EGI measurements attacks, BER is | is used
for 3D 0
polygonal

[85] Gives NA Spread spectrum, 512x512/- BER=0.1538 Attained 2
verification discrete wavelet and stages of
for medical transform PSNR=40.02 security
information dB
with digital
watermarking

[86] Robust 3D NA QP and spread NA Distortion near | -Database of
watermarking spectrum transform 0.37 10 meshes

among 20k
and 100k
vertices

[87] Robust digital | Blind PNN and DWT 512x512/64x64 | NCC is 0.9779 -Executed
watermarking and PSNR is superior to

68.27dB other methods

[88] Imperceptible | Fragile QIM and DConT 512x512/- -PSNR=61.9914 | -For
and robust -Without attack | optimization
digital NCC=1 Lagrange
watermarking technique is

used
-High
transparency

[90] Secure and NA Arnold Transform 512x512/256x2 | -For MRI PSNR | -SPIHT
robust digital and DCT, SVD, 56 is 34.68 dB provides
watermarking DWT with SPIHT - For Barbara compressed

NC is 0.9973 signed image
-SSIM is
0.995857

[97] Digital NA Arnold transform, 512x512/32x32 | -For Lena Computational
watermarking LSVR, QR PSNR is cost and
for copyright Decomposition, LWT 45,9283 dB memory is less
fortification - BER=0

- Without attack
NCis1

[101] Imperceptible | NA QHT and Schur 512x512x24/ -For Lena SSIM | -Complexity is
and robust decomposition 64x64x%2 is 0.9917 less as
digital - For Lena, compared to
watermarking Pepper, Baboon | RGB color

NCis1latno space
attack
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-For Lena NC is
1 at gamma
correction and
brighten attack
[103] Secure and Fragile Arnold scrambling, 512x512/- -Copy and paste | - Extremely
robust digital SVD type 1 PSNR are | dependable
watermarking 38.96 dB and
tamper
localization are
99.56% for the
image plane
-For content
removal, copy
and paste attack
1 NCC;is
0.9999 for
kidney image
-Copy and paste
attack 2 for
image Liver
NCC;is 0.9985
[108] Digital blind Hashing and -/8 bit 100% accuracy | - Badge
watermarking permutation and Z rate dataset is used
for ownership language -1t promises to
rights cover
information
recovery, after
watermark
decoding
[109] Robust digital | NA Adaptive logo 512x512/64%64 | -For Peppers The method is
watermarking texturization, Arnold PSNR is effective in
transform, and DWT 44.21dB terms of
-For Mandrill computational
NC is 0.979 speed
[114] Robust digital | NA Spread spectrum and | 1024x1024/50x | -Maximum -Used Cauchy
watermarking DWT 9 PSNR is statistical
43.9986dB method
-Maximum NC
value is 0.9953
WDR is 20 dB
[115] Robust digital | NA APDCBT, DCT, 512x512/32x32 | NCC is 0.9724 -APDCBT is
watermarking DWT, and SVD PSNR is presented by
101.97dB joining of
DWT and
SVD
[117] Fusion-based NA DWT, SVD, wavelet | 256x256/256x2 | PSNR is HH band is
watermarking fusion 56 92.5872 at HH sensitive to
band of DWT human eyes.
PSNR is 58.60
(cameraman) at
0.5 gain value

2.1.2. Encryption-based watermarking

The author of [122] presents a watermarking technique designed with DCT,

DWT, SVD, and encryption for digital images. These three different transforms are
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applied here to embed two distinct watermarks and give robust results against attacks.
Furthermore, an encryption method is used to reduce the implementation time and
complexity to make it appropriate for real-time applications. The experimental
evaluation has been compared with older techniques [82] [123]-[125].

A secure watermarking is suggested by the author of [126], through SVD,
redundant discrete wavelet transforms (RDWT), nonsubsampled contourlet transform
(NSCT), and chaotic encryption for greyscale medical images. Watermarking
performance parameters provide a solution for medical data verification. Security,
distortion, and robustness are achieved by the experimental analysis. The designed
algorithm shows that it attains good results in comparison with other techniques [81],
[122].

The author proposed a high imperceptible watermarking system based on QIM
and encryption procedures in [127]. The presented algorithm is evaluated on medical
data (image). The PSNR value is greater than 60dB. The algorithm uses distinct outlines
to offer the reliability of secret information at extremely low distortion.

The author discussed a robust, secure, and imperceptible watermarking
approach for medical data authentication by using DWT-SVD with error correction
codes in [128]. For embedding purposes, the method used the 'U" integral of SVD
transform to formulate it, then unrestricted it from the false positive problem.
Furthermore, the outcome has compared with other previous techniques [129], [130]

and found suitable for medical applications.

In [131], author suggested a H.264/AVC watermarking scheme through the
DCT and BCH. In this scheme, secret data is encoded by BCH code prior to information
embedding, and encoded secret information embeds into the constants of DCT. For the
experiment purpose, various numbers of bits are taken, PSNR value is recorded as
45.55dB and BER is increased by 1.06%. The designed technique was found to be
robust in comparison to another method [132] and the embedding capacity of this

method is also acceptable.

For more security and robustness, the author of [133], introduced a dual
watermarking approach based on the transform domain with error correction code and

BPNN for color images. In this approach, the cover image decomposes into third level
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DWT and LH2 (vertical frequency band) is taken for inserting an image, and LL3 (low-
frequency band) is chosen for embedding the text data. By using BPNN, robustness is
enhanced and it controls the distortion error of extracted watermark from watermarked
images. Further, this approach issues the channel noise alterations in identity
information. An error-correcting codes are used for text watermark prior to embed into
the host data. However, the selective encryption method is applied for more security.
The cover image size of 512x512 and the watermark image size of 128x128 with 100
strings of text watermark are taken for experiments and the result shows that this
method is robust, secure, and has acceptable visual quality, however, computation time
is more in this method. Further, this approach attains good performance when
compared with previous methods [134]-[139]. In [140], the author proposed a
watermarking system with support vector data description (SVDD), DWT, and chaotic
encryption for outsourced biomedical data. The embedding is done on the
approximation sub-band of DWT, and the correlation among updated transform
constants and watermark sequence in the wavelet domain is learned by machine
learning techniques. The performance outcome on biomedical electroencephalography
(EEG) data with machine learning methods shows good imperceptibility and robustness
in comparison to other methods [141]-[143]. Furthermore, by applying chaotic

encryption to the above method, security is also enhanced.

In this section, various encryption-based image watermarking systems are
discussed. Moreover, a correlative study of encryption-based watermarking is tabulated
in table 2.2, detailing the objective of watermarking, techniques applied, outcome, and
size of images. However, these methods achieve good performance but algorithms are

computationally complex.

Table 2.2 Comparative analysis of Encryption-based image watermarking

Ref.ID | Aim Watermark | Techniques used Host image Outcome Comments
ing system size/
watermark
image size
[118] Less complex | Non-blind Encryption, SVD, DWT | -512x512/ -At gain factor -Unaffected to
and robust and DCT 512x512 0.01PSNR=28.5 | many attacks
watermarking - Text 1dB -
with watermark is - For gain 0.1, Computational
encryption 185 letterings NCis 1 complexity is
high
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[122] Security-based | Semi-blind Chaotic encryption, 512x512/256x2 | NPCR and -Nine different
digital NSCT, RDWT and SVD | 56 and 128x128 | UACI are original
watermarking greater than images are

0.99, 0.32 measured
respectively

PSNR and NCs

are greater than

35dB and 0.7 in

many cases

[123] High Fragile QIM, AES, substitutive 100x100 PSNR > 60dB -Delivers
imperceptible watermarking procedure | ultrasound image honesty
watermarking images of
for medical 576x688 pixels
images

[124] Robust, Blind SVD-DWT and error 1024x1024/32%x | PSNR= 45 dB -Robust at
secure, and correction code 32 and 1022 bits | (X-ray2) checkmark
imperceptible BER=0 attack
digital
watermarking

[127] Imperceptible | Blind DCT, BCH code, I-frames/various | -PSNR is 55.45 | -Used to
and robust H.264/AVC number of bits dB prevent the
digital -BER increases | distortion
watermarking 1.06% error

- Video orders
are fixed
during
evalaution

[129] Dual Non-blind BPNN, SVD, DWT, 512x512/128x1 | Max PSNR is -Offer a
watermarking DCT, and encryption 28, 100 letters 34.88dB solution for

of text For gain 0.1, social network
watermark NC is 0.9965 information
BER=0

[136] Digital Blind SVvDD, DWT, and NA/32x32 -Normal PSNR | Good
watermarking chaotic encryption is 66.55 imperceptibilit
for EEG -BERis 0 y and
biomedical -NCis1 robustness is
data -Error analysis | achieved

is 0.97

2.1.3. Optimization-based watermarking

A digital watermarking procedure designed on SVD and genetic algorithm (GA)

is presented in [144]. For embedding a watermark, a singular vector is used in original

media. The original image size of 512x512 and the watermark size of 32x32 are used

for the watermarking process. Further, a genetic algorithm is implied here to enhance

the result of the designed method. In [145], a wavelet-based watermarking technique is

proposed. The scaling feature is applied to alter the singular vector of the original image

along with a secret mark. Additionally, multi-objective particle swarm optimization

(MOPSO) is applied here to optimize the trade-off between different constituents of

digital watermarking.
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A imperceptible and robust blind watermarking using transform domain (DWT,
SVD) with support vector regression (SVR) and PSO is discussed in [23]. The SVD
and DWT are used in watermark embedding to implant the watermark into the host
image. Optimization is used to optimize the watermarking performance metrices. For
evaluation, the cover image size of 512x512 and watermark size of 32x32 are taken
into consideration. Evaluation outcome shows that this method achieved good

transparency and robustness.

Author Ali and Ahn discussed a robust and imperceptible algorithm based on
wavelet domain and cuckoo search [146]. The cuckoo search is used here for
optimization to maintain a trade-off between PSNR and NC parameters of
watermarking. The original image size of 256x256 size with two different watermark
sizes 128x128 and 64x64 are taken for experimental analysis. Results indicates that the
algorithm is appropriate for many watermarking applications. In [147], the author
suggested a reversible watermarking for numeric relational data. The presented scheme
is semi-blind watermarking grounded on GA. The proposed technique is robust in
contrary to deliberate attacks. The author of [148], designed a watermarking algorithm
grounded on DWT, SVD with guided dynamic particle swarm optimization (GDPSO).
Stuckness and premature convergence are two difficulties of PSO [149]. GDPSO is
applied here to conquer these two problems of PSO as it is appropriate watermark
potency in DWT-SVD based watermarking system. The outcome of experimental
analysis shows that it accomplishes good robustness and imperceptibility in comparison
to other schemes [150]-[152]. In [153], the author suggested an optimal blind
watermarking scheme for real-time applications. In this model, discrete Shearlet
transform (DST), DCurvT, and grasshopper optimization are used. The cover image is
decomposed by DST to acquire low-frequency bands, then DCurvT is operated on DST
constants of the cover image. The watermark information is implanted with the host
data to provide more security. The imperceptibility of the model is achieved by optimal
quantities that are gained by employing DCurvT along with metaheuristic optimization
(Grasshopper optimization). The experimental analysis shows that model is robust,
imperceptible, and achieves additional security.

In this section, the optimization-based watermarking is discussed for

multimedia data. A correlative study of image optimization watermarking is presented
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in table 2.3. Moreover, these algorithms offer superior outcome in terms of

imperceptibility and robustness.

Table 2.3 Comparative study of optimization-based watermarking

Ref.ID | Aim Watermark | Techniques used Host image Outcome Comments
ing system size/
watermark
image size
[140] Imperceptible | NA SVD and GA 512x512//32x32 | Results are -Number of
and robust obtained at generations is
watermarking phases of GA 400 for each
experiment.
- GA iterates
30 times at
distinct
populations
[141] Imperceptible | Blind LWT, MOPSO, SVD 256x256/32%32 | -For Boat, -Multiple
and robust PSNR is 54.907 | scaling factors
watermarking dB and NC isl are used
[19] Imperceptible | Blind SVD, DWT, PSO, SVR 512x512/32x32 | -NC is 0.988 -Computation
and robust -PSNR is time is high
watermarking greater than
35dB
[142] Imperceptible | NA Cuckoo search and DWT | 256x256/ - PSNR is Stability
and Robust 128x128,64x64 | 38.0358 (for among
digital two distinct inconsistent
watermarking watermarks) features of
- Image Pepper | digital
at 1%tlevel DWT | watermarking
NC is 0.9613
- Image Baboon,
Lena, Pepper at
2"level NCis 1
[143] Robust digital | Semi-Blind | Watermarking with GA More than 300 - Max mean and | -No. of
watermarking tuples variance are productions
55.019, 81.697 | are 100 and
correspondingly | population
size is 50
- Result
analysis at
various
datasets
[144] Imperceptible | Non-blind DWT, GDPSO, SVD 512x512/512x5 | -Applying -GDPSO
and robust 12 GDPSO, PSNR | provides better
digital is 36.877771, results than
watermarking and fitness PSO
value is -Offered
1.977786 method resist
- Applying to various
DWT-SVD with | attacks also
GDPSO, PSNR
is 39.792252,
and fitness
value is

1.984123




[148] Robust and Blind DST, DCurvT, and 512x512/- PSNR= Computation
secure image Grasshopper 56.78dB (for time is high
watermarking Optimization trial 1000)

PSNR=54.11dB
(for trial 2000)
Table 2.4 Investigation on various watermarking characteristics on image watermarking
Reference Number (Study ID)
Parameters 1 (21 | 11401 | raaay [ raasy | 321 [ 1291 ] (201 | (351 | 361 | 411 | 1431 | 1471 | 11221 | 481 | [52]
ACCUI’aCy X X X X X X X X X X X X X X X X
Blt error rate X X X X X X X X X X X X X X X X
Computational
Complexity X X X X X X X X X X X X X X X X
Distortions 4 X x x x v x x
Efficiency x x x X x X x x
Eg;pe:cci‘;;g X X X X v X X X v X X X X X v X
Imperceptibility v X v v x x v X X v x x
Payload X X X X X X X X v X X X
i mpargees eqr[:/a8|s| ty X X X X X X X X X X X X X X X X
Robustness v x v 4 4 v v v x v v x x v
Security X X X X X v X X X X X v X v
Reference Number (Study ID)
Parameters [54] | [60] | [64] | [65] | [66] | [123] | [68] | [76] | [77]1 | [80] | [81] | [124] | [82] | [83] | [84] | [85]
Accuracy X X X X X X X X X X X X X X X X
Blt error rate X X X X X X X X X v X X X X X X
ng}g;}zﬂg;}al X X X X X X X v X X X X X X X X
Distortions X X v X x x
Efficiency X X X x x x
Eg;)pefc(?;;g X X X v X X X X X X X X X v X X
Imperceptibility v x x x x v v x <
Payload X X X x X X X X x X
i mF;I:; equ\Jl:ISI ty X X X X X X X X X X v X X X X x
Robustness 4 X x X X x v x v v x v
Security 4 4 v x v x x v v v x x x v
Reference Number (Study ID)
Parameters 861 | 11421 [ (1271 [ (2281 [ 871 | 88] | [90] | 971 | [136] | [101] [ [203] | [108] | [143] | [109] | [114] | [115]
ACCuraCy X X X X X X X X X X X X X X X X
Blt error rate X X X X X X X X X X X X X X X X
ng‘rﬁ;}:ﬂﬁ?/al X X X X X X X X X X X X X X X X
Distortions X x x x x x
Efficiency X x X x x x
Egabpe:cc:;;g X X X X X X X X X X X X X X X X
Imperceptibility 4 x v v v v v v %
Payload X X X X X X X X x
i mPargees equtl/aelsl ty X X X X X X X X X X X X X X X X
Robustness v v v v v v v v v v v v v v v v
Security X X x 4 X x v x x x v x x x x x
Reference Number (Study ID)
Parameters [144] | [117] | [148]
Accuracy X X x
Bit error rate x X X
Computational
. X X X
complexity
Distortions x X X
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Efficiency X X x
Embedqing < v <
Capacity
Imperceptibility 4 4 v
Payload X X X
) Preserves_ < < %
image quality
Robustness v v
Security X X

The following fig. 2.1 shows the techniques used to measure the robustness for
watermarking system. Various host and watermark images used in image watermarking are
labelled in table 2.5. These studies show that the bigger pixel value has less impact of
watermark on the host image. Therefore, most research has been carried out by considering

images of bigger pixel values.

Fig. 2.1: Identifying the techniques used to measure robustness in image watermarking

Table 2.5 Analysis of various studies according to size of host and watermark image used in image
watermarking

Image size
102‘.1x1024 51?X512 25(.5x256 12$x128 64x64 Pixels | 32x32 Pixels 4x4 Pixels
Pixels Pixels Pixels Pixels
Waterma
size
4 x4 - - - - - -
[[1]][[19911
41] [97
32x32 - [115] [141] - - - -
[140]
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[68] [87]
64 x 64 1100] 142]
128 x 128 [54] [122] [142]
. (771 901
256 x 256 [122] [117]
512 x 512 - - [144]
1024x1024

2.2. Comparative analysis of transform domain watermarking

This section shows the comparison of six different transform domain-based
watermarking procedures grounded on PSNR and NCC. These procedures were also
evaluated for several attacks. Transform domain methods like DWT, DCT, SVD,
DConT, DCurvT, and QHT are explained in detail. The outcome of these procedures
shows that it can achieve good robustness and imperceptibility, as well as can resist

attacks.
2.2.1. Structure of digital image watermarking

Digital image watermarking is defined as hiding secret information in the
original data and operated in the digital domain where it inserts a secret data (image).

A general watermarking scheme is explained in below fig. 2.2.

[Extracted Watermark] [Original Image]

Watermark Data
l Peak Signal-to-Noise Rato
(PSNR)
] Ist case 3
Embedding >/ Watermarked Data > Extraction > Performance
Procedure Procedure Parameter
INormalized Cross Correlation
T (NCQ)
2nd case
Watermarking Attacks

Fig.2.2: Watermarking system

The working of digital watermarking mainly comprises of three different steps:
the watermark, the embedding procedure, and the extraction procedure. To generate or
apply watermarks in original media, image processing operations and image transforms

are generally used [154]. In watermark embedding, it consists of original data and

35



watermark data to produce watermarked data. Watermarking procedure can be applied
to both spatial and transform domains. In the spatial domain, pixels are altered for both
the watermark and the host image [155], [156]. In the other domain, watermark
information is encoded in the constants of DWT, DCT, SVD, DCurvT, DST, and QHT.
After that, a recovery method is employed to recover the watermark and original media
from the watermarked media. And some watermarking attacks can also be imposed
during the communication of watermarked data [157]-[159]. The main features
considered during watermarking are robustness, imperceptibility, security, and
embedding capacity.

2.3. Preliminaries of transform domain watermarking

A brief description of the transform domain watermarking system is described

in below section:

Discrete wavelet transforms (DWT)

Wavelets are extremely important for transformation in image processing and
digital watermarking as it has very good energy compaction and excellent space
property [146]. In DWT, a discrete-time signal is converted to discrete wavelet
depictions [160]. It has a feature of multi-resolution breakdown. The functional and
arithmetical analysis of DWT is wavelet transform where wavelets are tested at periods
by some predefined set of instructions [161]. Discrete wavelet transform is beneficial
in eliminating the noise from the data [162]. DWT is the frequency domain analysis of
an image [163]. At every level, DWT analysis for an image is decayed into 4 sub-bands.
These sub-bands are classified as low pass and high pass filters [154]. Actual
information of image data is given by low passbands and information such as edges of
the image is acquired by high pass bands. Fig. 2.3 is a representation of 2" level DWT
decomposition. Furthermore, DWT sub-bands [164] are explained below:

e Approximation sub-bands (LL) are a lower-frequency constituent in both vertical
and horizontal.

e Horizontal sub-bands (LH) are a lower-frequency constituent in horizontal and
higher-frequency constituent in vertical.

e A vertical sub-band (HL) is a higher-frequency constituent of a horizontal and low-

frequency constituent in vertical.
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e The diagonal sub-band (HH) is a higher-frequency constituent of both horizontal
and vertical.

Fig.2.3: Representation of second level DWT decomposition

The original data is embedded by a watermark by applying a DWTy algorithm
(x=1,2,3...1evels of DWT decomposition), then apply the inverse of the DWT(IDWT)
to acquire the signed image. In the recovery method, watermarked image is given as
input, then apply the DWT of the same level. After that, the watermark image is gained
by applying IDWT. Fig. 2.4 represents the watermarking processes in the DWT

domain.

b.) Discrete cosine transform (DCT)

The cosine transforms are applied to decompose an image to transform domain
from spatial domain [165] [166]. DCT works in separating an image into equivalent
frequency coefficients. DCT has a good energy compaction property i.e., acquiring lots
of energy in fewer coefficients, applied in image and signal processing. Energy
compaction property can be depleted to choose the appropriate constants in watermark
embedding [167]. DCT is also good for image compression [162]. Fig. 2.5 denotes the
watermarking procedures in the DCT field.
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Fig. 2.4: Watermarking embedding and extraction in DWT domain
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The equation for 1D DCT for N data points is described below in eq. 1:

F ()= G52, A (). cos [Z2(2xr1)] f(x) ®

The 1D DCT conversion to its inverse is F*(p), is indicated in eq. (2)
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where,

1
A(x):{\/_i for €=0 @)
1

else

Eq. 3 specified the 2-Dimension DCT as follows:

°N-1 . .
F(p, )= G O)TE, THLAR). A®Y). cos F(2p+1)] cos[2(20+1)]. f (x) (3)
further eq. (4) denotes the 2D inverse DCT:

where,

1
A@F{ﬁ forg =0 (4)

1 Otherwise

Host Image

lDCT

Block- Based DCT Host
Image

v

Algorithml —_—> St €— |Watermark Data |

Procedure

¢IDCT

Watermarked Data

lDCT

> Extraction

Procedure

lIDCT

Extracted
Watermark Data

Fig. 2.5: Watermark embedding and extraction in DCT domain
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c.) Singular value decomposition (SVD)

To evaluate matrices, SVD is treated as an arithmetical instrument in image processing
[168]. The SVD transformation is broadly useful in digital signal processing and statistics
[162]. A four-sided matrix is disintegrated into three matrices of equivalent size. The SVD

matrix is defined in eq. 5.

SVD (1) = USVT (5)
where S represents diagonal matrix whereas orthogonal matrices are U and V [169].

The brightness and geometry properties of the image can be well signified by singular
values [161]. This transform guarantees excellent stability in an image if little discrepancy

befalls. So, deprivation is not appeared in the visual quality of a watermarked image [170].

d.) Quaternion hadamard transform (QHT)

QHT defines as an assortment of Hadamard transformation and quaternion
revelation. In QHT, the quaternion number denotes that there is no loss of any color
information [171]. A Walsh function is created when Hadamard sinusoidal and
orthogonal transformation divides a signal or an image into a set of orthogonal and
rectangular waveforms. Hadamard transform provides easy hardware execution, simple
functioning, the computational cost is low which is also affluent for watermarking
[105]. The two basic properties of this transform: - first elements are real and the

second, row and column are orthogonal to each another.

e.) Discrete curvelet transform (DCurvT)

In the last few years, Candas [172] has announced a recent transform called
Curvelet transform in the hierarchy of wavelet transforms. This transform resolves the
issues raised by multiscale depictions. This is multiresolution transmute and offers the
optimal sparse representations of the image matrix [173]. In image processing
operations, wavelet transform is required to signify images more accurately. Moreover,
wavelet transform is not appropriate to illustrate the objects casing aimlessly sloping
boundaries as a curve and corners as an edge. Images are a combination of both corners
as an edge and boundaries as a curve, therefore, demand a transform that can analyse

both curves and edges accurately. This transform has orientation, direction, and scaling
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f)

parameters, due to which, it has a property of line singularity [174]. Curvelet transforms
are a multiscale pyramid along with directions to be defined and obtain a sparse

representation [175].

Discrete contourlet transform (DConT)

Contourlet transform is introduced by Do and Vetterli [176] and implemented
by using PDFB (Pyramidal Directional Filter Bank) for multiresolution illustrations of
images. The Laplacian pyramid in the contourlet transform decomposes an image in
two bands in which one is lowest-frequency sub-bands and the other is highest-
frequency sub-bands. By using directional filter banks, directional decomposition is
applied to every bandpass. The main property of this transform over others is that it
allows to contain distinct directions of diverse scales of an image while gaining critical
sampling [177]. As it retains iterated filter banks, it is computationally easy. Contourlet
transform is important in image watermarking because of its spreading property. This
transform is not equal to the number of directional banks that can be identified by the
person at any resolution and able to capture the directional edges of an image. So, the

image is illustrated in form of directional sub-bands at multiple scales.

2.4. Experimental setup
The comparison of six different transform domain methods is performed with
four different standard images such as Pepper, Barbara, Lena, and Baboon of 512x512

size. The copyright symbol is taken as a watermark image of size 64x64.
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Fig. 2.6: i.), ii.) host image and iii.) secret image iv.) signed image

Table 2.6 Results of SVD, DCT, and DWT for different images

SVD DCT DWT
S. No. Image
PSNR NCC PSNR NCC PSNR NCC
1 Pepper 51.23 0.9921 50.87 0.9973 48.15 0.9955
2 Barbara 51.24 0.9923 50.89 0.9974 48.13 0.9958
3 Lena 51.26 0.9924 50.88 0.9974 48.12 0.9956
4 Baboon 51.25 0.9923 50.89 0.9974 48.14 0.9956
Table 2.7 Results of DconT, QHT, and DcurvT
S, No. Image DConT QHT DCurvT
PSNR NCC PSNR NCC PSNR NCC
1 Lena 51.97 0.9959 53.77 0.9993 52.89 0.9988
2 Barbara 51.95 0.9962 53.76 0.9995 52.85 0.9984
3 Pepper 51.96 | 0.9962 53.76 0.9996 52.88 0.9985
4 Baboon 51.95 | 0.9963 53.78 0.9994 52.88 0.9985
Table 2.8 Results of SVD, DCT, and DWT for attacks
SVD DCT DWT
Images Attacks
PSNR NCC PSNR NCC PSNR NCC
Lena Rotation 33.45 0.9629 33.88 0.9661 34.49 0.9706

42




Salt & Pepper
(0.01)

JPEG (90) 33.81 0.9659 34.14 0.9692 34.92 0.9735

33.65 0.9647 34.08 0.9681 34.75 0.9722

Gaussian
Noise (0.01) 33.52 0.9639 33.95 0.9675 34.53 0.9711
Rotation 33.42 0.9615 33.88 0.9661 34.45 0.9701
Sa't(ﬁgf)pper 3365 | 09647 | 34.09 | 09685 | 3475 | 09722
Barbara
JPEG (90) 33.79 0.9655 34.14 0.9692 34.88 0.9731
Gaussian
Noise (0.01) 33.55 0.9645 33.92 0.9669 34.51 0.9708
Table 2.9 Results of DconT, DCurT, and QHT for attacks
DConT DCurvT QHT
Images Attacks
PSNR NCC PSNR NCC PSNR NCC
Rotation 34.99 0.9749 35.98 0.9799 38.59 0.9879
Salt (f)‘_gf)pper 3555 | 009782 | 3655 | 09842 | 3857 | 09872
Lena
JPEG (90) 35.76 0.9791 36.15 0.9827 38.66 0.9882
Gaussian
Noise (0.01) 35.14 0.9765 36.88 0.9856 38.47 0.9865
Rotation 35.01 0.9755 35.98 0.9799 38.56 0.9871
Salt (‘g‘ (I):’le)pper 3555 | 09782 | 3661 | 09844 | 3855 | 0.9869
Barbara
JPEG (90) 35.82 0.9795 36.05 0.9815 38.69 0.9885
Gaussian
Noise (0.01) 35.15 0.9769 36.85 0.9851 38.47 0.9867

In this chapter, the literature on various domain-based watermarking, encryption-based
watermarking, and optimization-based watermarking has been discussed. Further, a
comparison of six different transform-domain watermarking procedures has been presented in

a normal and noisy environment.
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Chapter-3

ROBUST AND SECURE COLOR IMAGE WATERMARKING
WITH PAILLIER HOMOMORPHIC CRYPTOSYSTEM AND
ARNOLD TRANSFORMATION

This chapter presents color image watermarking with homomorphic encryption with
Arnold transformation for the robust and secure transmission of digital content. In this scheme,
transform domain techniques DWT-DCT are employed in encrypted domain. To encrypt the
original media, cryptosystem is exploited here. Further, for the security of digital media,
watermark image is twisted through Arnold scrambling method, and achieved prior to the
embedding process. There are many scrambling techniques available in the literature, Arnold
transform is used in this work because it is an iterative process to alter the coordinates of pixel
position to change the layout of an image. On one hand, an encoded watermarked image is
generated after the embedding process with encryption. On the other hand, an extracted
watermark is obtained after the extraction process with decryption rules. The performance of
the discussed method is tested with watermarking performance parameters like PSNR and NC.
Further, some encryption parameters such as NPCR and UACI are also estimated. The

presented method is also evaluated for different attacks.
3.1. Introduction

In real-world scenarios, multimedia contents is rising with a terrible amount, so these data
need to be secured efficiently [178]. However, content is not secured over the internet because
of manipulating, copying, replicating, storing, or deletion. Some efficient methods are required
to avoid unauthorized access to data. So, researchers analyzed that digital watermarking is
suitable for it. Image watermarking was found to be an inspiring research topic that includes
ethics and methods of exchanges, signal processing, and encryption [179]. This research has
many applications towards a proficient watermarking system that can be positively applied in
spatial and/or transform domains. Further, some robust, secure, and imperceptible
watermarking techniques with transform domain and encryption are discussed. In [180] author
has used Rivest, Shamir, Adleman (RSA) encryption with logistics, for robust and secure
watermarking. The author proceeds their work in RSA encryption for embedding and logistic

scrambling. The outcome of watermarking is found to be better in comparison to others. The
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technique that works with the DWT-SVD domain is observed to be robust. However, a
disadvantage of this technique is that it extracts watermark data in an informed way. This
procedure involves both original and watermark data for extraction. Further, LSB and AES
encryption are used for the medical cloud to secure the medical data (images and reports) in
[181]. In this scheme, the LSB technique is exploited to hide the reports, and AES encryption
is utilized here to encrypt the text file in the medical data. This technique achieves better results
as compared to other methods. A buyer-seller image watermarking method with DCT and
homomorphic encryption is discussed in [182]. The authors claimed that their algorithm has
good perceptibility against attacks. Paillier cryptosystem is discussed for large and increasing
dataset administering in [183]. Cryptosystem shows a foremost part in this dataset and achieves
better performance. The author of [184] discussed a concept of Homomorphic image
watermarking with SVD. The secret information is encrypted by applying chaotic encryption.
Homomorphic transform is used before embedding, then SVD is employed over the original
signal. Embedding is ensured in a block-by-block mode and achieved better outcomes. But
authors have reported that encryption is not applied in the host signal. Both symmetric and
asymmetric encryption schemes have their merits and demerits related to image watermarking.
Multiplicative homomorphic encryption such as RSA is found to be slower than Additive
homomorphic encryption like Paillier cryptosystem. The reason behind initiating
homomorphism in encryption is that without decryption, the encoded message can be
functioned [185]. Recent cryptography trails durable scientific schemes and cryptographic
procedures and such procedures are stiff to disrupted by an unauthorized person. Due to the
importance of encryption and watermarking for multimedia data, a secure and robust
watermarking system for color images, by operating Arnold transform and cryptosystem is
described here. This chapter has the subsequent contributions:

e The watermarking scheme with the grouping of DWT and DCT performed superior.

e The confidentiality of watermark data is upgraded by applying the Arnold scrambling
into watermark data and generating the scrambled watermark image.

e The cover image and scrambled watermark image are undergoing encryption
procedures. Further, the embedding process is done on both encrypted images and the
encrypted watermarked image is generated.

e Results indicated that our technique gives a better outcome for several image processing
attacks, some are salt & pepper, filtering, JPEG compression, and rotation.
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3.2. Paillier homomorphic cryptosystem

A French researcher Pascal Paillier (1999) invented an asymmetric key cryptography
system called as Paillier cryptosystem. The Asymmetric cryptography method is a grouping of
both, the public and private keys. In this system, the private key is reserved secretive while the
public key gets dispersed. By use of a public key, information is encrypted and by private key,
information is decrypted [186].

3.2.1. Key generation steps

1.) Two numbers (prime) r and s are chosen randomly but not dependent to one another

such as,
ged=(rs, (r-1) (s-1)) =1 1)
2.) Evaluate n,
n=rs, 2
_r=1).(s-1)]
A= gcd (r—1,5-1) (3)

where, gcd is the greatest common multiple.
3.) Choose one number (random) u, were, U € Z 2.
4.) Confirm v divides u, the multiplicative inverse is represented in eq. 4

p = X(u* mod v?))™* mod v 4)
where, X is represented as
X (@) =2 (5)
3.2.2. Encryption

1.) Pick i as information to be ciphered where i € Z,
2.) Choose casual digit r, where r € Z;,

3.) Compute ciphertext:
ca = i% r" mod v? (6)
3.2.3. Decryption

1.) Now decrypt the ciphertext data ca, where ca € Z,,

2.) Compute the plaintext data as represented in eq. 7:
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u = X(ca*mod v?).p mod v (7)

3.3. Arnold transformation

The watermark image must be scrambled prior to embedding, to develop the security
of the host image. It is a continual procedure to vary the pixels of the image to transform the
arrangement of an image [187]. The image scrambling method provides a non-password
security algorithm for data hiding. It has a feature of periodicity and simplicity so it is broadly
utilized in digital watermarking [84]. Due to the periodicity property, an original image can be
brought back after several cycles. The periodic feature of Arnold transformation is conditional
on the image size for restoring an image because it has to wait for a long time [188]. The
transformation of pixel coordinates (a, b) in the unit square changing to other coordinates (A’,
B’) is defined in the following eq 8.

I 2l onoa v} ®

where P’ and Q’ are transformed pixel coordinates. The places of pixels are varying from one
point to other.

AL 3] oroto) ©

n mn+1

Eq. 9 illustrates the 2D Arnold transformation of the image matrix, where A' and B' are
transferred pixel coordinates of a and b after Q repetitions, N denotes the size of the digital

image, and m and n are two positive integers.
3.4. Proposed Paillier homomorphic cryptosystem-based watermarking

The proposed block diagram is employed for a digital image watermarking scheme in
an encrypted environment with transform domain (DWT-DCT) for amending the robustness
and security of multimedia data. A complete watermarking procedure is demonstrated in the
following figure 3.1. Firstly, the original image ‘A’ is encoded by operating homomorphic
encryption in the hybrid transform (DWT-DCT) domain. Here, the original image is
disintegrated by DWT to achieve coefficients of DWT, then DCT is operated on particular
DWT coefficients to acquire encrypted image ‘E[A]’. Afterward, a scrambled watermark

image is produced by the exploitation of Arnold transformation and obtained prior to the
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embedding process. Then scrambled watermark image is underdone for the encryption process
and generates an encrypted scrambled image 'E[W]’. Further, the encrypted original
information is embedded by encrypted scrambled watermark image to generate an encoded
watermarked image ‘E[AW]’. Subsequently, the extraction process and decryption are

employed to extract the watermark image and the original image.

Input Image Output Image
AN X
A
Watecrmark Watermark
Image W Image W
A
Y
Arnold Arnold
Transform Transform
A
Y Y
Encryption Encryption Decryption Decryption
E[A]\_+—‘E[W} E[A}* 4E[W]
Watermark - _ | Watermark
Embedding >-QREAW] Extraction

Fig. 3.1: Diagrammatic representation of the proposed watermarking system

Watermarking procedures are carried out in an encrypted domain. The extraction
procedure is just contrary to an embedding procedure. The following sub-section defines the

embedding and extraction procedure of the presented system.
3.4.1. Steps for embedding
The embedding procedures are explained below:

a.) Firstly, upload a cover image of size 512x512, and 32x32 is the size of the watermark
image.
b.) Cover image is decayed by DWT and generates DWT constants as dA, dH, dV, dD sub-

bands.
c.) Then, DCT is operated on individually wavelet constants to attain the DCT constants

like dA’ (r, s), dH’ (r, s), dV’ (r, s), dD’ (r, s).
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d.) Then encryption process is functional on both scrambled image matrix and all DCT
constants of the cover image.

e.) Watermark embedding of the cover image is done using the equation number 10 as
follows:

X=Y+axZ (10)
where X is an encrypted watermarked image matrix, Y symbolizes an encrypted
original image matrix in DWT-DCT domain, a is the gain value and Z signifies
the scrambled watermark image.

f.) Post embedding procedure requires converse of DCT, then DWT is retained to acquire
the watermarked image (encrypted).

g.) The key is produced by implementing the XOR function between the encoded host
matrix and the scrambled watermarked matrix.

h.) Lastly, watermarked image is displayed.

3.4.2. Steps for extraction
The extraction procedures are described below:

a.) Here, a decryption procedure is done on the encoded watermarked image to achieve a
decrypted watermark image

b.) A DWT decomposition is employed on decoded watermark images to achieve DWT
constants as dAl, dH1, dV1, dD1.

c.) ADCT is done on the same DWT constants to perceive DCT constants as dA11 (r, s),
dH11 (r, s), dV11 (r, s), dD11 (r, s).

d.) Now, the watermark image is extracted by using the equation number 11 as follows:

B-C

A==t (11)

a

where A is the recovered watermark image, B represents the watermarked image

(encrypted), C denotes the original image (encrypted) and a is a gain value.

e.) After this process, inverse is employed over operated methods i.e., IDCT then IDWT

to extract the watermark image.
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Following figure 3.2 denotes the embedding procedure in an encrypted domain.

DWT DCT
. . DWT Sub-bands |pmmmep] DCT Coefficients
=i Encription

S Amcld
Y SN P =

Inverse DCT

v

Inverse DWT

Fig. 3.2: Encryption Process

3.5. Experimental outcomes

The 512x512 and 32x32 size of the cover and watermark image are taken for
experimental purpose. The PSNR and NC watermarking parameters are used to determine the
impact of our method along with two encryption metrics NPCR and UACI, for the encryption

scheme. A detailed explanation of these performance parameters is presented in chapter 1.

Embedded
Watermarked
Image

Watermark Image Scrambled
Watermark Image

Fig. 3.3: Watermarking process for image Lena
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Figure 3.3 is a representation of watermarking outcome for original and watermark
images. The encryption process is applied to the original image to get an encrypted image,
whereas Arnold transformation is employed on the watermark image to get a scrambled
watermark image. After that embedding process is implemented to acquire the encrypted
watermarked image. Table 3.1 shows the performance evaluation of PSNR, NC, NPCR, and
UACI for six dissimilar standard images (Barbara, Lena, Goldhill, Mandrill, Peppers and
Football) at a gain value of 0.01. Fig. 3.4 and fig. 3.5 depict the graphical illustration of NPCR
and UACI results for distinct images respectively. From table 3.1, the finest PSNR found is
56.98 and the NC value from image Lena is 0.9974. Though, the lowest PSNR is 55.78 from
Football image, and lowest NC is 0.9735 from the image Goldhill. Further, it is interesting to
see that both NPCR and UACI are in an acceptable range.

Table 3.1 Performance analysis of proposed method

Sr. No. Images PSNR NPCR UACI NC
1 Barbara 56.95 0.9954 0.3737 0.9968
2 Lena 56.98 0.9959 0.3444 0.9974
3 Goldhill 56.52 0.9952 0.3735 0.9735
4 Mandrill 56.55 0.9959 0.4464 0.9965
5 Peppers 56.12 0.9961 0.4572 0.9824
6 Football 55.78 0.9958 0.4501 0.9799

NPCR values for different images

Football  I——
Peppers | —

<
QO
5
o
=

Goldhill = NPCR

Standard Images

Lena | ———
Barbara [

0.9945 0.9947 0.9949 0.9951 0.9953 0.9955 0.9957 0.9959 0.9961 0.9963
Values

Fig. 3.4: NPCR values for standard images
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UACI values for different images

Football
Peppers
Mandrill

Goldhill 2 UACI

Standard Images

Lena

Barbara

o

0.1 0.2 0.3 0.4 0.5
Values

Fig. 3.5: UACI values for standard images

Table 3.2 compiles the NC value after applying watermarking attacks on six different
images and values are attained within expected limits. At this time, salt & pepper noise is
examined at 0.01, Gaussian noise at 0.01, JPEG is examined at (QF 90), rotation attack at 30°,
and cropping attack at the top left corner of the image. S