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ABSTRACT

Nowadays, We all are aware of cloud computing and its capabilities, cloud provides many
services to the end users such as users can use cloud for storage purpose where the end user
can store its data and can access that data from anywhere or as a platform to compile or run
the programs but sill cloud has many limitations to the latency sensitive applications that is
where latency is an issue and any delay can’t be tolerated in the application. If any delay would
occur in the application then there would be a major problem for example in the disaster
management application if there is any delay in the transmission and processing of the data
then the results might be dangerous. To deal with such kind of problems a new field is emerging
in which a virtual layer between the cloud and the end devices known as the fog layer is
introduced. There are many security issues that occur in the fog layer and an appropriate
security algorithm is needed to deal with those security issues. For this we have to keep many
things in mind such as the processing capabilities of the fog nodes that if a particular scheme
is applied in the fog layer and the encrypted message size is too large then the processing of
that packet in the fog nodes may take a large amount of time and the processing cost of the
network may increase, also the overall time may increase. Our first goal is to analyze the
various challenges in terms of cyber security principles and provide an appropriate encryption
scheme of the fog computing. The overall cost of the real time applications is going to reduce
because of the virtual layer between the cloud and the I0T/end user devices, fog layer is going
to reduce the overall transmission time and the processing cost of the application, If an
appropriate scheduling algorithm is implemented in the fog layer to schedule the tasks that is
which request from the end devices is passed to cloud or which request is handled in the fog
layer. There are many algorithms for the fog computing to reduce the overall cost of the fog
network but our second goal is to implement the priority-based scheduling algorithm in the fog
environment to show that this is going to reduce the overall cost of the application.

vii



CHAPTER1
INTRODUCTION

1.1 Introduction

Cloud computing enables the end user with many capabilities such as storage, processing and
provides many other services to the user. Suppose there is an application which require some
processing power which our personnel computer is unable to provide for that purpose we can
request cloud to use its processing power to complete our task. We can request to a use a
software without installing it in our personal computer from cloud. Our devices have some
limited space capacity we can buy cloud storage for storing our files, videos, photos etc. on the
cloud and access those photos, files from anywhere in the world by logging into the cloud there
are companies which provide these kinds of services such as AWS (amazon web services),
microsoft Azure these two companies provide the infrastructure like servers, OS, virtual
machine etc. Apprenda, Red hat openshift provides platform-based services for maintaining,
testing and developing software’s and software as a service are provided are provided by
companies like google, salesforce in which user can connect to applications through internet.
Due to some of the drawbacks of the cloud computing a field is emerging nowadays that is
edge computing or the fog computing which brings the cloud and end devices together. In the
fog computing a virtual layer is added between the cloud and the end devices. In other words,
fog computing is not replacing the cloud computing but adding an addition layer to the cloud
environment to overcome the weakness of cloud computing by providing real time services

that support low latency.

Since in the last few years many IOT devices are getting linked to the fog layer and their
security is becoming a big issue. The confidentiality of the data that is sent from end users to
the fog nodes and the authentication or authorization is also an issue that is a particular client
can access particular information while designing of an fog application we have to keep in
mind these points in this chapter we are going to discuss about various security challenges,
requirements and possible cryptography solutions for the fog computing , also discuss about

scheduling problem in fog computing.
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Figurel.1: Fog network

Above figure is showing the three layered network of the fog environment in this network the
bottom layer consists of IOT or the user devices such as the mobile, CCTV cameras etc and
the middle layer is the fog layer consisting of the fog nodes such as routers, switches ,embedded
servers or we can say that any device that has computing, storage and network connectivity
can be a fog node in the fog layer. The characteristic of the fog nodes are as follows:
1.Storage: The fog nodes have some storing capability and the storage in the cloud is not
permanent.

2. Computation: The fog nodes should have some processing power to process the data before
sending it into the cloud layer to reduce the latency in the network.

3.Network connectivity: The fog nodes should have the network connectivity means that the
fog nodes can connect with other fog nodes and also with the cloud so efficient working of the
network should be possible.
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Figurel.2: Architecture of the fog computing

In the fog computing architecture, we are not going to remove cloud but a fog layer is
added. In this we are going to bring storage, computation closer to 10T layer through

introduction to fog.

Firstly, data is processed in fog layer if the data is time sensitive otherwise in the cloud
layer. This architecture reduces latency, save bandwidth because we are not flooding the
entire network with different packets, we are sharing bandwidth and storage at cloud
because everything is not sent to cloud. Now let us discuss a use case for fog computing a

fire detection and firefighting system.

This system is going to detect the fire in an environment by monitoring various factors
such as the wind speed, moisture and temperature and the mechanism will dispatches a
large group of the robots when fire is detected. Fire detection component, firefighting
strategies module and Robot dispatcher module are the three main modules of the above
use case system and these components are mainly located in the cloud that might be at a
large distance from the IOT devices such as sensors which are present on the other end of
the network. There might arise a problem of the delay in the transmission between the 10T

devices and the components of the application.
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Figurel.3: Fire detection and firefighting system

Above figure shows the use case for the above discussed use case. Since there 3
components of the fire Detection and fighting system, 2 modules i.e. fire detector module
and robot dispatcher module are moved from cloud stratum to the fog layer out of the three
components then will helps in getting end to end latency constraints.

Real time data can be collected from the different sensors deployed in the edge of the fog
computing environment and detect the fire if to locate the fire detector module at the fog
layer and if this component detects the fire then this component notifies the firefighting
strategies module which is present in the cloud layer to perform the firefighting strategies.
After this firefighting strategy set up a communication with the robot dispatcher which will
release the robots to extinguish the fire.

Now let us discuss about the working of the fog computing, The IOT devices sends 3 types

of data:
e The data which is very time sensitive.
e The data which is less time sensitive.

e Third one is the data which is not Time Sensitive.



To the fog nodes and the fog nodes worked accordingly to the type of data they receive and for

this fog node application is installed in the fog layer devices to handle this kind of data.
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Figurel.4: Working of the Fog

= The data which is very time sensitive:
The nearest fog node takes the data from the devices. In case of most time-sensitive Data
i.e. the data in which any kind of delay can’t be tolerated. Firstly, it analyzes at the nearest
node itself and then sends the decision or action to the devices and at last a copy of it sends
and stores the summary to cloud for future analysis.

= The data which is less time sensitive:
Data which can be analyzed after sec or minutes. Data sent to the aggregate node for
analysis. After analysis the aggregate node send the decision or action to the device through
the nearest node then the aggregate node sends the detailed summary to cloud for storage
purpose and for future use.

= Third one is the data which is not Time Sensitive:
Data which can be waited for hours, days, weeks is sent to cloud for storage and future
analysis and then summarizes from fog nodes can be considered as less time sensitive data.

Now let us discuss the advantages of the fog computing:
e Security:
I.  Provides better security

Il.  Fog nodes can use the same security policy



e Low operation cost:
I.  Processing of the data takes place at the fog node before sending this data
to cloud.

[l.  Fog computing reduces the consumption between the cloud and the client

e Reduces unwanted accidents:
I. At the time of decision-making latency is reduced.
Il.  Fog computing provide quicker decision making as comparison to the cloud

computing.

e Better privacy:
I. I the industry wants to analyze their data locally then they can do so.
Il.  Confidential data can be stored in the local servers.

IIl.  Users can data that data which he/she wants to store in the cloud.

e Support mobility:
I.  Nodes that are present in the fog environment are mobile since these fog nodes

can join or leave the fog layer where ever they feel the need of it.

1.2 Problem statement

Cloud computing is a powerful tool but still it has some problems. In cloud the distance
between cloud servers and the end users is a major problem which may lead to the increase in
the delay and sometimes there may be the chances of shortage of resources for execution of
the tasks and there may chances that some of the resources may remain idle these are some of
the problems with the cloud computing. One of the major problems that comes in cloud is with
the latency sensitive applications where any kind of delay is intolerable. To handle these
problems in cloud computing fog computing helps a lot by adding a layer in cloud environment
between cloud server and end users. Suppose we have an application for fire detection and
handling in which any kind of delay would cause a major problem. In this application let us
say that there are three main parts first part is for sensing the atmospheric changes in the

environment, second part makes decision regarding decision making that is which action is



needed to deal with the fire and the third part is robot dispatcher to dispatch the robots to
extinguish the fire. Suppose second and third parts are present in the cloud and first part in end
devices layer. First part senses the changes in environment like temperature, pressure changes
etc. and send it to the cloud then decision is made there but if there is any kind of delay then
this would lead to a major problem. To deal with this kind of problem we can put the decision

maker part in the fog layer to resolve the latency problem.

After the fog layer is introduced in the fog computing environment the security challenges that
are present in the traditional internet also present in fog computing environment. Some of the
attacks that can happen in the fog environment are the impersonation, M-in-M, injection and
the DOS attack. In the impersonation attack the third party can take the identity of a particular
node and try to modify the message or can cause many kinds of privacy concerns in the
network, the impersonation attack is one the common attack in the wireless network. Man, in
the middle is the other kind of attack that is possible in the IOT use case, it is also a type of
impersonation attack in which a mobile can take the identity of a sensor and can transmit any
kind of information or we can say false information, in simple words in this attack the a 3"
party node intercepts the common between two nodes to capture the data. So, if we want to
deal with security and privacy issues a strong identity management and encryption schemes
are needed. There are security requirements for the cyber security such as confidentiality,
integrity and availability that we have to keep in mind while developing a cyber security
system. In confidentiality we have to ensure that the authorized user can only access the data
that is transmitted and the unauthorized user can access the data in this way the privacy of the
data is maintained. The integrity of the data makes sure that the data remains consistent,
accurate. At last availability of data makes sure that the data always remains available even

after the denial of service or we can say even after the system failure.

1.30bjective

Nowadays large amount of data is generated by real time applications and many requests are
made by the end users to the cloud at the same time. To handle these requests in an efficient
manner a proper algorithm is required. Our first objective is to allocate the cloud resources

efficiently to achieve the maximum throughput from the system. In the fog computing



environment, a limited amount of the resources is available and request are made in a large
amount from the end users to get maximum profit we have to allocate resources to the requests
according to their priority levels. Just like in operating system proper scheduling algorithms
are required in a similar way a scheduling algorithm is required in fog layer to handle the
request such that no request go to starvation and each request gets a proper attention based on
its priority. In simple words we can say that a request is made by end user if that request can
be fulfilled in fog layer then it will not be proceeded to cloud layer but if fog devices are not
able to fulfill its requirement then that request will be sent to the cloud. If all the resources of
the fog layer are in use and a request is coming from the end users then that request have to
wait till the resources are going to free but if proper scheduling algorithm is applied in fog
layer then that request is diverted to the cloud. Our aim of the project is to implement a
prioritized scheduling algorithm in the fog layer. This algorithm is based on the system model

where a fog layer is present between end devices and cloud datacenters.

This model is best suited for those applications where high latency can’t be tolerated. The fog
layer many fog devices are present and with each fog devices micro datacenters are associated.
In this model the fog devices can communicate with each other for the efficient resource
allocation to the request that is made by the end user’s and to balance the load on the fog layer.
First of all, the request made by user is processed in the fog layer based on their priority levels
but if all the micro datacenters in fog layer are saturated then this request is passed to the cloud
layer. Our next objective is giving a proper light weight cryptography solution for the fog
computing environment. One of the challenges in the security of the fog nodes is that the
environment of the fog computing is distributed and we have to deploy a security scheme in
the distributed environment and processing capability of the fog nodes is also very less as
comparison to the cloud computing in which the processing is done by the centralized cloud.
The implementation of the security mechanisms in the fog nodes is an ideal solution for
security in the fog computing because fog computing is distributed network and the fog nodes
are closer to the 10T or end devices. The resource limitation of these fog nodes is a major
concern that we have to consider while designing a security mechanism for the fog computing

environment.



CHAPTER-2
LITERATURE SURVEY

In this chapter we are going to discuss about the related works in fog computing and scheduling

in the fog computing environment.

2.1 Previously Existing Surveys on fog computing

In recent years a large amount of work and research is conducted in this area. In 2010 Q. Zhang,
L. cheng and R. Boutaba [1] have given a research which is based on cloud computing and
various research challenges in it. X.zhu et al [2] have published a research paper in 2014 which
shows how we can improve the video quality and its overall performance with the help of edge

servers in the fog computing environment.

A three-layer architecture have been given by Agarwal, Yadav and Yadav [3] in year 2016. In
this architecture a layer is introduced between cloud and end devices. Fog server, fog manager
and virtual machines these three functional components are present in the fog layer and they
also proposed an ERA (efficient resource allocation algorithm).Chin Tsai and Melody Moh in
2017[4] proposed the load balancing in 5G cloud radio access networks supporting 10T
communication for smart communities. Most recently in 2018 the fog computing can help in
5G, the research paper by Gurpreet kaur and Melody Moh [5] have an algorithm in cloud Radio
Access networks for efficient cache management.

2.2Previously Existing Surveys in security

M.Dakshayini and H.S Guruprasad [6] these two have given anoptimal model in 2011 for
priority based service scheduling policy for cloud computing environment, this algorithm
provides the real time results, provides the quality of services (QOS) and also helps in getting
maximum throughput . An optimized algorithm for task scheduling based on activity costing
in cloud computing is given by A. Ingole, S. Chavran and U. Pawde [7] in 2011. A latency
aware resource allocation algorithm proposed by J.Xu, B.Palanisamy ,H. Ludwig and Q. wang
for edge computing[8]. A task scheduling algorithm by R.singh,S.Paul [9] they have divided
scheduling in two types first one is static and second is dynamic. A real time Efficient



scheduling algorithm for balancing the load in fog computing environment by M.verma,
N.bhardwaj[10].

C.Pawar and R.wagh[11] based on the parameters such as CPU time, memory and network
bandwidth they have given a priority based dynamic resource allocation in cloud computing
which is actually based on preemption mechanism. E. Elghoneimy ,0.Bouhali have given a
resource allocation and scheduling algorithm in cloud computing[12]. Optimization of First
come first server (FCFS) based algorithm by A. Marphatia, A.Muhnot ,T. sachdeva[13].

2.3 Previously Existing Surveys on Scheduling

Now we are going to discuss and analyze the related work in the cyber security schemes. In
2006 G.Ateniese, K.Fv,M.Green and S.Hohenderger[14] have improved the proxy re-
encryption to secure the application that support the distributed storage. Fast proxy re-
encryption for the publish systems is given by the Yuriy et al [15], since in the embedded
systems the 10T devices the resources are limited that is why the proxy re-encryption is proved
to be efficient. Key proxy re-encryption in [16] has proposed in 2009 but this scheme has an
limitation, this scheme is inefficient for the embedded systems in which the resources are
limited. Identity Proxy based re-encryption has been studied in [17] in which plaintexts
encrypted is transformed from on identity to another. Z.wang [18] proposed an id based proxy
re-encryption scheme for access control in the fog computing environment, in this the key
leakage is protected from the channel side. A summary of Secure data sharing based on proxy
re-encryption in fog computing environment is given by Y-J song and J-M kim [19] but in this

paper there is deficiency of the results and the evaluation.
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CHAPTER-3
SYSTEM DESIGN

3.1 The cyber security system and algorithm

Since our main is to design a security a scheme for the fog computing embedded systems in
which the processing capabilities of the IOT devices is very less and also we have to deal with
various security challenges that we have discussed in the chapter 1.0One of the way to protect
the data is the cryptography in which the plain text is first encrypted into the cipher text and
after that the data is transmitted through the channel with a key and this message is received
by the end side after that this message is decrypted into simple text using a key ,the receiver
will then able to read the text. There are many algorithms for security such as RSA, ECC etc.
but we are going to discuss about the ECC algorithm that is the elliptic curve cryptography
algorithm which is going to use the properties of the elliptic curve to generate the algorithm.
Elliptic curve cryptography (ECC)[21] is a asymmetric cryptography this means that the
encryption and decryption keys are going to be different in the system .We have chosen this
algorithm for our system because this system is going to provides more security as comparison
to the traditional RSA algorithm that is most widely used algorithm for security in the cloud
computing because the key size that is used in ECC is much smaller than the key size of the
RSA algorithm. If we want to define the elliptic curves then we can use functions with the
degree three or we can say the cubic functions. The equation for the cubic function is given

below:
y2=x3+ax+h
Elliptic curve cryptography can be used for many purposes such as the key exchange,

encryption, decryption or the digital signature. The elliptic curves can be shown in the

following figure:

11
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Figure3.1: Elliptic Curves

One of the properties of these elliptic curves is that these elliptic curves are symmetric in the
horizontal direction (x-axis). And another property of the elliptic curves is that the line drawn
on the elliptic curves is going to touch the curve at three different points, the line can be drawn
up to infinity. But for our analysis we have to a limit to the curve suppose we are giving a limit
of n to the curve for simplification and the line that we have drawn is touching the curve at

points P, Q and R as shown as in the following figure:

Figure 3.2: Elliptic curve observation

Let us say that the above elliptic curve is represented with Ep(a,b).Also consider the equation
Q=KP where Q, P belongs to Ep(a,b)

12



And the term K is going to be less than our limit that we have set in our elliptic curve i.e. k<n.
From above we can conclude that this function is a one way function or we can say a trap door
function because in this function it is easy to find the value of the Q if the values of K and P
are given but if we go in the opposite direction then it will be difficult for us to find the value
of K given Q and P, this kind of problem is known as the discrete logarithm problem.

Now we are going to discuss about the ECC key exchange method, ECC encryption and the
ECC decryption.

So, firstly we will start with the key exchange method let us consider an elliptic curve Eq (a,b)
where ¢, a and b are the parameters for the elliptic curve where q should always be in the form

of 2"Mq is a integer or a prime number.

G would be that point of the elliptic curve that can generate all the points of the elliptic curve
and this point is known as the generator point of the elliptic curve. Let us consider two persons
A and B both to them are going to exchange the keys.

For Person A:
Let us say private key for this person is na and this can be calculated by na<n where n is our
limit. And the public key Pais calculated as:

Pa=na*G where G is the generator point

In the similar way the private and the public key for person B can be calculated:

Let us say the private key of person B is ng and public key is Pg.

Here ng<ni.e less than our limit and Pg =ng*G

Here public key is that key that is shared with another person. The secret key calculation for
both person A and B can be done as follows:

Since both the persons have their private key when their own private key is multiplied with

another person’s private key then the secret key is calculated.

For person A:

13



Secret key k=na*Pg
For Person B:

Secret key k=ng *Pa

Now we will discuss the ECC encryption and decryption:

For this purpose, the message is not encrypted but the message is encoded into a point on the
elliptic curve and after that this point on the elliptic curve is encrypted and sent to the other
end. Let us consider the message that we want to send is M first step in the algorithm is to
encode this message M into a point on elliptic curve let us say that point is Pm on elliptic curve
then in the next step Pwm is encrypted then the corresponding cipher point which is sent to the

receiver is Cm.

cm=(KG,Pm+KPg) where K is an random positive integer that is chosen for the encryption.
When this encrypted point is sent to the receiver the decryption takes place, they’re by

multiplying the first point in the pair with the receiving end’s secret key

i.e KG*ng

after that this value is subtracted from the second point i.e

Pm + kPg — (KG X ng)= Pm +kPg — (kPg) =Pm

which is the original point. After this the receiver is going to decode the message from this

point.

3.2 System design for scheduling

Our main aim is to allocate resource in the fog layer in such a way that the efficient use of the
resources in the fog layer is possible. Three-layer model is going to use in our system in which
three layers are present in our environment that is cloud layer middle one is the fog layer and
the client layer or end user’s layer. The main problem is that in our fog environment there are
many clients are present and each client can make several requests according to their need but
the resources are present in the limited amount, for dealing with such kind of problem server
virtualization is an important concept. In server virtualization we break the actual server into

many different virtual servers or we can say that a particular resource is going to be divided

14



into many parts each part can deal or handle an individual request from the end user client. In
this way we can maximize the server resources. The following figure can show the server

virtualization concept on cloud and fog layer.
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Figure 3.3: Server Virtualization in cloud and fog layer environment

With the help of the server virtualization the overall cost system usage and response time of
the system is going to decrease. The algorithm that we are going to implement is on the fog

layer that is the middle layer between client layer and cloud layer.

The bottom layer is the client layer or the end user’s layer in which different IOT devices are
present these devices can make any type of request to the server. First of all the request made
by the user goes to the fog layer where they are assigned their priorities and after that resources
are checked whether the resources are present in fog layer to satisfy the client’s request if the
resources are available then the client’s request is served in the fog layer otherwise if all the
resources in the fog layer are exhausted then the request is diverted to the cloud layer. Our
main motive to serve the requests in fog layer is achieve the low latency. The system model is
described as follows:

As shown in fig.3.3 there are three layers are present in our cloud-fog environment.
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e First layer is the cloud layer that is the top most layer of the fog computing environment
in this layer we have many cloud data centers.

e Second layer is the fog layer that is the middle layer of the fog computing environment,
in this layer various fog nodes are present or we can say that various fog devices are
present or the Fog servers are present (FS). The fog servers present in the fog layer
have various micro data centers. For managing the various resources such as processor,
storage present in the fog layer fog server manager (FSM) is present.

e The end layer is known as the client layer or the end devices layer. In the client’s
devices are present which makes the requests to the fog layer for various kind of

services according to their needs.

The fog layer receives the requests from the client layer. It depends on the fog nodes to
accept the request or they will reject the request. Depending on the various factors if the
request is completed in the given parameters or we can say the given deadlines then the fog
layer devices are going to accept the request otherwise the fog nodes are going to decline
the clients request. If the client’s request is satisfying the deadline parameters then fog
nodes accept the request and fog server manager is going to put that request into the priority
queue and server the request according to their assigned priority levels. On the basis of the
priority of requests the fog server manager servers the request and for serving the requests
first of all it checks the availability of the resources present in the fog layer. If all the
resources of the particular fog node are free or are available for serving then the request is
completed and the results are sent back to the client. But sometimes there are chances that
the resources of the fog nodes are not available that is the resources are acquired by the
other requests then that fog node can communicate with other fog nodes for serving the
clients requests but if all the resources of the fog layer are busy, not able to serve user’s

requests the requests are redirected to the cloud.

3.3How queuing and priority works

In order to serve the client requests certain deadlines, have to be met. So that the task is
completed in time and in efficient manner [22].

Some of the parameters that we are going to use in our algorithm are discussed as follows:

16



o Qn,Qm QLHigh, medium, low priority queues
« T1,T2 Threshold for deadline at levels 1 and 2
. reqithei™user request

. Wi total service time of req;

. delay;" maximum allowed delay of req;

. WiQ total time user regispends in the queue

. C total number of servers

. STestiestimated service time required by req;

. STes' estimated service time required by all tasks

As mentioned in the above parameters we have three priority levels 1 means high 2

means medium and 3 means low.

From the client layer the client makes a request and the total time the client’s request
IS going to spend in the fog layer is equal to the sum of the time that the request takes
in the queue and the time that the request will take to complete on the fog nodes that is
the request total service time.

i.e

Wi = Wi+ pi

The delay that the request can handle is specified in the service level agreement.
But our main aim to achieve the Quality of service (QOS) for this purpose the time that
the request of the client spends in the fog layer should be less than the maximum
allowed delay for the request that is specified in the service level agreement (SLA).
i.e

Wi<delay;"

3.4How the priority model is going to work

The priority algorithm is going to work in the following three points.

if delay == STest,i
Return (H)
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First of all, the maximum delay that is allowed to a task is compared with the total estimated

service time of the request if both of them are found equal then the request is assigned a higher

priority.

In the algorithm we are going to use the two variables T1 and T2, these two requests are used

to order the requests in the system according to their timeline.

else if Ti< delay i'<= T

if SBcat ==1
Return (H)

else if SBeat ==2
Return (M)

else if SBcar==

Return(L)

If the first condition is not satisfied in the algorithm then the algorithm is going to jump to the

next condition i.e stated above .In this condition we will check that if the total delay of the

request falls between the parameters Tiand T2 then the priority of the request is given according

to the original priority of the request. If the original priority is 1 then the assigned priority level

is going to be H (high priority), elseif the original priority is 2 then the assigned priority level

will be medium (M), and elseif the original priority level is 3 then the assigned priority level

would be low(L).

The last condition is given by:

Else delay i" > T
if SBcat ==1

if Qn is not full
Return (H)

else

Return (M)

else if SBcar ==
If Qwm is not full
Return (M)

else

Return (L)

else if SBcar==3
Return (L)

18



If the above stated two conditions are not satisfied then the last condition is checked in which
the maximum allowed delay of the task is compared with the variable T, if this condition is
fulfilled then the priority level is assigned according to the original priority if the corresponding
queue that is to be assigned is not filled otherwise one lower priority queue is assigned. If the
original priority is 1 and the Qn queue is not full then assigned priority level is H but if the
queue is full then M assigned as the priority queue. Similarly, if the original priority is 2 and
Qw is not full then assigned priority level will be M otherwise if the queue is full then lower
priority level is assigned i.e (L) low is assigned to the user’s request and if original level is

already 3 then the assigned priority level will be L.

Now we are going to discuss the algorithm that we have used in our implementation of our

project. The implemented algorithm is going to work in two steps:

Stepl:

For each req;
1. req;is sent to nearest FS.

2. FS calculates delay i
3.if (((STest'/C ) + STesti) > delay i),
Reject req;
4. else
(Pri ) = Priority (delay;”, STest")
if (Pri==H)
Place reqi in Qn
else if (Pri == M)
Place regi in Qm
else if (Pri==1L)
Place regi in QL

The user in the client layer makes request and that request is sent to the fog layer. In the first
step we will assign that request to a particular fog server that is nearest to that client and after
that the fog server (FS) will calculate the delay. There is a deadline associated with each
client’s request if the resources are available to meet the maximum allowed delay then only

the request is accepted other the request is going to be rejected. If the request is accepted then
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the priority queue is assigned to the request according to priority module that we have

discussed in the chapter 3.

Step2:

1.forx=H, M, and L,

2. while (Qx #NULL)

3. for each request in Qx

4. if sufficient resources in current FS

Serve the request in the current FS

5. else if sufficient resources in fog layer

Allocate resources from the remaining FS, following
Step A, divide task to sub-tasks if necessary.

6. else

Send the request to the cloud.

In the second step after the requests are assigned a particular priority queue, we will take out
the requests one by one from each priority queue until each queue will be null. For a particular
request that is taken out from the queue from a fog server, if that fog server has sufficient
resources to serve that request then that request is served in that fog server only. But if the fog
server is unable to server that request because of inefficiency of the resources then that request
will be sent to another fog server and the stepl is followed for that fog server. Some if the task
is large then we have to divide that task into small parts and assign that parts of the task to
other fog servers. Finally, if the request or the task from the client can’t be served from any

fog server then the request is sent to the cloud.
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CHAPTER-4
PERFORMANCE ANALYSIS

For the implementation of our algorithm we are going to use the ifogsim. The ifogsim is a
Simulation toolkit that is going to simulate the fog environment for us. The software
requirements for our implementation are jdk 1.8 and above, net beans 8.2 and above and

ifogsim.

The steps for our Implementation are as follows:

Step 1. We create fog computing environment with cloud datacenters, fog nodes and

number of client’s devices (Cloud Customer).

Step 2: we deploy each cloud data centers, fog nodes and Cloud Customer in different

regions, regions are represented in world map.

Step 3: Next the cloud customers gives the request for the job to fog nodes or cloud

datacenters.

Step 4: we implement the priority-based algorithm for Scheduling task and load balancing

policy for balancing the load in the cloud server.

Step 5: Run the simulation

Step 6: We Plot the graph results are
1) Response time for Number of Tasks
2) Scheduling time/length for Number of Tasks (Seconds)
3) Load balancing rate
4) Delay
5) Energy Consumption (KJ)
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The simulation duration we have set for 60 minutes. The requests per user per hour is set
to 60,data size per request is set to 100 bytes, peak hour start is 3 GMT and peak hour end
IS 9 GMT, average peak users are 1000, average peak off users are 100. Every data Centre
configuration goes like this arch X86, operating system Linux, cost per VM per hour is
$0.1,memory cost /s is $0.05,storage cost /s is $0.1 ,data transfer cost per GB $0.1 and the
physical hardware units is 1. Number of virtual machines per data center are 5.

First of all, we are going to create the fog computing environment with cloud data centers,
fog nodes and number of client devices or we can say the cloud customer. In simple words
firstly we are going to create topology for the fog environment. When we run are project

following window will display where we will create our topology.

|£] Fog Topology Creator -

View Graph

RO Y HE

Figure4.1: window for creating the fog environment (topology)
We are going to analysis our results in two ways by putting the users and fog data centers
in one region i.e. all the users and fog devices are present in one region and the results are

compared for same topology but with the different configurations, with priority scheduling
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and without priority scheduling. So, firstly start by putting all the users and fog nodes in

one region.

|4 Fog Topology Creator

View Graph

0

/ L \ /': / \ \ ; \"\
i t/ W W i W i'/ W oW W

L]
W

userl user2 user8 userd userd userd userS userll userld userd user7 userl?

] 1 ENG 1:52PM ‘
HOTypeheretosearch v # s Us 5772019 .

Figure4.2: Topology with 7 fog nodes and 12 users

In the above topology we have 7 fog nodes and 12 users. After making the topology click

on the execution button.
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| Fog Analyst

Configure |

Simnlation

e

Internet

Run

Simnlation

Exit

Show Region Boundaries

Figure4.3: Initial screen after the topology making window

Initially as you can see on this screen that there is only one data Centre and one user base

After this we have to click on the configure simulation button that is shown in the upper
left corner of the screen to place the users and fog nodes in different regions and after that
you will get three tabs main tab where you can configure the users settings, next tab is data
center configuration tab where you can set the data centers configuration and last tab is the
advanced tab where you can select whether to run the application with priority or without

priority scheduling method. As shown in the following figures:
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(2] Fog Analyst

Exit

Configure Simulation

" Main Configuration ‘ Data Center Configuration [ Advanced |

Simulation D... [60.0 | [min [~

WL Name | Region |Request... Data Si...| Peak H...| Peak H...| Avg Pe... Avg Off...,
User |per Req... Start (G...[End (G...| Users Users .
per Hr (bytes) _AddN... |
UB1 2 60 100 3 9 1000 100/ Remove |

Applicatio  Service Broker P... [Closest data center |~

Deployme:
Confionra | Data Center #VMs | Tmage Size Memory | BW .
DC1 | 5l 10000 512| 1000/ | Add N...
| Remove |
[ Cancel || Load Configuration || Save Configuration || Done

Figure4.4: Main configuration window

In this window you can set the simulation time that the time up to which our simulation is

going to run, requests that the users can send per hour, data size per request, peak hours
start (GMT), peak hours end (GMT), average peak users, average off peak users and can

also add and remove the user bases.

And can also set the application deployment

configuration i.e. the service broker type either closest data center, optimize response time,

fuzzy etc.

() Fog Analyst

Configure Simulation

Main Configuration | Data Center Configuration | Advanced |
Data I = = = z <
i Name Region| Arch OS | VMM | Cost ...| Mem...| Stora...| Data |Physi...
) VM §...| Cost ...| Cost ... Trans... HW -
| Cost ...| Units |! Add N..._|
DC1 0/x86 [Linux |Xen 0.1 0.05 0.1 0.1 2| [_Remove |
Cancel || Load Configuration || Save Configuration || Done

Figure 4.5: Data Centre configuration window
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Using the data Centre configuration window, you can set the data centers region, add or
remove the data centers, set the Arch, VMM, cost of the VM, memory cost, storage cost,

data transfer cost and the physical hardware units.

|£ Fog Analyst -

Configure Simulation

Main Configuration | Data Center Configuration [ Advanced

Bases: (
(Equivalent to number of o
: simnltanenns

Exit
! (Equivalent to number of T
simultaneous

requests a single applicaiton

per request: 1100

" PRI =
across user's in a single fog Priority-Based l~]

Cancel \ Load Configuration H Save Configuration || Done

Figure 4.6: Advanced window of the configure simulation

Using this window, you can select either priority scheduling, round robin or active
monitoring scheduling algorithm. You can also save your topology that you have made
using the save button in the topology window and can load that topology anytime, in a
similar way you can save your configuration for user’s base and data centers and can load
whenever you want. After this you can click on the done button after that you can also
configure the internet configuration that is you can set the transmission delay between the
two regions and also set the bandwidth between the two regions in mbps in other words

you can set the delay matrix and the bandwidth matrix as shown in the next figure. After
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this you can click on the run simulation button to run the simulation fog nodes and users

will get displayed on the different regions of the map and the graphs get plotted.

|4 Fog Analyst =
Configure Internet Characteristics

Use this screen to configure the Internet characteristics.

Delay Matrix

The transmission delay between regions. Units in milliseconds

Exit : :
RegonRe., 0 | 1 | 2 | 3 | 4 | & ‘
0 250 1000 1500 2500 250 100}
1 00 25 2500 5000 3500 200/
2 S0 250 28 1500 1500 200
3 250 5000 150 255000 5001
A &0l 2800 BTN &onl L8 &0nlY)

Bandwidth Matrix

The available bandwidth between regions for the simulated application.

Units in Mbps
RegionRe.] 0 | 1 | 2 3 ¢ | 5 ]]
0 2000 1.000.  1.000_  1.000  1.000  1.000/+
1 10000 800/ 1,000 1000 1,000, 1.000[=
2 1.0000 1,000 2,500 1,000 1.000_  1.000/~
‘ Done | Cancel |

Figure4.7: Configure internet characteristics window

Let us begin our analysis by putting all the data centers and user into a single region and
run the simulation for same topology with and without priority scheduling and total time
for encryption and decryption that the application will take will also get shown in the results
window. Firstly, we will run the application with priority scheduling and after that with

round robin that is without priority and compare the results for both the cases.
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| £ Fog Analyst

| Configure

Simulation-

oo

Internet

Run
|__Simulation

Exit

Simulation Complete

Show Region Boundaries | | Display Detailed Results

Figure 4.8: Region Plot for topology with 7 fog devices and 12 users

In the above plot you can see that all the users and fog devices are present in the region 2

There are total 6 regions but for our first case we have chosen region 2 to put our users and

fog devices since all the fog devices should have to be present in the same region

And that you can view the simulation results in the simulation window the overall budget

and summary is present in that window the overall cost and the encryption or decryption

time is also shown in that window you can view the graph for each user and fog device.

Use the export results window to save the results of the results window in a PDF file.

After viewing the results click on the exit button to stop the simulation.
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| %] Simulation Results X
Overall Budget and Time Summary
Schedule Average (ms) Schedule Minimum (ms) Schedule Maximum (ms) Export Results 1
Overall Response Time: 50.04 37.63 62.88 —
Data Center Processing Time: (.50 0.00 0.92
Figure 4.9: overall Budget and time summary
In the above figure you can see the overall budget and time summary of the simulation for
the given topology.
Overall response time is 50.04 ms, response time is the time that is elapsed between the
enquiry enters the system and the time that is taken by system to respond that enquiry.
If we have two systems A and B system A has response time greater than system B then
the system B is considered to be better than the system A, response time should be as low
as possible. Above figure is also showing the time taken by the data center to do the
processing and for our topology it is coming out to be 0.50.
RESPONSE TIME FOR NO OF TASK
Tasks Avg (ms) Min (ms) Max (ms)
userl 50.125 38.14 60.882
userl 50.141 39.63 62.133
user12 49.9 39.879 60.634
userl 50.095 40.631 60.129
user2 50.219 40.132 61.631
user3 50.153 40.881 62.884
user4 49.803 40.631 60.885
users 50.253 37.63 59.881
user6 50.082 40.544 61.379
user7 49.815 39.88 59.131
user8 49.906 40.032| 59.135
user9 49.994 40.88| 61.888

Figure 4.10: Response time for no of task
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In the above figure you can see the max and min response time for each user and also the

average response time for each single user is shown in the above figure.

TASK Base Hourly Average Response Times

Respanse Time (ns)
A
userl
|
DI YT 456729100 1I2IT1415161712190200 "ﬂ
Respanse Timne frns)
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I
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user? |
|
D1 21436735 I01121214151617121902 07 Hrs
Response Time (s)
3
user4

D1 2314567259 IDI1213141516172121900 27 Hrs

Response Time (s)
3
useré
I
DI 231456725 IDII212141316171219202 2 Hrs
Response Tme (rs)
3
users

DI 231456725 IDI171314131617121900 071 Hrs

Respanse Timne grns)
A
bl
userl0 |
|
DI YT 456729100 1I141516171219020N "ﬂ
Respense Time grns)
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|
D1 21456725 I0112121415161712190207 Hrs
Response Time (ras)
A
userd
If
D1 2214567229 1D01212141516171219100 00 Hrs
Response Time (mns)
A
users

D1 231456729 ID11213141316171219200 00 Hrs
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A
user’
I
D1 2314567225 ID111213141516171219200 1220 Hrs
Response Time (ns)
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user9

D1 2314367259 I0112131415161712192071 220 Hrs

Graph4.1: Task base average response time

In the above figure you can see the task base average response time for 12 users. In the

x-axis we have the hours and in the y-axis, we have the response time in milliseconds.
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SCHEDULING TIME

Data Center Avg (ms) Min (ms) Max (ms)
fogl 0.501 0.028 0.91
fog2 0.503 0.016 0.905
fogd 0.508| 0.016 0.912
fogd 0.499 0.015 0.92
fogs 0.486) 0.016 0.92
fogb 0.498 0.017 0.908
fog7 0l 0 0

Figure 4.11: scheduling Time for case 1

In the above figure you can see the scheduling time for each of the fog nodes max and min,

their average scheduling time in ms is shown in the above figure. Each user is sending the
request to the fog nodes and it is the duty of the fog nodes to schedule each of the requests

in a better way so that efficient working of the application can take place.

LOADBALANCE RATE

fogl

fog3

fog$

fog7

Rey's per Hr
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1o

3
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Rey's per Hr
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Rey
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1oy
a
=X
4|
2

D1 2314367359 IDI1I21214151617121902 221 Hrs

's per Hr
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fog2

fog4

fog6

Rey'sper Hr

D1 21436729 IDI11213141516171219202 221 Hrs
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D1 2143672359 ID11121314151617121902 2721 Hrs
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D1 2143672239 ID111213141516171219202 271 Hrs

Graph4.2: Load Balancing Rate for each Fog node in casel
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Above figure is showing the load balancing rate for each fog node in x-axis hours are given
and in the y-axis we have the request’s per hour. Load balancing means to effectively
balance the rate in the network and properly balance or distribute the traffic in the network.

Cost

Total Virtual Machine Cost : $3.40
Total Data Transfer Cost : $0.77

Grand Total : $4.17
Security Measure
Encryption excution time (milliseconds) : 617

Decryption excution time (milliseconds) : 11775

Figure 4.12: Cost and security measure for case 1

Above figure is showing the total virtual machine cost, total data transfer cost and the grand
total for the case 1. Since we have implemented the elliptic curve cryptography for our
topology the encryption and decryption are taking place in that algorithm the time taken in

encryption is 617 ms and the time taken in decryption is 11775 ms.

Data Center VM Cost Data Transfer Cost Total
fogl 0.5 0.132 0.632
fog2 0.5 0.13 0.63
fog3 0.5 0.123 0.623
fogd 0.5 0.132 0.632
fog$ 0.5 0.128 0.628|
fos6 0.5 0.128| 0.628
fog7 0.4 0l 0.4

Figure4.13: Total Data center cost for case 1
The above figure is showing the results for VM cost, data transfer cost for each fog node

and the sum of these cost is the total cost of the data center.
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After this we are going to run the simulation without priority scheduling and compare the

result with above simulation.

[£] Fog Analyst

| Configure Simulation Complete
| Simulation

Internet

[ Run
|__Simulation

1 Show Region Boundaries Display Detailed Results

Figure 4.14: Region graph for casel without priority

Overall Budget and Time Summary

Schedule Average (ms) Schedule Minimum (ms) Schedule Maximum (ms) [ Export Results ‘

Overall Response Time: 50.04 37.63 62.88
Data Center Processing Time: 0.50 0.00 0.92

RESPONSE TIME FOR NO OF TASK

Tasks Avg (ms) Min (ms) Max (ms)
|user10 50.181 40.141 60.882
|userll 50.143| 39.63 62.133
|user12 ] 49.914 39.879| 60.634
|luserl 50.05| 38.14 60.129
|user2 J 50.223| 40.132 61.631
|user3 50.137| 40.881 62.884
|userd 49.814 40.631 60.133
juserS J 50.279| 37.63, 60.885
luser6 50.065| 40.544 61.379|
|user7 i 49.782| 39.88| 59.803
|luser8 49.885| 40.032 58.885
|user9 50.011] 40.88 61.888

Figure 4.15: overall Budget and Time summary without priority

As you can see here that in the overall response time of the topology without priority not much
difference is coming but you can see that the difference for a particular user is their, the

33



difference is small but the difference is their but the end overall response time is almost same.
But when you observe the difference in the cost for the system the cost in system with priority
would be less than the cost in the system without priority. In the next figure you will see the

task base hourly response for each user for the system without priority.

TASK Base Hourly Average Response Times

k!
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El kL
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userll userl2 |
I I
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Graph4.3: Task base hourly average response for system without priority

In the x-axis you can see the hours and in the y-axis is the response time in hours. There is

a little bit of difference is coming for each user when compared with system with priority.
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SCHEDULING TIME

Data Center Avg (ms) Min (ms) Max (ms)
fogl 0.506 0.016 0.921
fog 0.498 0.017 0.919
fogd 0.497 0.029 0.904
fog4 0.495 0.015 0.92
fogd 0.489 0.016 0.889
fogb 0.506 0.016 0.921
fog7 0 0 0

Figure 4.16: Scheduling time for system without priority

As you can note from the above result that there is some difference in scheduling time is

coming for the fog nodes. The scheduling time is less in the system with priority than the

system without priority the difference is small but the difference is still present their.

LOADBALANCE RATE

fog3

fogs

FERP -

2 moED S

Rey'sper Hr

1314356725 ID11121314151617121902 1221 Hrs

kX

D1 231456725 IDI112131413161212192021 22721 Hrs

Rey'sper Hr

%

D1 13456735 ID1112131413161212192021 1273 Hirs

fog2

fog4

1
1

Rey's per Hr
2

HopmoED

[

E -

131436725 ID11121314151617131902 1223 Hrs

Rey's per Hr
ol

Rey's per Hr

131436725 ID111213141516171231902 1223 Hrs

D1 23436725 ID1I12131413161721219021 12721 Hrs

Graph4.4: Load balancing rate for the system without priority

Above figure shows the graphs for each fog nodes in the x-axis we have hours and in y-

axis we have request’s hour.
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Cost

Total Virtual Machine Cost : $3.40
Total Data Transfer Cost : $0.90

Grand Total : $4.30

Security Measure

Encryption excution time (milliseconds) : 617

Decryption excution time (milliseconds) : 11775

Data Center VM Cost Data Transfer Cost 1 Total
fogl 0.5 0.131) 0.631
fog2 0.5 0.13] 0.63
fogd 0.5 0.127, 0.627
fogd 0.5 0.13| 0.63
fog§ 0.5 0.124| 0.624
fogb 0.5 0.261| 0.761
fog7 0.4 0 0.4

Figure 4.17: cost and security measure for system without priority

From the above results you can see that the total cost in the system with priority scheduling
is less as comparison to the system without priority. For each data center the total cost is
little bit less as comparison to fog node in the system without priority. Hence from this we
found that the total cost decreases when the priority scheduling algorithm is Applied in the

system.

Now we are going to conduct the experiment for second case that is putting the fog nodes
and the users in the different regions for the same topology with 7 fog nodes and 12users.
Run the simulation with priority and without priority as we have done in the previous case
and compare the results for both the cases whether the cost is decreasing for the system
with priority or not, also compare the results for the system whether the overall response
time is decreasing of not. The overall response and cost for the system with priority should
come less than the system without priority. After running the simulation set the

configuration settings as follows:
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|£) Fog Analyst -

Configure Simulation

l Main Configuration [ Data Center Configuration ’/Advsmced

— Simulation D... [60.0

User b...

Name | Region Request...Data Si... Peak H... Peak H...| Avg Pe...| Avg Off...

. User |per Req...|Start (G...| End (G...| Users Users
Exit
per Hr | (bytes) _Add N
user: 60 00 000 \—J
userl2 60 00 000 Remove
user. 60 00 000
userll 60 00 000
userl0 4 60 00 000

Applicatio  Service Broker P... [Closest data center |~|

Deployme:

D

<«

Confionra .
Data Center # VMs Image Size | Memory BW ‘ ‘
oz ggg% ggg || AddN...
og. |
0g. 000@ 000 Remove
0g: 0000/ 000/
fog5 0000 000! ~|
Cancel ‘ \ Load Configuration ‘ I Save Configuration ] ‘ Done ‘

Figure 4.18: main configuration for case 2

As you can see in the above figure we have allotted the user bases in different regions.

[£] Fog Analyst -

‘ ‘ Configure Simulation

Main Configuration | Data Center Configuration | Advanced

Dat
‘ ‘ C:n“m_s_ Name | Region| Arch | Os | VMM |Cost ... Mem...| Stora...| Data |Physi...
: VM S...[ Cost ...| Cost ...| Trans... HW
fosl 0x86  |Linux |Xen 0.1 0.05 0.1 0.1 1+ ¥ ]
fog2 1/x86 Linux [Xen 0.1 0.05 0.1 0.1 FEL U -
fos3 2x86  |Linux |Xen 01 0.05 0.1 0.1 1=
food 3x86  [Linux (Xen 01l 0.05 0.1 0.1 1
Cancel | [ Load C i | [ savec i | [ Done

Figure 4.19: data center configuration for case 2

As shown in the above figure the fog devices are allocated in the different regions.



i =]

‘ ‘ Configure Simulation
‘ ‘ Ll\lniu Configuration \ Data Center Configuration J Advanced
‘ ‘ Bases:
I (Equivalent to number of 0|

simultaneans

(Equivalent to number of 0 |

simultaneous o

requests a single applicaiton

per request: 00 |

across user's in a single fog [Prioritv-Based =]

| Cancel ‘ | Load Configurati ‘ ‘ Save Configuration ‘ ‘ Done

Figure 4.20: advanced window for case2

As shown in the above figure firstly we are going to run are application with priority
scheduling so firstly the setting is for the priority based. Then after this run the simulation

to see the results. For our second case let us take another topology.

|£| Fog Topology Creator
View Graph

Mjma <SyB (O]

fog! fog
oo o\ ¢ ° @\ ¢ oy e ogo [T ° (T34 [T ogh °
wr w W v W WY W W W W W W W
userl userll user2 userld userd userd userS userb user? user8 user9 userl0 userl2 userl3d

Figure 4.21: Topology for the second case
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Above figure shows the topology with 10 fog devices and 14 users. Now we will place

these fog devices and fog nodes in different regions.

Configure Simulation

Main Configuration | Data Center Configuration f Advanced

Simulation D... [60.0 |
User b... s .
Name Region |Request... Data Si...| Peak H...| Peak H...| Avg Pe...|Avg Off...
User |per Req...|Start (G..| End (G...| Users Users
per Hr (bytes) Add Doy
user12 3 60 0] 000! 00|~ | y
user11 4 60 0 000 oof | .Bemeve
luser 5] 60 0{ 000! 00
luser14 0 60 0 000! 00/=
userl3 1] 60 00| 000 00/~
Applicatio  Service Broker P... [Closest data center |~|
Deployme:
Gonfiches Data Center # VMSs l Image Size ] Memory BW I
foz6 5| 0| 2 0|~| | Add N...
fog7 5| 0| 2 0
fog! S| 0/ 2 0 Remove
fog 5] 0 2 0}=
|fog10 _Sj 0000 2 000!~
Cancel | | Load Configuration ‘ ‘ Save Configuration ' I Done

Figure 4.22: main configuration window for case2 with priority

Use the above window to allot the users in the different regions.

Configure Simulation
 Main Configuration | Data Center Configuration | Advanced |
| : -
Simulatior SaE Name | Region| Arch | OS | VMM |Cost ... Mem...| Stora.... Data |Physi...
o VM $...| Cost ...| Cost ...| Trans... HW
fos6 5x86 Linux [Xen 0.1 0.05 0.1 0.1 i~ r
fos7 1/x86 Linux [Xen 0.1 0.05 0.1 0.1 1
fos8 2/x86 Linux [Xen 0.1 __0.08 0.1 0.1 1
foe9 3x86 Linux (Xen 0.1 0.05 0.1 0.1 1l=
| cancel || LoadcC i | [ save Configuration | [ Done

Figure 4.23: data center configuration window for case 2 with priority
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Using the above window, you can set the data centers configuration as shown in above

figure different regions are allotted to the data centers.

(2] Fog Analyst

Configure Simulation
Main Configuration | Data Center Configuration | Advanced |
Bases: 10
(Equivalent to number of
simultaneans
Exit
(Equivalent to number of 10
simultaneous }
requests a single applicaiton
per request: 100
across user's in a single fog Prioritv-Based | v]
Cancel || Load Configuration Save Configuration | Done

Figure 4.24: Advanced settings window for case 2 with priority

As shown in the above window that the setting is for the priority-based scheduling. After

this run the simulation and analyze the results.

£ Fog Analyst

Configure | Simulation Complete
Simulatian |

Internet

Run
Simulation

Exit

Figure 4.25: Region map for case 2

Show Region Boundaries

Display Detailed Results
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|4 Simulation Results "

Overall Budget and Time Summary

Schedule Average (ms) Schedule Minimum (ms) Schedule Maximum (ms) Export Results

Overall Response Time: 50.14 38.63 64.64
Data Center Processing Time: 0.50 0.02 0.91

RESPONSE TIME FOR NO OF TASK

Tasks Avg (ms) Min (ms) Max (ms)
user1( 50.155 40.383 59.634
juser1] 49.964 39.158| 61.404
user1? 49.777 39.585 62.889
userl3 50.256 39.649 61.889
userl4 49.955 8.89 64.635
user] 50.179 40.129 60.384
user? 50.03 41.298 61.132
user3 50.271 40.389| 60.643
juserd 50.156| 40.388 61.399
users 50.132 38.63| 59.631
user6 50.334 39.88 60.63
user7 50.302 40.633 60.884
user$ 50.137) 38.633 2.135
user9 50.282] 40.902 60.421

Figure 4.26: Summary for case with priority
In the above figure you can see that the overall response time is 50.14 and the data center
processing time is 0.50.And the response time for no of task is also shown in the above

figure.

TASK Base Hourly Average Response Times

Response Time (ms) Response Time (ms)
5 3
3 3
userl | userl0 |
1 1
D1 2314536735 ID11121314131617131902 221 Hrs D1 23436725 I00120314151617121902 221 Ho
Response Time (ms) Respanse Time (ms)
3 Al
3 3
userll | userl2 |
1 1
D1 2314367329 IDI1I2131413161712192021 2221 Hrs D1 2314567 3% I0I1121314131617121902 2221 He
Response Timne (ms) Respanse Time (ms)
3 3
3 3
userld | userld |
I 1
D1 231436739 IDII2131413161213192021 2221 Hrs D1 234567 25I00120314151617121902 221 Ho
Response Timne (ms) Response Time (ms)
5 3
3 3
user2 | userd |
1 '
D1 2314536735 ID111213141316171231902 2221 Hrs D1 23436725 I0011213141316171319021 2221 Hirs
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user6 :
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Respnse Tme fns)
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userd

......................

Response T fns)
J

user’ ]

----------------------

RespnseTme (ns)

userd

Graph4.5: task base hourly average response time for case 2 with priority

In the above figure you can see the average response time for 14 users.

SCHEDULING TIME
Data Center Avg (ms) Min (ms) Max (ms)

fogll 0.5 0.017 0.889
fogl 0.507 0.042 0.89|
fog2 0.503 0.026 0.899
fog3 0.498 0.016 0.885
fogd 0.502 0.018 0.885
fog§ 0.505 0.03 0.913
fog6 0.49 0.016 0.884
fog7 0.505 0.021 0.892
fog8 0.505 0.015 0.881
fog9 0.499 0.019 0.882
DFTAV

Figure 4.27: Scheduling time for fog nodes case2 with priority
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LOADBALANCE RATE
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1 1
DI 23446789 I0IIII4IIEIBI90 R H D1 234567309 1000131150617 181902 01 His
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fogd fogd «
4 4
1 1
D1 2365 67285 00112031413160711507 10 Hs D1 23456785 I00112131413160 13150107 Hs
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Rey'sper e Rey'sper e
1 1
1oy 1oy
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4| 4|
H i
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i
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Rey'sper e
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Rey'sper e

Graph4.6: load balancing graphs for fog nodes case 2 with priority
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In the above the load balancing graphs for each fog nodes are shown.

Cost

Total Virtual Machine Cost :

Total Data Transfer Cost :

Grand Total :

Security Measure

Encryption excution time (milliseconds) :

Decryption excution time (milliseconds) :

Figure 4.28: Cost and security measure for case with priority

$5.00
$0.90

$5.90

617

11778

As you can see in the above figure that the total cost for the system is coming out to be

5.90.
Data Center VM Cost Data Transfer Cost Total

fosl 0.5 0.097 0,597
fog2 0.5 0.098 0.598
fog3 0.5 0.069 0,569
fogd 0.5 0.068 0.568
fogd 0.5 0.128 0.628
fogb 0.5 0.13 0.63
fog7 0.5 0.094 0,594
fog8 0.5 0.059 0.559
fogd 0.5 0,06 0.56
fog10 0.5 0,095 0,595

Figure 4.29: data centers cost for case 2 with priority
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Now we will run the simulation for case without priority scheduling change the scheduling

method to round robin using the advanced window.

Overall Budget and Time Summary

Schedule Average (ms) Schedule Minimum (ms) Schedule Maximum (ms) Export Results

Overall Response Time: 50.17 311 62.63
Data Center Processing Time: 0.50 0.02 0.92
RESPONSE TIME FOR NO OF TASK

Tasks Avg (ms) Min (ms) Max (ms)
user10 50.15 40.136 61.384
user1l 50.223 39.646 60.659
user12 50.331 40.313 60.884
userl3 50.13 39.662 61.677
userl4 49.994 39.636 61.631
userl 50.201 39.131 62.633
user2 50.031 37.135 61.382
userd 50.155 40.14 60.05
user4 49.896 39.144 61.393
users 50.123 38.88 61.12
user6 50.323 40.88 61.131
user? 50.466 38.897 61.64
user8 50.102 37.11 61.132
user9 50.348 39.913 62.155

Figure 4.30: Overall Budget summary for case without priority

In the above figure you can see that the response time for the users is more as comparison

to response time in application with priority.
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TASK Base Hourly Average Response Times
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Graph4.7: Task base average response time for each user case2 without priority
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SCHEDULING TIME

Data Center

Avg (ms)

Min (ms)

Max (ms)

fogl0

0.49

0.018

.885

fogl

0.499

0.017

(.886

fog2

0.504

0.021

0.912

fog3

0.496

0.016

0.88

fogd

0.504

0.018

.888

fogd

0.501

0.027

0.1

fog6

0.51

0.016

0.883

fog7

0.493

0.025

0.923

fog8

0,495

0.016

0.879

fogd

0.513

0.018

0.891

Figure 4.31: Scheduling time for case2 without priority

LOADBALANCE RATE
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Graph4.8: Load balancing rate case2 without priority
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Above figure is showing the load balance rate for each fog device.

Cost

Total Virtual Machine Cost : $9.00

Total Data Transfer Cost : $0.96
Grand Total : $9.96
Security Measure

Encryption excution time (milliseconds) : 617

Decryption excution time (milliseconds) : 11775

Data Center VM Cost Data Transfer Cost Total
foel 0.5 0.097 0.597
fog2 S 0.129 0.629
fog3 5 0.063 0.563
fogd 5 0.06 0.56
fogs 5 0.128 0.628
fog6 5 0.13 0.63
fog7 5 0.128 0.628
fos8 0.5 .065 0.565
fog9 4.5 .068 4.568
fogl0 0.5 .095 0.595

Figure 4.32: Cost and security measure case2 without priority

From the above results it is clear that total cost in priority scheduling is less as comparison
to another scheduling algorithm.
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CHAPTER-5
CONCLUSIONS

The fog computing is nowadays a emerging filed in IT sector because this is providing a
very good compliment for the cloud computing. From the above discussions we have
concluded that in the applications where latency is an issue that is where we can’t tolerate
can kind of delay in the application if any delay would come in the application then there
would be harmful effects, in such situations fog computing is suitable way because latency
or can kind of delay is going to decrease. We have also studied about the latest research in
this field. Fog computing is actually a real new topic and very little research work is done
in this field and many more things can be possible by using the fog computing technology.
Next we have seen that for any network security is major issue but another difficulty also
comes with the fog computing that this network is distributed on security of fog nodes is a
major issue the main thing that we have to deal here is with the processing limitations of
the fog nodes so the previously available algorithm like RSA that is used in the cloud
computing would increase the processing overhead so we have chosen ECC in which
packet size is size and there would not be any processing overhead on fog nodes. Next, we
have tried to decrease the implementation cost of the system by applying a proper
scheduling algorithm. By running the simulation with different scheduling algorithms, we
have found that priority scheduling algorithm will decrease the overall response time of the
system and also decrease the cost of the application. Some of the applications of the fog
computing are the smart traffic lights, connected cars, self-maintaining train, smart

building control. Let us discuss these applications one by one:

e Smart traffic lights: we can use the fog computing technology to create the smart
traffic lights where the smart traffic light can act as fog devices which can sense
the flashing lights of the ambulance and according to that it can change the traffic
light signal so that the ambulance can easily pass through the lanes in the traffic.

e Connected cars: Nowadays self-driven cars are in trend by using fog computing we
can build these auto-driven cars which can easily park themselves without any

driver this can be possible with the fog computing because fog computing provides
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a real time interaction between the cars and this can also help in reducing the
number of cars accidents in the roads.

Self-maintaining train: This is another application of the fog computing where the
ball bearing sensor present in the train can sense the changes in the temperature and
give an indication to the driver so that he can make appropriate changes, in this way
we can easily avoid any kind of disaster.

Smart building control: Smart buildings can be build using the fog computing
technology in these buildings we can fit different kind of sensors to measure the
change in room’s temp, moisture of the room or the various gases level in the room
, these sensors can gather the information and can exchange with each other to
generate the useful information according to which it can change the room temp

and try to increase the fresh air in the room.

The future work that can be possible is that there is a possibility of improving the
scheduling algorithm this can be achieved by applying the dynamic priority settings
in response to the traffic in simple words the threshold values T1 and T2 that we

have taken can be dynamically changed.
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