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'HSDUWPHQW�RI�&RPSXWHU�6FLHQFH�	�(QJLQHHULQJ�DQG�,QIRUPDWLRQ�

7HFKQRORJ\�

-D\SHH�8QLYHUVLW\�RI�,QIRUPDWLRQ�7HFKQRORJ\�:DNQDJKDW��

6RODQ���������+LPDFKDO�3UDGHVK�
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�

&DQGLGDWH¶V�'HFODUDWLRQ�
�

, KHUHE\ GHFODUH WKDW WKH ZRUN SUHVHQWHG LQ WKLV UHSRUW HQWLWOHG �:HE $SSOLFDWLRQ 6HFXULW\� � � � � � � � � � � � � �

$VVHVVPHQW 6FDQQLQJ �LQ SDUWLDO IXOILOOPHQW RI WKH UHTXLUHPHQWV IRU WKH DZDUG RI WKH� � � � � � � � � � � � �

GHJUHH RI �%DFKHORU RI 7HFKQRORJ\ LQ �&RPSXWHU �6FLHQFH DQG (QJLQHHULQJ �VXEPLWWHG LQ� � � � � � � � � � � �

WKH 'HSDUWPHQW RI &RPSXWHU 6FLHQFH 	 (QJLQHHULQJ DQG ,QIRUPDWLRQ �7HFKQRORJ\�� � � � � � � � � �

-D\SHH 8QLYHUVLW\ RI ,QIRUPDWLRQ 7HFKQRORJ\� :DNQDJKDW LV DQ DXWKHQWLF UHFRUG RI P\� � � � � � � � � � � �

RZQ ZRUN FDUULHG RXW RYHU D SHULRG IURP )HEUXDU\ ���� WR 0D\ ���� XQGHU WKH� � � � � � � � � � � � � � �

VXSHUYLVLRQ�RI� �0U��$QDQG�3UDNDVK���&(2�	�)RXQGHU�$SSVHFXUH�,QF��

�

7KH PDWWHU HPERGLHG LQ WKH UHSRUW KDV QRW EHHQ VXEPLWWHG IRU WKH DZDUG RI DQ\ RWKHU� � � � � � � � � � � � � � � �

GHJUHH�RU�GLSORPD��

�

6DQGHHS�+RGNDVLD���������

�

7KLV LV WR FHUWLI\ WKDW WKH DERYH VWDWHPHQW PDGH E\ WKH FDQGLGDWH LV WUXH WR WKH EHVW RI P\� � � � � � � � � � � � � � � � � � �

NQRZOHGJH�

�

�

�

�

�

�

$QDQG�3UDNDVK�

&(2�	�)RXQGHU�

$SSVHFXUH�,QF���%DQJDORUH�

L�



�

$FNQRZOHGJPHQW�
�

�

:H KDYH WDNHQ HIIRUWV LQ WKLV SURMHFW� +RZHYHU� LW ZRXOG QRW KDYH EHHQ SRVVLEOH� � � � � � � � � � � � � �

ZLWKRXW WKH NLQG VXSSRUW DQG KHOS RI PDQ\ LQGLYLGXDOV DQG RUJDQL]DWLRQV� :H ZRXOG� � � � � � � � � � � � �

OLNH�WR�H[WHQG�RXU�VLQFHUH�WKDQNV�WR�DOO�RI�WKHP��

�
:H DUH KLJKO\ LQGHEWHG WR �0U� $QDQG 3UDNDVK �IRU WKHLU JXLGDQFH DQG FRQVWDQW� � � � � � � � � � � � �

VXSHUYLVLRQ DV ZHOO DV IRU SURYLGLQJ QHFHVVDU\ LQIRUPDWLRQ UHJDUGLQJ WKH SURMHFW DQG� � � � � � � � � � � �

DOVR�IRU�WKHLU�VXSSRUW�LQ�FRPSOHWLQJ�WKH�SURMHFW��

�
:H ZRXOG OLNH WR H[SUHVV RXU JUDWLWXGH WRZDUGV RXU SDUHQWV DQG -D\SHH 8QLYHUVLW\ RI� � � � � � � � � � � � � �

,QIRUPDWLRQ 7HFKQRORJ\ IRU WKHLU NLQG FRRSHUDWLRQ DQG HQFRXUDJHPHQW ZKLFK KHOSHG� � � � � � � � � �

XV�LQ�WKH�FRPSOHWLRQ�RI�WKLV�SURMHFW��

�
2XU WKDQNV DQG DSSUHFLDWLRQV DOVR JR WR RXU FROOHDJXHV LQ GHYHORSLQJ WKH SURMHFW DQG� � � � � � � � � � � � � �

SHRSOH�ZKR�KDYH�ZLOOLQJO\�KHOSHG�XV�RXW�ZLWK�WKHLU�DELOLWLHV��
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)LJXUH� 7,7/(� 3$*(�12��
)LJXUH����� ,QMHFWLRQ��7KUHDW�$JHQW��6HFXULW\�:HDNQHVV��,PSDFWV� ���

)LJXUH����� %URNHQ�$XWKHQWLFDWLRQ��7KUHDW�$JHQWV��6HFXULW\�
:HDNQHVV��,PSDFWV� ���

)LJXUH����� 6HQVLWLYH�'DWD�([SRVXUH��7KUHDW�$JHQWV��6HFXULW\�
:HDNQHVV��,PSDFWV� ���

)LJXUH����� ;;(��7KUHDW�$JHQWV��6HFXULW\�:HDNQHVV��,PSDFWV� ���

)LJXUH����� %URNHQ�$FFHVV�&RQWURO��7KUHDW�$JHQWV��6HFXULW\�
:HDNQHVV��,PSDFWV� ���

)LJXUH����� 6HFXULW\�0LVFRQILJXUDWLRQ��7KUHDW�$JHQWV��6HFXULW\�
:HDNQHVV��,PSDFWV� ���

)LJXUH����� ;66��7KUHDW�$JHQWV��6HFXULW\�:HDNQHVV��,PSDFWV� ���
)LJXUH����� :RUNLQJ�RI�;66� ���

)LJXUH�����
�,QVHFXUH�'HVHULDOLVDWLRQ��7KUHDW�$JHQWV��6HFXULW\�

:HDNQHVV��,PSDFWV� ���
)LJXUH������ 8&.9��7KUHDW�$JHQWV��6HFXULW\�:HDNQHVV��,PSDFWV� ���

)LJXUH������
,QDGHTXDWH�/RJJLQJ�DQG�0RQLWRULQJ��7KUHDW�$JHQWV��

6HFXULW\�:HDNQHVV��,PSDFWV� ���

)LJXUH������ 5LVNV�LQ�,PSURSHU�3ODWIRUP�8VDJH� ���
)LJXUH������ 2:$63�WRS����PRELOH� ���

)LJXUH����� 6HWWLQJ�%XUS�6XLWH�3UR[\�/LVWHQHU� ���

)LJXUH����� 6HWWLQJ�3UR[\�LQ�)LUH)R[�:HE�%URZVHU� ���

)LJXUH����� 'RZQORDG�&$�FHUWLILFDWH�LQ�)LUH)R[�%URZVHU� ���

)LJXUH����� ,QVWDOOLQJ�&$�&HUWLILFDWH�LQ�)LUH)R[�:HE�%URZVHU� ���

)LJXUH����� &DSWXULQJ�:HE�6LWH�7UDIILF�LQ�%XUS�6XLWH�3UR[\� ���

)LJXUH�����
6HWWLQJ�SUR[\�OLVWHQHU�RQ�EXUS�VXLWH�IRU�PRELOH�

GHYLFH� ���

)LJXUH����� $GYDQFH�2SWLRQ�ZLIL�VHWWLQJV� ���

)LJXUH����� $GGLQJ�3UR[\�/LVWHQHU�WR�0RELOH�'HYLFH� ���

)LJXUH����� 'RZQORDG�EXUS�&$�FHUWLILFDWH�WR�PRELOH�GHYLFH� ���

)LJXUH������ &DSWXULQJ�PRELOH�DSSOLFDWLRQ�WUDIILF� ���

)LJXUH����� &966�6FRUH�'LVWULEXWLRQ� ���

)LJXUH����� &966�0HWULF�*URXS� ���
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$%675$&7�
�

,Q UHFHQW \HDUV D ORW RI LQWHUQHW FRPSDQLHV DQG LQWHUQHW EDVHG VWDUWXSV KDYH EHHQ UHOHDVHG� � � � � � � � � � � � � � �

LQ WKH ZRUOG� $W WKH VDPH WLPH� F\EHU DWWDFNV DJDLQVW ZHEVLWHV DQG PRELOH DSSOLFDWLRQV� � � � � � � � � � � � � �

KDYH DOVR LQFUHDVHG� ,Q VXFK D VLWXDWLRQ� FRQGXFWLQJ WKH VHFXULW\ DXGLW DQG ZHE VHFXULW\� � � � � � � � � � � � � �

DVVHVVPHQW ZRXOG EH D JRRG DSSURDFK IRU WKH VWDUWXSV DQG FRPSDQLHV WR SURWHFW WKHLU� � � � � � � � � � � � � �

SURGXFW IURP KDFNHUV DQG PDOLFLRXV XVHUV� $SSVHFXUH SURYLGHV FRQWLQXRXV VHFXULW\ DXGLW� � � � � � � � � � �

DQG ZHE DSSOLFDWLRQ VHFXULW\ DVVHVVPHQW WR WKH SDUWQHU FRPSDQLHV IRU VHFXULQJ WKHLU ZHE� � � � � � � � � � � � �

DSSOLFDWLRQ�IURP�KDFN�DQG�GDWD�EUHDFK��
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&KDSWHU���

,QWURGXFWLRQ�

�

����,QWURGXFWLRQ���:HE�6HFXULW\�$VVHVVPHQW�

�

�

�
�� 9XOQHUDELOLW\�$VVHVVPHQW�

�� 3HQHWUDWLRQ�WHVWLQJ�

�� &OLHQW�6LGH�6FDQQLQJ�

�� 6RXUFH�&RGH�$QDO\VLV�

�� 5HYHUVH�(QJLQHHULQJ�

�� 1HWZRUN�6FDQQLQJ�

�� ,GHQWLI\LQJ�&ORXG�OHDN�

�

+RZ�'R�&RPSDQLHV�&DUU\�6HFXULW\�$VVHVVPHQW�DQG�+RZ�GRHV�LW�ZRUNV"�

�

�

�

��



�

:KHQHYHU VXPPHG XS DSSUDLVDO UHVXOWV GRQ
W JLYH D VXIILFLHQW FRQQHFWLRQ EHWZHHQ WKHVH� � � � � � � � � � � �

WHUULWRULHV��D�PRUH�WRS�WR�ERWWRP�HYDOXDWLRQ�LV�YLWDO���

�

�

�

�����+RZ�&966�6FRUH�LV�&DOFXODWHG�"�

�

&966 6FRUH LV DQ LPSRUWDQW IDFWRU LQ PHDVXULQJ WKH YXOQHUDELOLWLHV GLVFRYHUHG GXULQJ� � � � � � � � � � � �

ZHE�VHFXULW\�DVVHVVPHQW��7KHVH�LQFOXGHV�IROORZLQJ�SDUDPHWHUV��

�

�� &RQILGHQWLDOLW\��,QWHJULW\��DQG�$YDLODELOLW\��

'HSLFWV WKH HVVHQWLDO VHFXULW\ WDUJHWV� ZKLFK DUH FRPSOHWHO\ SULQFLSDO WR JHWWLQJ� � � � � � � � � � �

VHFXULW\��

�� 9XOQHUDELOLWLHV��

&KDUDFWHUL]HV WKH VLJQLILFDQW FODVVLILFDWLRQV RI YXOQHUDELOLWLHV DQG H[DPLQHV WKH� � � � � � � � �

QHDUQHVV�RI�YXOQHUDELOLWLHV�LQ�DOO�SURGXFW��

�� 'DQJHUV��

4XLFNO\�SUHVHQWV�VLJQLILFDQW�ULVN�LGHDV��

�� 6HFXULW\�&RQWUROV�

��



�

&KDUDFWHUL]HV VLJQLILFDQW FODVVHV RI VHFXULW\ FRQWUROV DQG WDONV DERXW WKHLU� � � � � � � � � �

SRWHQWLDO�ZHDNQHVVHV�

�

����:HE�$SSOLFDWLRQ�6HFXULW\�$VVHVVPHQW�9XOQHUDELOLWLHV�

�

�

�

�

��



�

SUHVXPSWLRQV LQ WKH VWUXFWXUH RI WKH +70/ FRQWHQW UHQGHULQJ KLJKOLJKW ZDV WKDW FOLHQWV� � � � � � � � � � � � �

ZRXOG�QRW�JHW�PDOLJQDQW�K\SHUOLQNV�DQG�VQDS�RQ�WKHP��

�

3URJUDPPLQJ KLJKOLJKW DEXVH YXOQHUDELOLWLHV DUH SUHVHQWHG GXULQJ WKH SODQ RI WKH SURGXFW� � � � � � � � � � � �

RU D VHJPHQW RI WKH SURGXFW �H�J�� D FRQYHQWLRQ WKDW WKH SURGXFW DFWXDOL]HV�� 7UXVW� � � � � � � � � � � � � �

VXSSRVLWLRQV PD\ KDYH EHHQ H[SUHVVHG � IRU LQVWDQFH� DQ DUFKLWHFW PRQLWRULQJ D VHFXULW\� � � � � � � � � � � � �

VKRUWFRPLQJ�DQG�GLVFRYHULQJ�WKDW�D�GLIIHUHQW�VHFXULW\�FRQWURO�ZRXOG�PDNH�XS�IRU�LW��

�

,Q DQ\ FDVH� WUXVW VXVSLFLRQV DUH UHJXODUO\ FHUWDLQ� IRU H[DPSOH� PDNLQJ DQ HOHPHQW� � � � � � � � � � � � �

ZLWKRXW ILUVW DVVHVVLQJ WKH GDQJHUV LW ZRXOG SUHVHQW� 'DQJHUV PD\ OLNHZLVH FKDQJH RYHU� � � � � � � � � � � � �

WKH�OLIHWLPH�RI�SURJUDPPLQJ�RU�D�FRQYHQWLRQ�XWLOL]HG�LQ�SURJUDPPLQJ��

�

)RU LQVWDQFH� WKH $GGUHVV 5HVROXWLRQ 3URWRFRO �$53� EHOLHYHV WKDW DQ $53 DQVZHU� � � � � � � � � � � �

FRQWDLQV WKH ULJKW PDSSLQJ EHWZHHQ 0HGLD $FFHVV &RQWURO �0$&� DQG ,QWHUQHW 3URWRFRO� � � � � � � � � � � �

�,3� DGGUHVVHV� 7KH $53 UHVHUYH XWLOL]HV WKDW GDWD WR JLYH YDOXDEOH DVVLVWDQFH²WR� � � � � � � � � � � �

HPSRZHU VHQGLQJ LQIRUPDWLRQ EHWZHHQ JDGJHWV LQVLGH D QHDUE\ V\VWHP� %H WKDW DV LW PD\�� � � � � � � � � � � � � �

DQ DVVDLODQW FRXOG FUHDWH ERJXV $53 PHVVDJHV WR KDUP D IUDPHZRUN
V $53 WDEOH DQG LQ� � � � � � � � � � � � � � �

WKLV�ZD\�GLVSDWFK�D�UHIXVDO�RI�DGPLQLVWUDWLRQ�RU�D�PDQ�LQ�WKH�FHQWHU�DVVDXOW��

�

7KH $53 FRQYHQWLRQ ZDV LQVWLWXWLRQDOL]HG PRUH WKDQ �� \HDUV EDFN� DQG GDQJHUV KDYH� � � � � � � � � � � � �

FKDQJHG D ORW IURP WKDW SRLQW IRUZDUG� VR WKH WUXVW VXVSLFLRQV FKDUDFWHULVWLF LQ LWV VWUXFWXUH� � � � � � � � � � � � � � �

DW�WKDW�SRLQW�DUH�SUREDEO\�QRW�JRLQJ�WR�DW�SUHVHQW�EH�VHQVLEOH�WRGD\��

�

,W PLJKW EH GLIILFXOW WR VHSDUDWH SURJUDPPLQJ KLJKOLJKW DEXVH YXOQHUDELOLWLHV IURP WKH� � � � � � � � � � � �

RWKHU WZR FODVVLILFDWLRQV� )RU LQVWDQFH� ERWK SURJUDPPLQJ EOHPLVKHV DQG DEXVH� � � � � � � � � �

YXOQHUDELOLWLHV PLJKW EH EURXJKW DERXW E\ ODFNV LQ SURJUDPPLQJ FRQILJXUDWLRQ IRUPV� %H� � � � � � � � � � � �

WKDW DV LW PD\� SURJUDPPLQJ EOHPLVKHV DUH QHJDWLYH²WKH\ JLYH QR SRVLWLYH DGYDQWDJH WR� � � � � � � � � � � � �

VHFXULW\ RU XVHIXOQHVV²ZKLOH SURJUDPPLQJ KLJKOLJKWV DEXVH YXOQHUDELOLWLHV KDSSHQ� � � � � � � �

EHFDXVH�RI�JLYLQJ�H[WUD�KLJKOLJKWV��

�

7KHUH PD\ OLNHZLVH EH SHUSOH[LW\ FRQFHUQLQJ DEXVH YXOQHUDELOLWLHV IRU KLJKOLJKWV WKDW FDQ� � � � � � � � � � � �

EH HPSRZHUHG RU FULSSOHG²DV LW ZHUH� DUUDQJHG²YHUVXV VHFXULW\ GHVLJQ LVVXHV� 7KH NH\� � � � � � � � � � � �

��



�

FRQWUDVW LV WKDW IRU DEXVH SRZHUOHVVQHVV� WKH DUUDQJHPHQW VHWWLQJ HPSRZHUV RU LPSDLUV WKH� � � � � � � � � � � � �

ZKROH FRPSRQHQW DQG GRHVQ
W H[SOLFLWO\ DGMXVW RQO\ LWV VHFXULW\� IRU D VHFXULW\ GHVLJQ� � � � � � � � � � � � �

LVVXH�GHIHQVHOHVVQHVV��WKH�VHWXS�VHWWLQJ�PRGLILHV�MXVW�WKH�SURGXFW
V�VHFXULW\��

�

)RU LQVWDQFH� D VHWWLQJ WKDW FULSSOHV DOO XWLOL]DWLRQ RI +70/ LQ PHVVDJHV VLJQLILFDQWO\� � � � � � � � � � � � �

DIIHFWV ERWK VHFXULW\ DQG XVHIXOQHVV� VR SRZHUOHVVQHVV LGHQWLILHG ZLWK WKLV VHWWLQJ ZRXOG� � � � � � � � � � � �

EH DQ DEXVH GHIHQVHOHVVQHVV� $ VHWWLQJ WKDW GHELOLWDWHV WKH XWLOL]DWLRQ RI DQ DQWL SKLVKLQJ� � � � � � � � � � � � � �

KLJKOLJKW LQ DQ HPDLO FXVWRPHU VLJQLILFDQWO\ DIIHFWV MXVW VHFXULW\� VR KHOSOHVVQHVV ZLWK WKDW� � � � � � � � � � � � �

VHWWLQJ�ZRXOG�EH�YLHZHG�DV�D�VHFXULW\�VHWXS�LVVXH�ZHDNQHVV��

�

����([SORLWV�

�

$ ([SORLW LV DQ\ VLWXDWLRQ ZLWK WKH SRVVLELOLW\ WR XQIDYRUDEO\ DIIHFW LQIRUPDWLRQ RU� � � � � � � � � � � � �

IUDPHZRUNV WKURXJK XQDSSURYHG JHWV WR� REOLWHUDWLRQ� UHYHODWLRQ� RU DOWHUDWLRQ RI GDWD� DV� � � � � � � � � � � �

ZHOO DV GLVDSSURYDO RI DGPLQLVWUDWLRQ� 'DQJHUV PD\ LQFOXGH GHOLEHUDWH HQWHUWDLQHUV �H�J��� � � � � � � � � � �

DJJUHVVRU ZKR QHHGV WR JHW WR GDWD RQ D VHUYHU� RU DFFLGHQWDO RQ�VFUHHQ FKDUDFWHUV �H�J��� � � � � � � � � � � � � � �

WKH H[HFXWLYH ZKR QHJOHFWV WR LPSDLU FOLHQW UHFRUGV RI D SUHYLRXV ZRUNHU�� 7KUHDWV FDQ EH� � � � � � � � � � � � � � �

QHDUE\� IRU H[DPSOH� D GLVSOHDVHG UHSUHVHQWDWLYH� RU UHPRWH� IRU H[DPSOH� DQ DVVDLODQW LQ� � � � � � � � � � � � �

DQRWKHU�WRSRJUDSKLFDO�WHUULWRU\��

�

$ GDQJHU VRXUFH LV D UHDVRQ IRU ULVN� IRU H[DPSOH� DQ DQWDJRQLVWLF GLJLWDO RU SK\VLFDO� � � � � � � � � � � � � � �

DVVDXOW� D KXPDQ EOXQGHU RI RYHUVLJKW RU FRPPLVVLRQ� D GLVDSSRLQWPHQW RI DVVRFLDWLRQ� � � � � � � � � � � �

FRQWUROOHG HTXLSPHQW RU SURJUDPPLQJ� RU RWKHU GLVDSSRLQWPHQW RXWVLGH WKH DELOLW\ WR� � � � � � � � � � �

FRQWURO RI WKH DVVRFLDWLRQ� $ ULVN RFFDVLRQ LV DQ RFFDVLRQ RU FLUFXPVWDQFH VWDUWHG RU� � � � � � � � � � � � � �

EURXJKW�DERXW�E\�D�GDQJHU�VRXUFH�WKDW�KDV�WKH�SRWHQWLDO�IRU�FDXVLQJ�DQ�XQIULHQGO\�HIIHFW���

�

1XPHURXV GDQJHUV DJDLQVW LQIRUPDWLRQ DQG DVVHWV DUH FRQFHLYDEOH DV D UHVXOW RI� � � � � � � � � � � �

PL[�XSV²HLWKHU EXJV LQ WKH ZRUNLQJ IUDPHZRUN DQG DSSOLFDWLRQV WKDW PDNH H[SORLWDEOH� � � � � � � � � � �

YXOQHUDELOLWLHV�RU�EOXQGHUV�PDGH�E\�HQG�FOLHQWV�DQG�H[HFXWLYHV���

�

��



�

6\VWHP WUDIILF FRPPRQO\ JRHV WKURXJK PLGGOH 3&V� IRU H[DPSOH� VZLWFKHV� RU LV SHUVLVWHG� � � � � � � � � � � � �

XQERXQG V\VWHPV� IRU H[DPSOH� UHPRWH KRWVSRWV� $ORQJ WKHVH OLQHV� LW WHQGV WR EH FDSWXUHG� � � � � � � � � � � � � �

E\�DQ�RXWVLGHU��'DQJHUV�DJDLQVW�RUJDQL]LQJ�WUDIILF�LQFRUSRUDWH�WKH�DFFRPSDQ\LQJ���

�

(DYHVGURSSLQJ� 'DWD VWD\V XQEOHPLVKHG� \HW LWV VHFXULW\ LV XQGHUPLQHG� )RU LQVWDQFH�� � � � � � � � � � �

VRPHERG\ FRXOG JHW IDPLOLDU ZLWK \RXU FKDUJH FDUG QXPEHU� UHFRUG D GHOLFDWH GLVFXVVLRQ�� � � � � � � � � � � � �

RU�EORFN�DUUDQJHG�GDWD���

�

7DPSHULQJ� 'DWD LQ WUDYHO LV FKDQJHG RU VXSSODQWHG DQG DIWHUZDUG VHQW RQ WR WKH� � � � � � � � � � � � � �

EHQHILFLDU\� )RU LQVWDQFH� VRPHERG\ FRXOG PRGLI\ D UHTXHVW IRU PHUFKDQGLVH RU FKDQJH� � � � � � � � � � � �

DQ�LQGLYLGXDO
V�UHVXPH���

�

,PSHUVRQDWLRQ� 'DWD JRHV WR DQ LQGLYLGXDO ZKR DFWV OLNH WKH H[SHFWHG EHQHILFLDU\�� � � � � � � � � � � �

3DQWRPLPH�FDQ�WDNH�WZR�VWUXFWXUHV���

�

ż 8QDXWKRUL]DWLRQ� $Q LQGLYLGXDO FDQ FODLP WR EH DQRWKHU SHUVRQ� )RU LQVWDQFH� DQ� � � � � � � � � � � �

LQGLYLGXDO FDQ FODLP WR KDYH WKH HPDLO DGGUHVV MGRH#H[DPSOH�QHW� RU D 3& FDQ� � � � � � � � � � � � �

GLVWLQJXLVK LWVHOI DV D VLWH FDOOHG ZZZ�H[DPSOH�QHW ZKHQ LW LVQ
W� 7KLV VRUW RI SDQWRPLPH� � � � � � � � � � � � � �

LV�NQRZQ�DV�ULGLFXOLQJ���

�

ż 'HFHSWLRQ� $Q LQGLYLGXDO RU DVVRFLDWLRQ FDQ GLVWRUW LWVHOI� )RU LQVWDQFH� DVVXPH� � � � � � � � � � �

WKH VLWH ZZZ�H[DPSOH�QHW SURIHVVHV WR EH D IXUQLWXUH VWRUH ZKHQ LW LV H[WUHPHO\ RQO\ D VLWH� � � � � � � � � � � � � � � �

WKDW�DVVXPHV�SUDLVH�FDUG�LQVWDOOPHQWV�KRZHYHU�QHYHU�VHQGV�DQ\�PHUFKDQGLVH��

�

����6HFXULW\�&RQWUROV�

�

6HQVLWLYH LQIRUPDWLRQ RXJKW WR EH HQVXUHG GHSHQGHQW RQ WKH SRWHQWLDO HIIHFW RI ORVW� � � � � � � � � � � � �

FODVVLILFDWLRQ� XSULJKWQHVV� RU DFFHVVLELOLW\� ,QVXUDQFH PHDVXUHV �DOVR FDOOHG VHFXULW\� � � � � � � � �

FRQWUROV� ZLOO LQ JHQHUDO IDOO LQWR WZR FODVVHV� 7R EHJLQ ZLWK� VHFXULW\ VKRUWFRPLQJV LQ WKH� � � � � � � � � � � � � � �

IUDPHZRUN VKRXOG EH VHWWOHG� )RU LQVWDQFH� LI D IUDPHZRUN KDV NQRZQ KHOSOHVVQHVV WKDW� � � � � � � � � � � � �

DVVDLODQWV FRXOG DEXVH� WKH IUDPHZRUN RXJKW WR EH IL[HG VR WKH GHIHQVHOHVVQHVV LV� � � � � � � � � � � � �

HYDFXDWHG RU UHOLHYHG� 6HFRQG� WKH IUDPHZRUN VKRXOG RIIHU MXVW WKH QHFHVVDU\ XVHIXOQHVV� � � � � � � � � � � �

��



�

WR HDFK DSSURYHG FOLHQW� ZLWK WKH JRDO WKDW QRERG\ FDQ XWLOL]H FDSDFLWLHV WKDW DUH D ELW� � � � � � � � � � � � � � � �

PXFK� 7KLV JXLGHOLQH LV NQRZQ DV WKH OHDVW EHQHILW� &RQVWUDLQLQJ XVHIXOQHVV DQG VHWWOLQJ� � � � � � � � � � � � �

VHFXULW\ VKRUWFRPLQJV KDYH D VKDUHG REMHFWLYH� JLYH DJJUHVVRUV DV QRW PDQ\ RSHQ GRRUV DV� � � � � � � � � � � � � �

FRQFHLYDEOH�WR�UXSWXUH�D�IUDPHZRUN���

�

7KHUH�DUH�WKUHH�VRUWV�RI�VHFXULW\�FRQWUROV��DV�SXUVXHV���

�

�� 7KH ERDUG FRQWUROV� 7KH VHFXULW\ FRQWUROV WKDW HPSKDVLV RQ WKH DGPLQLVWUDWLRQ RI� � � � � � � � � � � �

KD]DUG�DQG�WKH�DGPLQLVWUDWLRQ�RI�GDWD�IUDPHZRUN�VHFXULW\���

�

�� 2SHUDWLRQDO FRQWUROV� 7KH VHFXULW\ FRQWUROV WKDW DUH SULQFLSDOO\ DFWXDOL]HG DQG� � � � � � � � � �

H[HFXWHG�E\�LQGLYLGXDOV��LQVWHDG�RI�IUDPHZRUNV����

�

�� 6SHFLDOL]HG FRQWUROV� 7KH VHFXULW\ FRQWUROV WKDW DUH HVVHQWLDOO\ DFWXDOL]HG DQG� � � � � � � � � �

H[HFXWHG E\ WKH IUDPHZRUN WKURXJK WKH IUDPHZRUN
V HTXLSPHQW� SURJUDPPLQJ� RU� � � � � � � � � �

ILUPZDUH���

�

(YHU\ RQH RI WKH WKUHH NLQGV RI FRQWUROV LV LPSRUWDQW IRU VWURQJ VHFXULW\� )RU LQVWDQFH� D� � � � � � � � � � � � � � � �

VHFXULW\ VWUDWHJ\ LV DQ DGPLQLVWUDWLRQ FRQWURO� \HW LWV VHFXULW\ SUHUHTXLVLWHV DUH DFWXDOL]HG� � � � � � � � � � � �

E\ LQGLYLGXDOV �RSHUDWLRQDO FRQWUROV� DQG IUDPHZRUNV �VSHFLDOL]HG FRQWUROV�� &RQVLGHU� � � � � � � � �

SKLVKLQJ DVVDXOWV� $Q DVVRFLDWLRQ PD\ KDYH D ZRUWK\ XVH DUUDQJHPHQW WKDW GHWHUPLQHV WKH� � � � � � � � � � � � �

OHDG RI FOLHQWV� LQFOXGLQJ QRW YLVLWLQJ SHUQLFLRXV VLWHV� 6HFXULW\ FRQWUROV WR KHOS IRLO� � � � � � � � � � � � �

SKLVKLQJ� RWKHU WKDQ WKH DGPLQLVWUDWLYH FRQWURO RI WKH DGHTXDWH XVH VWUDWHJ\ LWVHOI�� � � � � � � � � � � �

LQFRUSRUDWH RSHUDWLRQDO FRQWUROV� IRU H[DPSOH� SUHSDULQJ FOLHQWV QRW WR VXFFXPE WR� � � � � � � � � � �

SKLVKLQJ WULFNV� DQG VSHFLDOL]HG FRQWUROV WKDW VFUHHQ PHVVDJHV DQG VLWH XVH IRU LQGLFDWLRQV� � � � � � � � � � � � �

RI�SKLVKLQJ�DFWLRQ���

�

$ W\SLFDO LVVXH ZLWK VHFXULW\ FRQWUROV LV WKDW WKH\ IUHTXHQWO\ PDNH IUDPHZRUNV OHVV� � � � � � � � � � � � �

KHOSIXO RU SURJUHVVLYHO\ KDUG WR XWLOL]H� $W WKH SRLQW ZKHQ HDVH RI XVH LV DQ LVVXH�� � � � � � � � � � � � � � � �

QXPHURXV FOLHQWV ZLOO HQGHDYRU WR E\SDVV VHFXULW\ FRQWUROV� IRU LQVWDQFH� LI SDVVZRUGV� � � � � � � � � � � �

PXVW EH ORQJ DQG FRPSOH[� FOLHQWV PD\ UHFRUG WKHP� $GMXVWLQJ VHFXULW\� XVHIXOQHVV� DQG� � � � � � � � � � � � �

FRQYHQLHQFH LV IUHTXHQWO\ D WHVW� 7KH REMHFWLYH RXJKW WR EH WR ILQG VRPH NLQG RI KDUPRQ\�� � � � � � � � � � � � � � � �

��



�

JLYH D VHQVLEO\ VHFXUH DUUDQJHPHQW ZKLOH RIIHULQJ WKH XVHIXOQHVV DQG HDVH RI XVH WKDW� � � � � � � � � � � � � �

FOLHQWV UHTXLUH� $QRWKHU FHQWUDO JXLGHOLQH ZLWK VHFXULW\ FRQWUROV LV XWLOL]LQJ YDULRXV OD\HUV� � � � � � � � � � � �

RI VHFXULW\²VDIHJXDUG LQVLGH DQG RXW� )RU LQVWDQFH� WRXFK\ LQIRUPDWLRQ RQ D VHUYHU PLJKW� � � � � � � � � � � � �

EH VKLHOGHG IURP RXWVLGH DVVDXOW E\ D IHZ FRQWUROV� LQFOXGLQJ D V\VWHP EDVHG ILUHZDOO� D� � � � � � � � � � � � � � �

KRVW�EDVHG ILUHZDOO� DQG 26 IL[LQJ� 7KH LQVSLUDWLRQ IRU KDYLQJ GLIIHUHQW OD\HUV LV WKDW RQ� � � � � � � � � � � � � �

WKH RII FKDQFH WKDW RQH OD\HU FRPHV XS VKRUW RU JHQHUDOO\ FDQ
W QHXWUDOL]H D VSHFLILF ULVN�� � � � � � � � � � � � � � � �

GLIIHUHQW OD\HUV PD\ NHHS WKH GDQJHU IURP HIIHFWLYHO\ EUHDNLQJ WKH IUDPHZRUN� $ PL[ RI� � � � � � � � � � � � � �

D�V\VWHP�EDVHG�DQG�KDYH�EDVHG�FRQWUROV�LV�FRPPRQO\�EHVW�DW�JLYLQJ�VWHDG\�DVVXUDQFH��

�

�

�

��



�

&KDSWHU���

/,7(5$785(�6859(<�

�
����2:$63�7RS����:HE�

�

7KH 2:$63 7RS �� LV DQ DPD]LQJ PLQGIXOQHVV DUFKLYH IRU ZHE DSSOLFDWLRQ VHFXULW\� ,W� � � � � � � � � � � � � �

VSHDNV WR DQ H[SDQVLYH DJUHHPHQW DERXW WKH PRVW EDVLF VHFXULW\ GDQJHUV WR ZHE� � � � � � � � � � � � �

DSSOLFDWLRQV� 9HQWXUH LQGLYLGXDOV LQFRUSRUDWH DQ DVVRUWPHQW RI VHFXULW\ VSHFLDOLVWV IURP� � � � � � � � � �

DURXQG�WKH�JOREH�ZKR�KDYH�VKDUHG�WKHLU�DSWLWXGH�WR�GHOLYHU�WKLV�UXQGRZQ��

�

�
7DEOH������2:$63�WRS����:HE�

��



�

���,QMHFWLRQ�

�

,QMHFWLRQV DUH DPRQJ WKH PRVW HVWDEOLVKHG DQG PRVW SHULORXV DVVDXOWV WR DQ\ ZHE� � � � � � � � � � � � �

DSSOLFDWLRQ� ,Q WKLV DVVDXOW� WKH DVVDLODQW HVVHQWLDOO\ VHQGV PDOLJQDQW LQIRUPDWLRQ� VR DV WR� � � � � � � � � � � � �

PDNH WKH DSSOLFDWLRQ SURFHGXUH DQG DFFRPSOLVK VRPHWKLQJ LW VKRXOG GR� ,QIXVLRQ� � � � � � � � � � �

LPSHUIHFWLRQV DUH H[WUHPHO\ SHUYDVLYH� HVSHFLDOO\ LQ LQKHULWDQFH FRGH� 7KH FHQWHU� � � � � � � � � �

H[SODQDWLRQ EHLQJ� 8VHU�SURYLGHG LQIRUPDWLRQ LVQ
W DSSURYHG� VLIWHG RU SXULILHG E\ WKH� � � � � � � � � � �

DSSOLFDWLRQ���

�

6RPH�RWKHU�SRWHQWLDO�UHDVRQV�LQFOXGH���

�

�� 8WLOL]LQJ�G\QDPLF�TXHVWLRQV�VWUDLJKWIRUZDUGO\�LQ�WKH�WUDQVODWRU���

�

�� 8WLOL]LQJ QRQ�SDUDPHWHUL]HG FDOOV ZLWKRXW H[HFXWLQJ VHWWLQJ PLQGIXO JHWWLQJ DZD\� � � � � � � � �

�DXWR�JHWWLQJ DZD\ LQ VKRUW� VWUDLJKWIRUZDUGO\ LQ WKH WUDQVODWRU� 3HUXVH� � � � � � � � �

LQFUHDVLQJO\�DERXW�JHWWLQJ�DZD\�IURP�DOO�FOLHQW�SURYLGHG�FRQWULEXWLRQV�KHUH���

�

�� $QWDJRQLVWLF LQIRUPDWLRQ EHLQJ XWLOL]HG LQVLGH DUWLFOH VRFLDO PDSSLQJ �250�� � � � � � � � �

VHDUFK�SDUDPHWHUV�WR�UHPRYH�H[WUD��GHOLFDWH�UHFRUGV���

�

�� 8QIULHQGO\ LQIRUPDWLRQ EHLQJ XWLOL]HG RU FRQQHFWHG VWUDLJKWIRUZDUGO\� ZLWK WKH� � � � � � � � �

HQG JRDO WKDW WKH 64/ RU RUGHU FRQWDLQV ERWK VWUXFWXUH DQG WKUHDWHQLQJ LQIRUPDWLRQ� � � � � � � � � � � � �

LQ�XQLTXH�TXHVWLRQV��RUGHUV��RU�SXW�DZD\�WHFKQLTXHV���

�

+HUH�LV�2:$63
V�FDVH�RI�D�64/�TXHVWLRQ�H[SHQGLQJ�XQWUXVWHG�LQIRUPDWLRQ���

�

6WULQJ TXHVWLRQ  �6(/(&7  )520 DFFRXQWV :+(5( FXVW,' 
� �� � � � � � � � � �

UHTXHVW�JHW3DUDPHWHU��LG������
����

�

7KLV TXHVWLRQ FDQ EH DEXVHG ZKHQ WKH DVVDLODQW DOWHUV WKH 
LG
 SDUDPHWHU HVWHHP LQ WKHLU� � � � � � � � � � � � � � �

SURJUDP WR VHQG� 
 RU 
�
 
�� )RU LQVWDQFH�� � � � � � � �

���



�

KWWS���H[DPSOH�FRP�DSSOLFDWLRQ�DFFRXQW9LHZ"LG 
 RU 
�
 
� 7KLV FDQ PDNH WKH GDWDEDVH� � � � � � � �

WDEOH�UHWXUQ�DOO�WKH�FROXPQV���

�

7R PDNH VXUH DERXW \RXU DSSOLFDWLRQ IURP LQMHFWLRQ DVVDXOWV� KHUH DUH D SRUWLRQ RI� � � � � � � � � � � � � �

2:$63
V�VSHFLDOL]HG�VXJJHVWLRQV�WR�SD\�VSHFLDO�PLQG�WR���

�

�� )RUHVWDOOLQJ LQIXVLRQ UHTXLUHV NHHSLQJ LQIRUPDWLRQ VHSDUDWH IURP RUGHUV DQG� � � � � � � � �

LQTXLULHV���

�

�

&RGH LQIXVLRQ FDQ EH OHWKDO DV LW FDQ EULQJ DERXW LQIRUPDWLRQ PLVIRUWXQH RU GHILOHPHQW�� � � � � � � � � � � � � �

DEVHQFH�RI�UHVSRQVLELOLW\��UHIXVDO�RI�DFFHVV�RU�FDQ�DW�WLPHV�OHDG�WR�WHUPLQDWLRQ��

�

���



�

�

)LJ������,QMHFWLRQ��7KUHDW�$JHQW��6HFXULW\�:HDNQHVV��,PSDFWV�

�

���%URNHQ�$XWKHQWLFDWLRQ��

�

0DNLQJ VXUH DERXW FOLHQW YHULILFDWLRQ LV D YLWDO SLHFH RI PDNLQJ WKH ZHE DSSOLFDWLRQ PRUH� � � � � � � � � � � � � � �

VHFXUH� 7R FRPSUHKHQG WKLV ZHDNQHVV EHWWHU� OHW XV LQYHVWLJDWH KRZ D UXQ RI WKH PLOO� � � � � � � � � � � � � � �

YHULILFDWLRQ�SURFHVV�UHVHPEOHV���

�� 7KH�FOLHQW�HQWHUV�WKHLU�ORJLQ�TXDOLILFDWLRQV��

�� 7KH VHUYHU FRQILUPV WKH FHUWLILFDWLRQV DQG DIWHUZDUG PDNHV D PHHWLQJ ZKLFK LV� � � � � � � � � � � �

WKHQ�SXW�DZD\�RQ�WKH�VHUYHU�VLGH��

�� $�WUHDW�ZLWK�WKH�PHHWLQJ�,'�LV�WKHQ�SXW�DZD\�RQ�WKH�FOLHQW
V�SURJUDP��

�� 2Q HDFK HQVXLQJ VROLFLWDWLRQ PDGH E\ WKH FOLHQW� WKH PHHWLQJ ,' LV FKHFNHG DJDLQVW� � � � � � � � � � � � � �

WKH ZRUWK SXW DZD\ RQ WKH VHUYHU WR SURFHVV LW� 2Q WKH RII FKDQFH WKDW WKH ,'� � � � � � � � � � � � � � � � �

GLIIHUV��WKH�YDOLGDWLRQ�IL]]OHV�DQG�WKH�VROLFLWDWLRQ�LVQ
W�SUHSDUHG�HIIHFWLYHO\��

�� 7KLV PHHWLQJ LV SXOYHUL]HG RQ ERWK FXVWRPHU DQG VHUYHU ZKHQ WKH FOLHQW ORJV RXW� � � � � � � � � � � � � �

RI�WKH�DSSOLFDWLRQ��

�

3UHVHQWO\� LI WKHUH DUH DQ\ GHIHFWV LQ WKLV LQVWUXPHQW� RU LI WKH FRQILUPDWLRQ SURFHGXUH� � � � � � � � � � � � � �

GRHVQ
W GHDO ZLWK WKH SUHVFULEHG SURFHGXUHV LQ LWV H[HFXWLRQ� DQ DJJUHVVRU FDQ XWLOL]H� � � � � � � � � � � � �

PDQXDO RU SURJUDPPHG PHGLXPV WR DWWHPSW WR JHW HQWUDQFH RYHU DQ\ UHFRUG� RU LQ WKH� � � � � � � � � � � � � � �

PRVW�SHVVLPLVWLF�VFHQDULR��DXWKRULW\�RYHU�WKH�IUDPHZRUN���

�

:KHQ�LV�WKH�DSSOLFDWLRQ�GHIHQVHOHVV"��

:KLOH WKH GDQJHU FDQ FRPH LQ QXPHURXV VWUXFWXUHV� WKHVH DUH VRPH FRQVSLFXRXV FDVHV� � � � � � � � � � � � �

ZKLFK�PDNH�WKH�DSSOLFDWLRQ�GHIHQVHOHVV�DJDLQVW�WKH�DVVDXOW���

���



�

�

�� 3XWWLQJ DZD\ SDVVZRUGV DV SODLQ�FRQWHQW� ,W LV QHYHU D VPDUW WKRXJKW�� � � � � � � � � � �

&RQWLQXRXVO\ KDVK WKH SDVVZRUGV ZLWK VDOW EHIRUH SXWWLQJ DZD\ WKHP� VR WKDW� � � � � � � � � � � �

UHJDUGOHVV RI ZKHWKHU WKHUH LV D GDWDEDVH EUHDN� WKH FHUWLILFDWLRQV DUH QRW� � � � � � � � � � � �

XQFRYHUHG��7U\�QRW�WR�XWLOL]H�SRZHUOHVV�KDVKHV�OLNH�6+$��RU�0'����

�� /HDYLQJ�D�ORJLQ�SDJH�IRU�KHDGV�RSHQO\�DYDLODEOH�WR�DOO�JXHVWV�RI�WKH�VLWH���

�� 1RW GHDOLQJ ZLWK FRPSXWHUL]HG DVVDXOWV� IRU H[DPSOH� TXDOLILFDWLRQ VWXIILQJ� ZKHUH� � � � � � � � � �

WKH�DVVDLODQW�KDV�D�UXQGRZQ�RI�OHJLWLPDWH�XVHUQDPHV�DQG�SDVVZRUGV���

�� 1RW�GHDOLQJ�ZLWK�EHDVW�SRZHU�RU�RWKHU�URERWL]HG�DVVDXOWV���

�� 1RW�FKHFNLQJ�WKH�VHFUHW�SKUDVH�DJDLQVW�D�UXQGRZQ�RI�PRVW�UHJXODU�SDVVZRUGV���

�� 8WLOL]LQJ IUDLO RU LQDGHTXDWH DFFUHGLWDWLRQ UHFXSHUDWLRQ DQG RYHUORRNHG VHFUHW� � � � � � � � �

SKUDVH�IRUPV��IRU�H[DPSOH��LQIRUPDWLRQ�EDVHG�DQVZHUV��ZKLFK�FDQ
W�EH�PDGH�VDIH���

�� 8QFRYHULQJ 6HVVLRQ ,'V LQ WKH 85/� H� J� 85/ FKDQJLQJ�� � � � � � � � � �

KWWS���H[DPSOH�FRP�GHDO�VDOHLWHPV�MVHVVLRQLG �3�2&�-61'/36.+&-81�-9"GH

VW +DZDLL��

�� 1RW�WXUQLQJ�PHHWLQJ�,'V�DIWHU�IUXLWIXO�ORJLQ���

�� 1RW DSSURSULDWHO\ UHIXWLQJ PHHWLQJ ,'V� &OLHQW PHHWLQJV RU YHULILFDWLRQ WRNHQV�� � � � � � � � � �

HVSHFLDOO\ VLQJOH VLJQ�RQ �662� WRNHQV� DUHQ
W DSSURSULDWHO\ QXOOLILHG GXULQJ� � � � � � � � �

ORJRXW�RU�D�WLPH�RI�LGOHQHVV���

�

+RZ�PLJKW�\RX�IRUHVWDOO�EURNHQ�FRQILUPDWLRQ�YXOQHUDELOLWLHV"��

7R NHHS WKH DSSOLFDWLRQ VHFXUH IURP WKLV VSHFLILF SRZHUOHVVQHVV� LW LV VLJQLILFDQW IRU WKH� � � � � � � � � � � � � �

GHVLJQHU WR NQRZ DERXW WKH DFFHSWHG SURFHGXUHV RI VLWH VHFXULW\� 7KH FRGH RXJKW WR EH� � � � � � � � � � � � � � �

WULHG�WRJHWKHU�EHIRUH�LW�LV�VHQW�WR�FUHDWLRQ���

�

+HUH DUH D SRUWLRQ RI 2:$63
V VSHFLDOL]HG SURSRVDOV WR HQVXUH \RXU DSSOLFDWLRQ LV� � � � � � � � � � � � �

VKHOWHUHG�IURP�WKHVH�PHVVHG�XS�YHULILFDWLRQ�YXOQHUDELOLWLHV���

�� 8WLOL]H D VHUYHU�VLGH� VHFXUH� ZRUNLQJ PHHWLQJ FKLHI WKDW SURGXFHV DQRWKHU� � � � � � � � � �

DUELWUDU\�PHHWLQJ�,'�ZLWK�KLJK�HQWURS\�DIWHU�ORJLQ���

�� 0HHWLQJ ,'V RXJKW QRW EH LQ WKH 85/� ,'V RXJKW WR OLNHZLVH EH VDIHO\ SXW DZD\� � � � � � � � � � � � � � � �

DQG�GLVFUHGLWHG�DIWHU�ORJRXW��LQHUW��DQG�VXSUHPH�EUHDNV���

���



�

�� $W HYHU\ SRVVLEOH RSSRUWXQLW\� DFWXDOL]H PXOWLIDFHWHG YDOLGDWLRQ WR IRUHVWDOO� � � � � � � � �

PHFKDQL]HG� DFFUHGLWDWLRQ VWXIILQJ� DQLPDO SRZHU� DQG WDNHQ TXDOLILFDWLRQ UH�XVH� � � � � � � � �

DVVDXOWV���

�� 7U\ QRW WR GHOLYHU RU VHQG ZLWK DQ\ GHIDXOW DFFUHGLWDWLRQV� HVSHFLDOO\ IRU H[HFXWLYH� � � � � � � � � � � � �

FOLHQWV���

�� ([HFXWH IHHEOH VHFUHW NH\ FKHFNV� IRU H[DPSOH� WHVWLQJ QHZ RU FKDQJHG SDVVZRUGV� � � � � � � � � � � �

DJDLQVW�D�UXQGRZQ�RI�WKH�PDLQ�������PRVW�H[FHHGLQJO\�WHUULEOH�SDVVZRUGV���

�� $GMXVW VHFUHW SKUDVH OHQJWK� LQWULFDF\ DQG SLYRW VWUDWHJLHV ZLWK 1,67 ������ %
V� � � � � � � � � � � �

UXOHV LQ VHJPHQW ����� IRU 0HPRUL]HG 6HFUHWV RU RWKHU SUHVHQW GD\� SURRI EDVHG� � � � � � � � � � � � �

VHFUHW�NH\�DSSURDFKHV���

�� *XDUDQWHH HQOLVWPHQW� DFFUHGLWDWLRQ UHFXSHUDWLRQ� DQG $3, SDWKZD\V DUH VROLGLILHG� � � � � � � � �

DJDLQVW DFFRXQW LGHQWLILFDWLRQ DVVDXOWV E\ XWLOL]LQJ VLPLODU PHVVDJHV IRU DOO UHVXOWV�� � � � � � � � � � �

IRU H[DPSOH 9HULILFDWLRQ GLVDSSRLQWPHQW UHDFWLRQV RXJKW QRW VKRZ ZKLFK SDUW RI� � � � � � � � � � �

WKH YDOLGDWLRQ LQIRUPDWLRQ ZDV LQDFFXUDWH� 5DWKHU WKDQ �,QYDOLG XVHUQDPH� RU� � � � � � � � � �

�,QYDOLG VHFUHW NH\�� VLPSO\ XVH �,QYDOLG XVHUQDPH RU SRWHQWLDOO\ VHFUHW NH\� IRU� � � � � � � � � � � �

ERWK� 0LVWDNH UHDFWLRQV PXVW EH UHDOO\ LQGLVWLQJXLVKDEOH LQ ERWK VKRZFDVH DQG� � � � � � � � � � �

VRXUFH�FRGH���

�� %UHDNLQJ SRLQW RU SURJUHVVLYHO\ GHOD\ IL]]OHG ORJLQ HQGHDYRUV� /RJ DOO� � � � � � � � � �

GLVDSSRLQWPHQWV DQG UHDG\ H[HFXWLYHV ZKHQ DFFUHGLWDWLRQ VWXIILQJ� VDYDJH SRZHU�� � � � � � � � �

RU GLIIHUHQW DVVDXOWV DUH LGHQWLILHG� 7KH XWLOL]DWLRQ RI DUUDQJHPHQWV RI UHDOL]HG� � � � � � � � � � �

SDVVZRUGV LV D W\SLFDO DVVDXOW� ,Q WKH HYHQW WKDW DQ DSSOLFDWLRQ GRHVQ
W H[HFXWH� � � � � � � � � � � � �

URERWL]HG GDQJHU RU FHUWLILFDWLRQ VWXIILQJ DVVXUDQFH� WKH DSSOLFDWLRQ FDQ EH XWLOL]HG� � � � � � � � � � �

DV�D�VHFUHW�SKUDVH�SURSKHW�WR�GHFLGH�ZKHWKHU�WKH�TXDOLILFDWLRQV�DUH�VXEVWDQWLDO��

�

�

)LJ������%URNHQ�$XWKHQWLFDWLRQ��7KUHDW�$JHQWV��6HFXULW\�:HDNQHVV��,PSDFWV�

���



�

�

���6HQVLWLYH�'DWD�([SRVXUH��

�

$V WKH QDPH SURSRVHV� WKLV VHFXULW\ YXOQHUDELOLW\ RFFXUV ZKHQ WKH ZHE DSSOLFDWLRQ GRHVQ
W� � � � � � � � � � � � �

VDWLVIDFWRULO\ HQVXUH WRXFK\ GDWD OLNH PHHWLQJ WRNHQV� SDVVZRUGV� EDQNLQJ GDWD� DUHD�� � � � � � � � � � �

ZHOOEHLQJ LQIRUPDWLRQ� RU ZKDWHYHU RWKHU FRPSDUDWLYH XUJHQW LQIRUPDWLRQ ZKRVH EUHDN� � � � � � � � � �

FDQ EH EDVLF IRU WKH FOLHQW� 7KLV GDQJHU LQIOXHQFHV FOLHQWV WKH PRVW DQG FDQ FDXVH� � � � � � � � � � � � � � �

EXGJHWDU\ PLVIRUWXQH� DFFHVV WR WKH FDVXDOW\
V UHFRUGV� H[WRUWLQJ ZKLFK DW ODVW RXWFRPHV LQ� � � � � � � � � � � � �

GLPLQLVKHG�WUXVW�LQ�WKH�EUDQG���

�

:KHQ�LV�WKH�DSSOLFDWLRQ�YXOQHUDEOH"��

�� +DUGFRGLQJ�LQIRUPDWLRQ�OLNH�WRNHQV��VHFUHWBNH\V��SDVVZRUGV�LQ�WKH�VRXUFH�FRGH���

�� /RJJLQJ�WRXFK\�LQIRUPDWLRQ�LQ�VHUYHU�ORJV���

�� 5HVHUYLQJ�GHOLFDWH�LQIRUPDWLRQ���

�� 7UDQVPLWWLQJ�WRXFK\�GDWD�LQ�SODLQ�FRQWHQW���

�� 8WLOL]LQJ�ROG�RU�SRZHUOHVV�FU\SWRJUDSKLF�FDOFXODWLRQV���

�� 8WLOL]LQJ�GHIDXOW�FU\SWR�NH\V��SURGXFLQJ�RU�UH�XWLOL]LQJ�IUDLO�FU\SWR�NH\V���

�� &OLHQW VSHFLDOLVW �IRU H[DPSOH DSSOLFDWLRQ� $3,� QRW DSSURYLQJ JRW VHUYHU� � � � � � � � � �

GHFODUDWLRQ ZKLFK FDQ EULQJ DERXW D PDYHULFN VHUYHU HQGHDYRULQJ WR WDNH RQ WKH� � � � � � � � � � � � �

DSSHDUDQFH�RI�D�JHQXLQH�VHUYHU���

�� $ 66/�HPSRZHUHG FXVWRPHU H[SHULHQFHV WKH DFFRPSDQ\LQJ VWULGHV WR YHULI\ D� � � � � � � � � �

VHUYHU
V�FKDUDFWHU��

���,V�WKH�SUHVHQW�GDWH�LQVLGH�WKH�OHJLWLPDF\�WLPH�IUDPH"��

���,V�WKH�JLYLQJ�&$�D�FRQILGHG�LQ�&$"�

���'RHV�WKH�JLYLQJ�&$
V�RSHQ�NH\�DSSURYH�WKH�EDFNHU
V�DGYDQFHG�PDUN"�

�� 'RHV WKH DUHD QDPH LQ WKH VHUYHU
V WHVWDPHQW FRRUGLQDWH WKH VSDFH QDPH� � � � � � � � � � � � �

RI�WKH�VHUYHU�LWVHOI"��

�

3UHYHQWLRQ�DQG�)L[HV���

�� ,W LV FULWLFDO WR UHFRJQL]H ZKDW LQIRUPDWLRQ JDWKHUHG DUH GHOLFDWH DQG JURXS WKHP�� � � � � � � � � � � � �

7KLV FDQ UHO\ XSRQ WKH VRUW RI XWLOL]DWLRQ� VHFXULW\ ODZV� DGPLQLVWUDWLYH� � � � � � � � � � �

SUHUHTXLVLWHV�RU�EXVLQHVV�QHHGV��

���



�

�� $SSO\�JHW�WR�FRQWUROV�RQ�WKHVH�LQIRUPDWLRQ�DFFRUGLQJ�WR�WKH�RUGHU���

�� 7U\ QRW WR VWRUH GHOLFDWH LQIRUPDWLRQ SRLQWOHVVO\� 'LVSRVH RI LW DW WKH HDUOLHVW� � � � � � � � � � � � �

RSSRUWXQLW\ RU XVH 3&, '66 DJUHHDEOH WRNHQL]DWLRQ RU HYHQ WUXQFDWLRQ� 1RW� � � � � � � � � � �

KROGLQJ�WRXFK\�LQIRUPDWLRQ�OLPLWV�WKH�KD]DUG���

�� 7U\�WR�HQFRGH�HYHU\�VLQJOH�GHOLFDWH�GDWXP�YHU\�VWLOO���

�� *XDUDQWHH WKDW DOO HQFU\SWLRQ FDOFXODWLRQV DUH PRVW UHFHQW� DQG VROLG� DQG WKDW WKH� � � � � � � � � � � � �

UHODWLQJ�FRQYHQWLRQV�DQG�NH\V�DUH�VHW�XS��.H\V�RXJKW�WR�EH�SXW�DZD\�VHFXUHO\��

�� +DQGLFDS�UHVHUYLQJ�IRU�DQ\�UHDFWLRQ�WKDW�FRQWDLQV�WRXFK\�LQIRUPDWLRQ���

�� 6WRUH SDVVZRUGV XWLOL]LQJ VROLG� YHUVDWLOH DQG VDOWHG KDVKLQJ FDSDFLWLHV ZLWK D� � � � � � � � � � �

ZRUN�IDFWRU��GHIHU�IDFWRU��IRU�H[DPSOH���

Ɣ $UJRQ���

Ɣ VFU\SW��

Ɣ EFU\S\��

Ɣ 3%).')���

�� (QFRGH�DOO�LQIRUPDWLRQ�LQ�WUDYHO�ZLWK�VHFXUH�FRQYHQWLRQV��

�

)LJ������6HQVLWLYH�'DWD�([SRVXUH��7KUHDW�$JHQWV��6HFXULW\�:HDNQHVV��,PSDFWV�

�

���;0/�([WHUQDO�(QWLWLHV��;;(���

�

$V LQGLFDWHG E\ :LNLSHGLD� $ ;0/ ([WHUQDO (QWLW\ DVVDXOW LV D NLQG RI DVVDXOW DJDLQVW DQ� � � � � � � � � � � � � � � �

DSSOLFDWLRQ WKDW SDUVHV ;0/ LQSXW� 7KLV DVVDXOW KDSSHQV ZKHQ ;0/ LQSXW FRQWDLQLQJ D� � � � � � � � � � � � �

UHIHUHQFH�WR�DQ�RXWHU�HOHPHQW�LV�KDQGOHG�E\�D�IHHEO\�GHVLJQHG�;0/�SDUVHU���

�

���



�

�

)LJ������;;(��7KUHDW�$JHQWV��6HFXULW\�:HDNQHVV��,PSDFWV�

�
�
���%URNHQ�$FFHVV�&RQWURO��
�

�

�

�

���



�

)LJ�����%URNHQ�$FFHVV�&RQWURO��7KUHDW�$JHQWV��6HFXULW\�:HDNQHVV��,PSDFWV�

�

���6HFXULW\�0LVFRQILJXUDWLRQV��

�

3URJUDPPHUV DUH FRQWLQXDOO\ VHDUFKLQJ IRU DSSURDFKHV WR LQILOWUDWH VLWHV� DQG VHFXULW\� � � � � � � � � � �

PLVFRQILJXUDWLRQV FDQ EH D VLPSOH SDWK LQ� +HUH DUH D IHZ LQVWDQFHV RI WKLQJV WKDW� � � � � � � � � � � � � � �

SURJUDPPHUV�RUGLQDULO\�DWWHPSW�WR�PLVXVH�VR�DV�WR�LQFUHDVH�XQDSSURYHG�JHW�WR���

�� XQSDWFKHG�GHIHFWV��

�� GHIDXOW�DUUDQJHPHQWV��

�� XQXVHG�SDJHV��

�� XQSURWHFWHG�GRFXPHQWV�DQG�UHJLVWULHV��

�� VXSHUIOXRXV�DGPLQLVWUDWLRQV��

�

�

)LJ������6HFXULW\�0LVFRQILJXUDWLRQ��7KUHDW�$JHQWV��6HFXULW\�:HDNQHVV��,PSDFWV�

�

���&URVV�6LWH�6FULSWLQJ��;66���

�

&URVV 6LWH 6FULSWLQJ �;66� LV D ERXQGOHVV GHIHQVHOHVVQHVV WKDW LQIOXHQFHV PDQ\ ZHE� � � � � � � � � � � �

DSSOLFDWLRQV� ;66 DVVDXOWV FRPSULVH RI LQIXVLQJ SHUQLFLRXV FXVWRPHU VLGH FRQWHQWV LQWR D� � � � � � � � � � � �

VLWH DQG XWLOL]LQJ WKH VLWH DV D VSUHDG VWUDWHJ\� 7KH WKUHDW EHKLQG ;66 LV WKDW LW SHUPLWV DQ� � � � � � � � � � � � � � � � � �

DJJUHVVRU WR LQIXVH FRQWHQW LQWR D VLWH DQG FKDQJH KRZ LW LV VKRZQ� FRPSHOOLQJ D� � � � � � � � � � � � � � �

FDVXDOW\
V�SURJUDP�WR�H[HFXWH�WKH�FRGH�JDYH�E\�WKH�DVVDLODQW�ZKLOH�VWDFNLQJ�WKH�SDJH���

�

7\SHV�RI�;66��

�� 5HIOHFWHG�;66�

���



�

5HIOHFWHG ;66 LV WKH HDVLHVW W\SH RI FURVV�VLWH VFULSWLQJ� ,W RFFXUV ZKHQ DQ DSSOLFDWLRQ� � � � � � � � � � � � � �

JHWV LQIRUPDWLRQ LQ D +773 GHPDQG DQG UHPHPEHUV WKDW LQIRUPDWLRQ LQVLGH WKH TXLFN� � � � � � � � � � � � �

UHDFWLRQ�IRU�D�ULVN\�ZD\���+HUH�LV�D�EDVLF�FDVH�RI�D�UHIOHFWHG�;66�KHOSOHVVQHVV���

�

KWWSV���WHVW�WHVW"PHVVDJH WHVWLQJ��

�S!WHVWLQJ���S!��

�

7KH DSSOLFDWLRQ GRHVQ
W SOD\ RXW VRPH RWKHU KDQGOLQJ RI WKH LQIRUPDWLRQ� VR DQ DJJUHVVRU� � � � � � � � � � � � � �

FDQ�ZLWKRXW�PXFK�RI�D�VWUHWFK�GHYHORS�DQ�DVVDXOW�WKLV�ZD\���

�

KWWSV���WHVW�WHVW�WHVW"PHVVDJH �VFULSW!��%ODKEODK����VFULSW!��

�S!7HVW��VFULSW!��EODKEODK����VFULSW!��S!��

�

,Q WKH HYHQW WKDW WKH FOLHQW YLVLWV WKH 85/ EXLOW E\ WKH DVVDLODQW� DW WKDW SRLQW WKH� � � � � � � � � � � � � � � � �

DJJUHVVRU
V FRQWHQW H[HFXWHV LQ WKH FOLHQW
V SURJUDP� ZLWK UHJDUGV WR WKDW FOLHQW
V PHHWLQJ� � � � � � � � � � � � �

ZLWK WKH DSSOLFDWLRQ� %\ WKHQ� WKH FRQWHQW FDQ FRPSOHWH DQ\ DFWLYLW\� DQG UHFRYHU DQ\� � � � � � � � � � � � � �

LQIRUPDWLRQ��WR�ZKLFK�WKH�FOLHQW�DSSURDFKHV��

�

�� 6WRUHG�;66�

6WRUHG ;66 RFFXUV ZKHQ DQ DSSOLFDWLRQ JHWV LQIRUPDWLRQ IURP DQ XQWUXVWHG VRXUFH DQG� � � � � � � � � � � � �

UHPHPEHUV�WKDW�LQIRUPDWLRQ�LQVLGH�LWV�ODWHU�+773�UHVSRQVH�LQ�D�GDQJHURXV�ZD\���

�

7KH LQIRUPDWLRQ EHLQJ UHIHUUHG WR PD\ EH VXEPLWWHG WR WKH DSSOLFDWLRQ E\ PHDQV RI +773� � � � � � � � � � � � � � �

GHPDQGV� IRU LQVWDQFH� UHPDUNV RQ D EORJ HQWU\� FOLHQW PRQLNHUV LQ D WDON URRP� RU FRQWDFW� � � � � � � � � � � � � � � �

VXEWOHWLHV RQ D FOLHQW UHTXHVW� ,Q GLIIHUHQW FDVHV� WKH LQIRUPDWLRQ PD\ VKRZ XS IURP RWKHU� � � � � � � � � � � � � � �

XQWUXVWHG VRXUFHV� IRU LQVWDQFH� D ZHEPDLO DSSOLFDWLRQ VKRZLQJ PHVVDJHV JRW RYHU 6073�� � � � � � � � � � � �

D SURPRWLQJ DSSOLFDWLRQ VKRZLQJ RQOLQH OLIH SRVWV� RU D V\VWHP REVHUYLQJ DSSOLFDWLRQ� � � � � � � � � � � �

VKRZLQJ�EXQGOH�LQIRUPDWLRQ�IURP�DUUDQJH�WUDIILF���

�

+HUH LV D EDVLF FDVH RI D SXW DZD\ ;66 KHOSOHVVQHVV� $ PHVVDJH ERDUG DSSOLFDWLRQ OHWV� � � � � � � � � � � � � � � �

FOLHQWV�VXEPLW�PHVVDJHV��ZKLFK�DUH�VKRZQ�WR�GLIIHUHQW�FOLHQWV���

�

���



�

�S!+HOOR�6$1'((3���S!��

�

7KH DSSOLFDWLRQ GRHVQ
W SOD\ RXW VRPH RWKHU SUHSDULQJ RI WKH LQIRUPDWLRQ� VR DQ DJJUHVVRU� � � � � � � � � � � � � �

FDQ ZLWKRXW PXFK RI D VWUHWFK FRPPXQLFDWH VRPHWKLQJ VSHFLILF WKDW DVVDXOWV GLIIHUHQW� � � � � � � � � � � �

FOLHQWV���

�

�S!�VFULSW!��;66����VFULSW!��S!�

�

�� '20�%DVHG�;66�

�

�

<RX�ORRNHG�IRU���LPJ�VUF ����������RQHUURU 
��;66�3$</2$'��
!��

�

,Q D FRPPRQ FDVH� WKH LQIR ILHOG ZRXOG EH SRSXODWHG IURP SDUW RI WKH +773 GHPDQG� IRU� � � � � � � � � � � � � � � � �

H[DPSOH� D 85/ LQTXLU\ VWULQJ SDUDPHWHU� SHUPLWWLQJ WKH DVVDLODQW WR FRQYH\ DQ DVVDXOW� � � � � � � � � � � � �

XWLOL]LQJ�D�PDOHYROHQW�85/��LQ�D�VLPLODU�ZD\�DV�UHIOHFWHG�;66��

���



�

�

�

)LJ������;66��7KUHDW�$JHQWV��6HFXULW\�:HDNQHVV��,PSDFWV�

�

+RZ�;66�:RUNV"�

:KHQ�DQ�[VV�SD\ORDG�JHWV�H[HFXWHG�LQ�WKH�YLFWLP¶V�EURZVHU��WKH�PDOLFLRXV�VFULSW�H[WUDFW�

WKH�YLFWLP
V�VHVVLRQ�LGHQWLILHUV�DQG�GHOLYHUV�LW�WR�WKH�DWWDFNHU��

�

)LJ������:RUNLQJ�RI�;66�

�

���,QVHFXUH�'HVHULDOL]DWLRQ��

�

(DFK ZHE HQJLQHHU QHHGV WR PDNH KDUPRQ\ ZLWK WKH ZD\ WKDW DVVDLODQWV�VHFXULW\� � � � � � � � � � � �

VSHFLDOLVWV DUH JRLQJ WR DWWHPSW WR SOD\ ZLWK HYHU\WKLQJ WKDW DVVRFLDWHV ZLWK WKHLU� � � � � � � � � � � � �

DSSOLFDWLRQ±IURP�WKH�85/V�WR�VHULDOL]HG�REMHFWV���

���



�

�

,Q VRIWZDUH HQJLQHHULQJ� DQ DUWLFOH LV DQ LQIRUPDWLRQ VWUXFWXUH� DW WKH HQG RI WKH GD\� DQ� � � � � � � � � � � � � � � �

DSSURDFK�WR�VWUXFWXUH�LQIRUPDWLRQ��7R�PDNH�LW�PRUH�REYLRXV�WZR�NH\�LGHDV���

�

�� 7KH�SURFHGXUH�RI�VHULDOL]DWLRQ�LV�FKDQJLQJ�RYHU�LWHPV�WR�E\WH�VWULQJV���

�� 7KH�SURFHGXUH�RI�GHVHULDOL]DWLRQ�LV�FKDQJLQJ�RYHU�E\WH�VWULQJV�WR�REMHFWV���

�

)LJ������,QVHFXUH�'HVHULDOLVDWLRQ��7KUHDW�$JHQWV��6HFXULW\�:HDNQHVV��,PSDFWV�

�

���8WLOL]LQJ�&RPSRQHQWV�ZLWK�.QRZQ�9XOQHUDELOLWLHV��

�

1RZDGD\V� HYHQ VWUDLJKWIRUZDUG VLWHV� IRU H[DPSOH� LQGLYLGXDO ZHE MRXUQDOV KDYH D JUHDW� � � � � � � � � � � �

GHDO RI FRQGLWLRQV� 7KH QHJOHFWLQJ WR UHIUHVK HDFK ELW RI SURJUDPPLQJ RQ WKH EDFNHQG DQG� � � � � � � � � � � � � � �

IURQWHQG�RI�D�VLWH�ZLOO��LQGHHG��SUHVHQW�VXEVWDQWLDO�VHFXULW\�KD]DUGV�LQ�WKH�QHDU�IXWXUH���

�

)LJ�������8&.9��7KUHDW�$JHQWV��6HFXULW\�:HDNQHVV��,PSDFWV�

�

����,QDGHTXDWH�/RJJLQJ�DQG�0RQLWRULQJ��

�

7KH VLJQLILFDQFH RI PDNLQJ VXUH DERXW D VLWH FDQ
W EH GRZQSOD\HG� :KLOH ���� VHFXULW\ LV� � � � � � � � � � � � � � �

FHUWDLQO\ QRW D UHDVRQDEOH REMHFWLYH� WKHUH DUH DSSURDFKHV WR NHHS WKH VLWH REVHUYHG DOO WKH� � � � � � � � � � � � � � �

���



�

WLPH VR D VHFXULW\ GHVLJQHU FDQ PDNH SURPSW PRYHV ZKHQ VRPHWKLQJ RFFXUV� $ PRUH� � � � � � � � � � � � � �

FDOOHG�$XWRPDWLRQ�KHOSV�IRU�WKLV�VLWXDWLRQ���

�

1RZDGD\V D IHZ :$) OLNHZLVH KHOSV RUJDQL]DWLRQV LQ PDNLQJ VXUH DERXW WKHLU DUHDV \HW� � � � � � � � � � � � � �

EDVLFDOO\ GHSHQGLQJ RQ WKH :$) LVQ
W D ILWWLQJ UHOLHI IURP WKH VHFXULW\ YXOQHUDELOLWLHV WKH� � � � � � � � � � � � � �

VDPH�QXPEHU�RI�WKH�:$)V�FDQ�EH�FLUFXPYHQWHG�ZLWKRXW�DQ\�SUREOHP��

�

)LJ�������,QDGHTXDWH�/RJJLQJ�DQG�0RQLWRULQJ��7KUHDW�$JHQWV��6HFXULW\�:HDNQHVV��

,PSDFWV�

�
�
�

�

�

�

�

�

�

�

�

�

�

�

�

�

�

�

���



�

����2:$63�7RS����0RELOH�

2SHQ :HE $SSOLFDWLRQ 6HFXULW\ 3URMHFW� RU 2:$63 DV LW LV XVXDOO\ NQRZQ� LV D QHWZRUN� � � � � � � � � � � � � � �

EDVHG HVWDEOLVKPHQW ZKLFK WDUJHWV VSUHDGLQJ PLQGIXOQHVV DERXW DSSOLFDWLRQ DQG� � � � � � � � �

SURJUDPPLQJ VHFXULW\� 2:$63 UXQV D IHZ QHWZRUN UXQ RSHQ�VRXUFH YHQWXUHV WR LPSURYH� � � � � � � � � � � �

WKH LQIRUPDWLRQ RQ VHFXULW\ ORYHUV HYHU\ZKHUH WKURXJKRXW WKH JOREH� 7KH HVWDEOLVKPHQW� � � � � � � � � � �

DUUDQJHV IHZ GULYLQJ LQVWUXFWLRQ DQG SUHSDULQJ SURJUDPV LQ WKH ILHOG RI F\EHUVHFXULW\ WRR�� � � � � � � � � � � � �

7KH D ODUJH QXPEHU RI LQGLYLGXDOV DQG YDULRXV QHDUE\ VHFWLRQV RI 2:$63 JXDUDQWHH WKDW� � � � � � � � � � � � � �

VHFXULW\ VSHFLDOLVWV DQG GHVLJQHUV VWD\ PLQGIXO RI WKH FRQWLQXRXV VHFXULW\ GDQJHUV DQG� � � � � � � � � � � �

SODQ�IRU�WKHLU�PRGHUDWLRQ�DKHDG�RI�WLPH���

�

8QGHUQHDWK� \RX
OO ORFDWH WKH PDLQ �� SRUWDEOH VHFXULW\ FKDQFHV DV FKDUDFWHUL]HG E\ WKH� � � � � � � � � � � � �

2:$63 7RS �� 3URMHFW IRU 0RELOH� 8QGHUVWDQGLQJ WKHVH GDQJHUV FDQ DVVLVW \RX ZLWK� � � � � � � � � � � � �

VHWWLQJ XS \RXU DSSOLFDWLRQ DQG HQVXUH \RXUVHOI� \RXU LQIRUPDWLRQ DQG \RXU FOLHQWV�� � � � � � � � � � � �

%HJLQQLQJ�RQH�ZHHN�IURP�QRZ��ZH�ZLOO�H[DPLQH�HYHU\�GDQJHU�LQ�GHWDLO���

7RS����0RELOH�6HFXULW\�9XOQHUDELOLWLHV�DV�SHU�2:$63�723����0RELOH�

�

���,PSURSHU�3ODWIRUP�8VDJH�

7KLV�FODVVLILFDWLRQ�FRYHUV�DEXVH�RI�D�VWDJH�KLJKOLJKW�RU�LQDELOLW\�WR�XWLOL]H�VWDJH�VHFXULW\�

FRQWUROV��,W�PD\�LQFRUSRUDWH�$QGURLG�H[SHFWDWLRQV��VWDJH�FRQVHQWV��DEXVH�RI�7RXFK,'��WKH�

.H\FKDLQ��RU�VRPH�RWKHU�VHFXULW\�FRQWURO�WKDW�LV�D�SLHFH�RI�WKH�YHUVDWLOH�ZRUNLQJ�

���



�

IUDPHZRUN���7KH�FKDUDFWHUL]LQJ�QRUPDO�IRU�GDQJHUV�LQ�WKLV�FODVV�LV�WKDW�WKH�VWDJH��L26��

$QGURLG��:LQGRZV�3KRQH��DQG�VR�RQ���JLYHV�DQ�HOHPHQW�RU�D�FDSDFLW\�WKDW�LV�UHFRUGHG�DQG�

VXUHO\�NQRZQ��7KH�DSSOLFDWLRQ�QHJOHFWV�WR�XWLOL]H�WKDW�FDSDFLW\�RU�XWLOL]DWLRQV�LW�

HUURQHRXVO\��7KLV�YDULHV�IURP�RWKHU�YHUVDWLOH�WRS�WHQ�GDQJHUV�LQ�OLJKW�RI�WKH�IDFW�WKDW�WKH�

SODQ�DQG�XVDJH�LVQ
W�FDUHIXOO\�WKH�DSSOLFDWLRQ�HQJLQHHU
V�LVVXH���

7KHUH�DUH�D�IHZ�GLIIHUHQW�ZD\V�WKDW�SRUWDEOH�DSSOLFDWLRQV�FDQ�HQFRXQWHU�WKLV�KD]DUG��

�� ,QIULQJHPHQW�RI�GLVWULEXWHG�UXOHV ���$OO�VWDJHV�KDYH�DGYDQFHPHQW�UXOHV�IRU�

VHFXULW\��F�I�����$QGURLG������L26������:LQGRZV�3KRQH�����,Q�WKH�HYHQW�WKDW�DQ�

DSSOLFDWLRQ�UHSXGLDWHV�WKH�DFFHSWHG�SURFHGXUHV�VXJJHVWHG�E\�WKH�PDNHU��LW�ZLOO�EH�

SUHVHQWHG�WR�WKLV�KD]DUG��)RU�LQVWDQFH��WKHUH�DUH�UXOHV�RQ�WKH�PRVW�SURILFLHQW�

PHWKRG�WR�XWLOL]H�WKH�L26�.H\FKDLQ�RU�KRZ�WR�PDNH�VXUH�DERXW�WUDGHG�EHQHILWV�RQ�

$QGURLG��$SSOLFDWLRQV�WKDW�GRQ
W�IROORZ�WKHVH�UXOHV�ZLOO�HQFRXQWHU�WKLV�KD]DUG���

�� ,QIULQJHPHQW�RI�VKRZ�RU�UHJXODU�SUDFWLFH ���1RW�HYHU\�EHVW�SUDFWLFH�DUH�

V\VWHPDWL]HG�LQ�SURGXFHU�GLUHFWLRQ��,Q�FHUWDLQ�FDVHV��WKHUH�DUH�WUXH�DFFHSWHG�

SURFHGXUHV�WKDW�DUH�QRUPDO�LQ�SRUWDEOH�DSSOLFDWLRQV���

�� ,QDGYHUWHQW�0LVXVH���6RPH�DSSOLFDWLRQV�H[SHFW�WR�PDNH�WKH�EHVW�GHFLVLRQ��\HW�

UHDOO\�JHW�VRPH�SLHFH�RI�WKH�H[HFXWLRQ�ZURQJ��7KLV�FRXOG�EH�D�EDVLF�EXJ��VXFK�DV�

VHWWLQJ�DQ�LQDSSURSULDWH�EDQQHU�RQ�DQ�$3,�FDOO��RU�LW�FRXOG�EH�D�PLVFRQFHSWLRQ�RI�

KRZ�WKH�VHFXULWLHV�ZRUN��

,QRUGHU�WR�VDWLVI\�WKLV�FDWHJRU\��PLWLJDWH�WKHVH�ULVNV��

���



�

�

)LJ�������5LVNV�LQ�,PSURSHU�3ODWIRUP�8VDJH�

���,QVHFXUH�'DWD�6WRUDJH�

,QVHFXUH�'DWD�6WRUDJH�YXOQHUDELOLWLHV�KDSSHQ�ZKHQ�DGYDQFHPHQW�JURXSV�DFFHSW�WKDW�

FOLHQWV�RU�PDOZDUH�ZRQ
W�DSSURDFK�D�FHOO�SKRQH
V�ILOHV\VWHP�DQG�UHVXOWLQJ�GHOLFDWH�GDWD�LQ�

LQIRUPDWLRQ�VWRUHV�RQ�WKH�JDGJHW��)LOHV\VWHPV�DUH�HIIHFWLYHO\�DYDLODEOH��$VVRFLDWLRQV�

RXJKW�WR�DQWLFLSDWH�D�PDOHYROHQW�FOLHQW�RU�PDOZDUH�WR�LQYHVWLJDWH�GHOLFDWH�LQIRUPDWLRQ�

VWRUHV��8WLOL]DWLRQ�RI�SRRU�HQFU\SWLRQ�OLEUDULHV�LV�WR�EH�GRGJHG��(VWDEOLVKLQJ�RU�

MDLOEUHDNLQJ�D�FHOO�SKRQH�JRHV�DURXQG�DQ\�HQFU\SWLRQ�VHFXULWLHV��$W�WKH�SRLQW�ZKHQ�

LQIRUPDWLRQ�LVQ
W�HQVXUHG�DSSURSULDWHO\��VSHFLILF�DSSDUDWXVHV�DUH�RQ�WKH�ZKROH�WKDW�LV�

H[SHFWHG�WR�VHH�DSSOLFDWLRQ�LQIRUPDWLRQ��

���



�

�

���,QVHFXUH�&RPPXQLFDWLRQ�

�

9HUVDWLOH�DSSOLFDWLRQV�PXFK�RI�WKH�WLPH�GRQ
W�VHFXUH�V\VWHP�WUDIILF��7KH\�PD\�XWLOL]H�

66/�7/6�GXULQJ�FRQILUPDWLRQ�\HW�QRW�VRPHZKHUH�HOVH��7KLV�LUUHJXODULW\�SURPSWV�WKH�

GDQJHU�RI�XQFRYHULQJ�LQIRUPDWLRQ�DQG�PHHWLQJ�,'V�WR�EORFN�DWWHPSW��7KH�XWLOL]DWLRQ�RI�

WUDQVSRUW�VHFXULW\�GRHVQ
W�PHDQ�WKH�DSSOLFDWLRQ�KDV�DFWXDOL]HG�LW�HIIHFWLYHO\��7R�UHFRJQL]H�

IXQGDPHQWDO�LPSHUIHFWLRQV��ZDWFK�WKH�WHOHSKRQH
V�V\VWHP�WUDIILF��3URJUHVVLYHO\�

XQREWUXVLYH�LPSHUIHFWLRQV�UHTXLUH�DVVHVVLQJ�WKH�SODQ�RI�WKH�DSSOLFDWLRQ�DQG�WKH�

DSSOLFDWLRQ
V�GHVLJQ��

�

���,QVHFXUH�$XWKHQWLFDWLRQ�

�

3RRU�RU�PLVVLQJ�DXWKHQWLFDWLRQ�YXOQHUDELOLWLHV�SHUPLW�DQ�DWWDFNHU�RU�PDOLFLRXV�XVHU�WR�

QDPHOHVVO\�H[HFXWH�XVHIXOQHVV�LQVLGH�WKH�YHUVDWLOH�DSSOLFDWLRQ�RU�EDFNHQG�VHUYHU�XWLOL]HG�

E\�WKH�SRUWDEOH�DSSOLFDWLRQ��0RUH�IUDJLOH�YDOLGDWLRQ�IRU�SRUWDEOH�DSSOLFDWLRQV�LV�JHQXLQHO\�

FRPPRQ�EHFDXVH�RI�D�FHOO�SKRQH
V�LQIR�VWUXFWXUH�IDFWRU��7KH�VWUXFWXUH�IDFWRU�SURIRXQGO\�

VXSSRUWV�VKRUW�SDVVZRUGV�WKDW�DUH�IUHTXHQWO\�VLPSO\�GHSHQGHQW�RQ���GLJLW�3,1V��

&RQILUPDWLRQ�QHFHVVLWLHV�IRU�SRUWDEOH�DSSOLFDWLRQV�FDQ�EH�YHU\�XQLTXH�LQ�UHODWLRQ�WR�

FXVWRPDU\�ZHE�YHULILFDWLRQ�SORWV�EHFDXVH�RI�DFFHVVLELOLW\�SUHUHTXLVLWHV���

,Q�FXVWRPDU�ZHE�DSSOLFDWLRQV��FOLHQWV�DUH�UHOLHG�XSRQ�WR�EH�RQ�WKH�ZHE�DQG�YHULI\�

SURJUHVVLYHO\�ZLWK�D�EDFNHQG�VHUYHU��$OO�WKURXJK�WKHLU�PHHWLQJ��WKHUH�LV�D�VHQVLEOH�GHVLUH�

WKDW�WKH\�ZLOO�KDYH�SHUVLVWHQW�DFFHVV�WR�WKH�,QWHUQHW���

�

,Q�YHUVDWLOH�DSSOLFDWLRQV��FOLHQWV�DUH�QRW�H[SHFWHG�WR�EH�RQOLQH�FRQVLVWHQWO\�GXULQJ�WKHLU�

PHHWLQJ��3RUWDEOH�ZHE�DVVRFLDWLRQV�DUH�VXEVWDQWLDOO\�OHVV�VROLG�RU�XQVXUSULVLQJ�WKDQ�

FRQYHQWLRQDO�ZHE�DVVRFLDWLRQV��6XEVHTXHQWO\��YHUVDWLOH�DSSOLFDWLRQV�PD\�KDYH�XSWLPH�

QHFHVVLWLHV�WKDW�UHTXLUH�GLVFRQQHFWHG�YDOLGDWLRQ��7KLV�GLVFRQQHFWHG�QHFHVVLW\�FDQ�KDYH�

VLJQLILFDQW�LPSOLFDWLRQV�RQ�WKLQJV�WKDW�HQJLQHHUV�PXVW�FRQVLGHU�ZKLOH�DFWXDOL]LQJ�SRUWDEOH�

YHULILFDWLRQ���

�

���



�

7R�LGHQWLI\�SRRU�YHULILFDWLRQ�SODQV��DQDO\]HUV�FDQ�SHUIRUP�WZRIROG�DVVDXOWV�DJDLQVW�WKH�

SRUWDEOH�DSSOLFDWLRQ�ZKLOH�LW�LV�LQ�
GLVFRQQHFWHG
�PRGH��7KURXJK�WKH�DVVDXOW��WKH�DQDO\]HU�

ZLOO�FRPSHO�WKH�DSSOLFDWLRQ�WR�VLGHVWHS�GLVFRQQHFWHG�YHULILFDWLRQ�DQG�DIWHUZDUG�H[HFXWH�

XVHIXOQHVV�WKDW�RXJKW�WR�UHTXLUH�GLVFRQQHFWHG�YDOLGDWLRQ��IRU�PRUH�GDWD�RQ�SDUDOOHO�

DVVDXOWV��VHH�0�����7RR��DQDO\]HUV�VKRXOG�DWWHPSW�WR�H[HFXWH�DQ\�EDFNHQG�VHUYHU�

XVHIXOQHVV�VHFUHWO\�E\�H[SHOOLQJ�DQ\�PHHWLQJ�WRNHQV�IURP�DQ\�3267�*(7�GHPDQGV�IRU�

WKH�SRUWDEOH�DSSOLFDWLRQ�XVHIXOQHVV��

�

���,QVXIILFLHQW�&U\SWRJUDSK\�

�

,QVHFXUH�XWLOL]DWLRQ�RI�FU\SWRJUDSK\�LV�EDVLF�LQ�PRVW�YHUVDWLOH�DSSOLFDWLRQV�WKDW�LQIOXHQFH�

HQFU\SWLRQ��7KHUH�DUH�WZR�EDVLF�ZD\V�WKDW�PHVVHG�XS�FU\SWRJUDSK\�LV�VKRZHG�LQVLGH�

SRUWDEOH�DSSOLFDWLRQV��7R�EHJLQ�ZLWK��WKH�YHUVDWLOH�DSSOLFDWLRQ�PD\�XWLOL]H�D�SURFHGXUH�

EHKLQG�WKH�HQFU\SWLRQ�XQVFUDPEOLQJ�WKDW�LV�HVVHQWLDOO\�GHIHFWLYH�DQG�FDQ�EH�DEXVHG�E\�WKH�

IRH�WR�GHFRGH�WRXFK\�LQIRUPDWLRQ��6HFRQG��WKH�SRUWDEOH�DSSOLFDWLRQ�PD\�DFWXDOL]H�RU�XVH�

DQ�HQFU\SWLRQ�GHFRGLQJ�FDOFXODWLRQ�WKDW�LV�IUDLO�LQ�QDWXUH�DQG�FDQ�EH�VWUDLJKWIRUZDUGO\�

XQVFUDPEOHG�E\�WKH�IRH��7KH�DFFRPSDQ\LQJ�VXEVHFWLRQV�LQYHVWLJDWH�ERWK�RI�WKHVH�

VLWXDWLRQV�LQ�PRUH�SURIXQGLW\���

�

'HSHQGHQFH�8SRQ�%XLOW�,Q�&RGH�(QFU\SWLRQ�3URFHVVHV��

2I�FRXUVH��L26�DSSOLFDWLRQV�DUH�HQVXUHG��LQ�SULQFLSOH��IURP�ILJXULQJ�RXW�E\�PHDQV�RI�FRGH�

HQFU\SWLRQ��7KH�L26�VHFXULW\�PRGHO�UHTXLUHV�WKDW�DSSOLFDWLRQV�EH�VFUDPEOHG�DQG�PDUNHG�

E\�GHSHQGDEOH�VRXUFHV�VR�DV�WR�H[HFXWH�LQ�QRQ�MDLOEURNHQ�FRQGLWLRQV��8SRQ�ILUH�XS��WKH�

L26�DSSOLFDWLRQ�ORDGHU�ZLOO�XQVFUDPEOH�WKH�DSSOLFDWLRQ�LQ�PHPRU\�DQG�FRQWLQXH�WR�

H[HFXWH�WKH�FRGH�DIWHU�LWV�PDUN�KDV�EHHQ�FRQILUPHG�E\�L26��7KLV�FRPSRQHQW��LQ�SULQFLSOH��

NHHSV�DQ�DJJUHVVRU�IURP�OHDGLQJ�SDUDOOHO�DVVDXOWV�DJDLQVW�DQ�L26�YHUVDWLOH�DSSOLFDWLRQ���

�

8WLOL]LQJ�XQUHVHUYHGO\�DFFHVVLEOH�DSSDUDWXVHV�OLNH�&OXWFK0RG�RU�*%'��DQ�HQHP\�ZLOO�

GRZQORDG�WKH�HQFRGHG�DSSOLFDWLRQ�RQWR�WKHLU�MDLOEURNHQ�JDGJHW�DQG�WDNH�D�SUHYLHZ�RI�WKH�

XQVFUDPEOHG�DSSOLFDWLRQ�RQFH�WKH�L26�ORDGHU�ORDGV�LW�LQWR�PHPRU\�DQG�GHFRGHV�LW��QRW�

ORQJ�EHIRUH�WKH�ORDGHU�FRPPHQFHV�H[HFXWLRQ���:KHQ�WKH�HQHP\�WDNHV�WKH�SUHYLHZ�DQG�

���



�

VWRUHV�LW�RQ�FLUFOH��WKH�IRH�FDQ�XWLOL]H�GHYLFHV�OLNH�,'$�3UR�RU�+RSSHU�WR�HIIHFWLYHO\�

SHUIRUP�VWDWLF�G\QDPLF�LQYHVWLJDWLRQ�RI�WKH�DSSOLFDWLRQ�DQG�OHDG�IXUWKHU�SDLUHG�DVVDXOWV���

�

%\SDVVLQJ�ZRUNHG�LQ�FRGH�HQFU\SWLRQ�FDOFXODWLRQV�LV�SDOWU\��EHVW�FDVH�VFHQDULR��

&RQWLQXRXVO\�DFFHSW�WKDW�DQ�HQHP\�ZLOO�KDYH�WKH�RSWLRQ�WR�VLGHVWHS�DQ\�LPSOLFLW�FRGH�

HQFU\SWLRQ�RIIHUHG�E\�WKH�EDVLF�YHUVDWLOH�26��)RU�PRUH�GDWD�DERXW�H[WUD�DGYDQFHV�\RX�FDQ�

WDNH�WR�JLYH�H[WUD�OD\HUV�RI�ILJXULQJ�RXW�DYRLGDQFH��VHH�0����

�

3RRU�.H\�0DQDJHPHQW�3URFHVVHV��

7KH�EHVW�FDOFXODWLRQV�GRQ
W�PDNH�D�GLIIHUHQFH�RQ�WKH�RII�FKDQFH�WKDW�\RX�PLVXVH�\RXU�

NH\V��0DQ\�ZURQJO\�XVH�WKH�ULJKW�HQFU\SWLRQ�FDOFXODWLRQ��KRZHYHU�H[HFXWLQJ�WKHLU�RZQ�

FRQYHQWLRQ�IRU�XWLOL]LQJ�LW��$�IHZ�LQVWDQFHV�RI�LVVXHV�KHUH�LQFOXGH���

�

�� 5HPHPEHULQJ�WKH�NH\V�IRU�D�VLPLODU�DVVDLODQW�GHFLSKHUDEOH�LQGH[�DV�WKH�HQFRGHG�

FRQWHQW���

�� 0DNLQJ�WKH�NH\V�LQ�DQ\�FDVH�DFFHVVLEOH�WR�WKH�DJJUHVVRU���

�� 6WD\�DZD\�IURP�WKH�XWLOL]DWLRQ�RI�KDUGFRGHG�NH\V�LQVLGH�\RXU�GRXEOH��DQG��

�� .H\V�PLJKW�EH�FDXJKW�WKURXJK�SDUDOOHO�DVVDXOWV��6HH�0���IRU�PRUH�GDWD�RQ�

IRUHVWDOOLQJ�SDUDOOHO�DVVDXOWV���

�

&UHDWLRQ�DQG�8VH�RI�&XVWRP�(QFU\SWLRQ�3URWRFROV��

7KHUH�LV�QR�VLPSOHU�PHWKRG�WR�PLVXVH�HQFU\SWLRQ±SRUWDEOH�RU�VRPHWKLQJ�HOVH�WKDQ�WR�

DWWHPSW�WR�PDNH�DQG�XWLOL]H�\RXU�RZQ�HQFU\SWLRQ�FDOFXODWLRQV�RU�FRQYHQWLRQV���

�

&RQWLQXRXVO\�XWLOL]H�FXUUHQW�FDOFXODWLRQV�WKDW�DUH�DFNQRZOHGJHG�DV�VROLG�E\�WKH�VHFXULW\�

QHWZRUN��DQG�DW�ZKDWHYHU�SRLQW�FRQFHLYDEOH�LQIOXHQFH�WKH�FXWWLQJ�HGJH�HQFU\SWLRQ�$3,V�

LQVLGH�\RXU�SRUWDEOH�VWDJH��3DLUHG�DVVDXOWV�PD\�EULQJ�DERXW�IRH�UHFRJQL]LQJ�WKH�QRUPDO�

OLEUDULHV�\RX�KDYH�XWLOL]HG�DORQJVLGH�DQ\�KDUGFRGHG�HQWHUV�LQ�WKH�SDUDOOHO��,Q�LQVWDQFHV�RI�

KLJK�VHFXULW\�QHFHVVLWLHV�DURXQG�HQFU\SWLRQ��\RX�RXJKW�WR�HPSKDWLFDOO\�FRQVLGHU�WKH�

XWLOL]DWLRQ�RI�ZKLWHER[�FU\SWRJUDSK\��6HH�0���IRU�PRUH�GDWD�RQ�IRUHVWDOOLQJ�SDUDOOHO�

DVVDXOWV�WKDW�FRXOG�SURPSW�WKH�PLVXVH�RI�UHJXODU�OLEUDULHV���

�

���



�

8WLOL]DWLRQ�RI�,QVHFXUH�RU�SRWHQWLDOO\�'HSUHFDWHG�$OJRULWKPV��

1XPHURXV�FU\SWRJUDSKLF�FDOFXODWLRQV�DQG�FRQYHQWLRQV�RXJKW�QRW�EH�XWLOL]HG�LQ�OLJKW�RI�WKH�

IDFW�WKDW�WKH\�KDYH�DSSHDUHG�WR�KDYH�KXJH�VKRUWFRPLQJV�RU�DUH�LQ�DQ\�FDVH�ODFNLQJ�IRU�

SUHVHQW�GD\�VHFXULW\�QHFHVVLWLHV��7KHVH�LQFOXGH���

�� 5&���

�� 0'���

�� 0'���

�� 6+$��

�

���,QVHFXUH�$XWKRUL]DWLRQ�

�

�

���



�

Ɣ 8VHU�5ROH�RU�3HUPLVVLRQ�7UDQVPLVVLRQV���,I�WKH�PRELOH�DSS�LV�WUDQVPLWWLQJ�WKH�

XVHU¶V�UROHV�RU�SHUPLVVLRQV�WR�D�EDFNHQG�V\VWHP�DV�SDUW�RI�D�UHTXHVW��LW�LV�VXIIHULQJ�

IURP�LQVHFXUH�DXWKRUL]DWLRQ��

���&OLHQW�&RGH�4XDOLW\�

&RGH�TXDOLW\�LVVXHV�DUH�JHQXLQHO\�SUHGRPLQDQW�LQVLGH�PRVW�SRUWDEOH�FRGH��)RUWXQDWHO\�

PRVW�FRGH�TXDOLW\�LVVXHV�DUH�JHQXLQHO\�NLQGKHDUWHG�DQG�EULQJ�DERXW�DZIXO�SURJUDPPLQJ�

SUDFWLFH��,W�LV�FRPPRQO\�KDUG�WR�GLVWLQJXLVK�WKHVH�NLQGV�RI�LVVXHV�WKURXJK�PDQXDO�FRGH�

DXGLW��5DWKHU��DVVDLODQWV�ZLOO�XWLOL]H�RXWVLGHU�GHYLFHV�WKDW�SHUIRUP�VWDWLF�LQYHVWLJDWLRQ�RU�

SHUIRUP�IOXIILQJ��7KHVH�NLQGV�RI�LQVWUXPHQWV�ZLOO�UHJXODUO\�GLVWLQJXLVK�PHPRU\�UHOHDVHV��

FXVKLRQ�IORRGV��DQG�GLIIHUHQW�OHVV�H[WUHPH�LVVXHV�WKDW�EULQJ�DERXW�DZIXO�SURJUDPPLQJ�

SUDFWLFH��3URJUDPPHUV�ZLWK�RXWUDJHRXV�ORZ�OHYHO�LQIRUPDWLRQ�DQG�DELOLW\�FDQ�YLDEO\�

PLVXVH�WKHVH�NLQGV�RI�LVVXHV��7KH�UXQ�RI�WKH�PLOO�HVVHQWLDO�REMHFWLYH�LV�WR�H[HFXWH�RXWVLGH�

FRGH�LQVLGH�WKH�SRUWDEOH�FRGH
V�ORFDWLRQ�VSDFH��

���&RGH�7HPSHULQJ�

$OWHUHG�W\SHV�RI�XWLOL]DWLRQV�DUH�VKRFNLQJO\�PRUH�W\SLFDO�WKDQ�\RX�PLJKW�VXVSHFW��7KHUH�LV�

D�ZKROH�VHFXULW\�LQGXVWU\�ZRUNHG�DURXQG�GLVWLQJXLVKLQJ�DQG�HYDFXDWLQJ�XQDSSURYHG�

DGDSWDWLRQV�RI�YHUVDWLOH�DSSOLFDWLRQV�LQVLGH�DSSOLFDWLRQ�VWRUHV��&RQWLQJHQW�RQ�WKH�

PHWKRGRORJ\�WDNHQ�WR�WDNLQJ�FDUH�RI�WKH�LVVXH�RI�GLVWLQJXLVKLQJ�FRGH�FKDQJH��DVVRFLDWLRQV�

FDQ�KDYH�FRQVWUDLQHG�WR�H[FHSWLRQDOO\�IUXLWIXO�PHWKRGV�RI�LGHQWLI\LQJ�XQDSSURYHG�

DGDSWDWLRQV�RI�FRGH�LQ�QDWXUH��7KLV�FODVVLILFDWLRQ�FRYHUV�SDUDOOHO�IL[LQJ��QHDUE\�DVVHW�

FKDQJH��WHFKQLTXH�VQDULQJ��VWUDWHJ\�VZL]]OLQJ��DQG�G\QDPLF�PHPRU\�DOWHUDWLRQ��:KHQ�WKH�

DSSOLFDWLRQ�LV�FRQYH\HG�WR�WKH�FHOO�SKRQH��WKH�FRGH�DQG�LQIRUPDWLRQ�DVVHWV�DUH�LQKDELWDQW�

WKHUH��$Q�DVVDLODQW�FDQ�HLWKHU�VWUDLJKWIRUZDUGO\�DGMXVW�WKH�FRGH��FKDQJH�WKH�VXEVWDQFH�RI�

PHPRU\�SURJUHVVLYHO\��FKDQJH�RU�VXSSODQW�WKH�IUDPHZRUN�$3,V�WKDW�WKH�DSSOLFDWLRQ�

XWLOL]HV��RU�DOWHU�WKH�DSSOLFDWLRQ
V�LQIRUPDWLRQ�DQG�DVVHWV��7KLV�FDQ�JLYH�WKH�DJJUHVVRU�DQ�

LPPHGLDWH�VWUDWHJ\�IRU�XQGHUPLQLQJ�WKH�SURSRVHG�XWLOL]DWLRQ�RI�WKH�SURGXFW�IRU�LQGLYLGXDO�

RU�PRQH\�UHODWHG�LQFUHDVH���$FWXDOO\��DOO�YHUVDWLOH�FRGH�LV�GHIHQVHOHVV�DJDLQVW�FRGH�

DOWHULQJ��3RUWDEOH�FRGH�UXQV�LQVLGH�D�VLWXDWLRQ�WKDW�LVQ
W�KHDYLO\�LQIOXHQFHG�E\�WKH�

DVVRFLDWLRQ�FUHDWLQJ�WKH�FRGH��6LPXOWDQHRXVO\��WKHUH�DUH�D�ORW�RI�YDULRXV�PHWKRGV�RI�

���



�

FKDQJLQJ�QDWXUH�ZKHUHLQ�WKDW�FRGH�UXQV��7KHVH�SURJUHVVLRQV�SHUPLW�D�IRH�WR�WLQNHU�ZLWK�

WKH�FRGH�DQG�DOWHU�LW�YROXQWDULO\���

$OWKRXJK�SRUWDEOH�FRGH�LV�LQWULQVLFDOO\�SRZHUOHVV��LW�LV�LPSHUDWLYH�WR�LQTXLUH�DV�WR�ZKHWKHU�

LW�PHULWV�UHFRJQL]LQJ�DQG�DWWHPSWLQJ�WR�IRUHVWDOO�XQDSSURYHG�FRGH�FKDQJH��$SSOLFDWLRQV�

FRPSRVHG�IRU�FHUWDLQ�EXVLQHVV�YHUWLFDOV��JDPLQJ�IRU�LQVWDQFH��DUH�VXEVWDQWLDOO\�PRUH�

GHIHQVHOHVV�DJDLQVW�WKH�HIIHFWV�RI�FRGH�DGMXVWPHQW�WKDQ�RWKHUV��QHLJKERUOLQHVV�IRU�

LQVWDQFH���,Q�WKDW�FDSDFLW\��LW�LV�EDVLF�WR�FRQVLGHU�WKH�EXVLQHVV�VZD\�EHIRUH�FKRRVLQJ�

ZKHWKHU�RU�QRW�WR�DGGUHVV�WKLV�KD]DUG���

,PSDFW���7KH�EXVLQHVV�VZD\�IURP�FRGH�DOWHUDWLRQ�UHJXODUO\�EULQJV�DERXW�WKH�

DFFRPSDQ\LQJ���

�� ,QFRPH�PLVIRUWXQH�EHFDXVH�RI�UREEHU\��RU��

�� 5HSXWDWLRQDO�KDUP��

�

���5HYHUVH�(QJLQHHULQJ�

�

)RU�PRVW�RI�WKH��PRELOH�DSSOLFDWLRQV��DOO�PRELOH�FRGH�LV�YXOQHUDEOH�WR�UHYHUVH�HQJLQHHULQJ��

6RPH�DSSOLFDWLRQV�DUH�PRUH�GHIHQVHOHVV�WKDQ�RWKHUV��&RGH�ZULWWHQ�LQ�GLDOHFWV�V\VWHPV�WKDW�

WDNH�LQWR�DFFRXQW�G\QDPLF�WKRXJKWIXOQHVV�DW�UXQWLPH��-DYD���1(7��2EMHFWLYH�&��6ZLIW��DUH�

HVSHFLDOO\�LQ�GDQJHU�IRU�ILJXULQJ�RXW��5HFRJQL]LQJ�GHIHQVHOHVVQHVV�WR�ILJXUH�RXW�LV�

JHQXLQHO\�VWUDLJKWIRUZDUG��7R�EHJLQ�ZLWK��XQVFUDPEOH�WKH�DSSOLFDWLRQ�VWRUH�YDULDQW�RI�WKH�

DSSOLFDWLRQ��LI�SDUDOOHO�HQFU\SWLRQ�LV�DSSOLHG���$W�WKDW�SRLQW��XWLOL]H�WKH�LQVWUXPHQWV�

LOOXVWUDWHG�LQ�WKH��$VVDXOW�9HFWRUV��VHJPHQW�RI�WKLV�DUFKLYH�DJDLQVW�WKH�WZRIROG��&RGH�ZLOO�

EH�KHOSOHVV�RQ�WKH�RII�FKDQFH�WKDW�LW�LV�JHQXLQHO\�VWUDLJKWIRUZDUG�WKH�DSSOLFDWLRQ
V�

FRQWUROIORZ�ZD\��VWULQJ�WDEOH��DQG�DQ\�SVHXGRFRGH�VRXUFH�FRGH�FUHDWHG�E\�WKHVH�

LQVWUXPHQWV��$Q�DWWDFNHU��PD\�DEXVH�ILJXULQJ�RXW�WR�DFFRPSOLVK�DQ\�RI�WKH�DFFRPSDQ\LQJ��

�

�� 8QFRYHU�GDWD�DERXW�EDFN�HQG�VHUYHUV���

�� 8QFRYHU�FU\SWRJUDSKLF�FRQVWDQWV�DQG�ILJXUHV���

�� 7DNH�OLFHQVHG�LQQRYDWLRQ���

�� 3HUIRUP�DVVDXOWV�DJDLQVW�EDFN�HQG�IUDPHZRUNV��RU��

���



�

�� ,QFUHDVH�NQRZOHGJH�H[SHFWHG�WR�SHUIRUP�HQVXLQJ�FRGH�DOWHUDWLRQ��

�

����([WUDQHRXV�)XQFWLRQDOLW\�

�

&RPPRQO\��DQ�DWWDFNHU�WULHV�WR�FRPSUHKHQG�LQFLGHQWDO�XVHIXOQHVV�LQVLGH�D�YHUVDWLOH�

DSSOLFDWLRQ�VR�DV�WR�ILQG�FRQFHDOHG�XVHIXOQHVV�LQ�EDFNHQG�IUDPHZRUNV��7KH�DVVDLODQW�ZLOO�

RUGLQDULO\�DEXVH�XQHVVHQWLDO�XVHIXOQHVV�OHJLWLPDWHO\�IURP�WKHLU�RZQ�IUDPHZRUNV�ZLWK�QR�

DVVRFLDWLRQ�E\�HQG�FOLHQWV���

�

$Q�DVVDLODQW�ZLOO�GRZQORDG�DQG�ORRN�DW�WKH�SRUWDEOH�DSSOLFDWLRQ�LQVLGH�WKHLU�RZQ�

QHLJKERUKRRG�FRQGLWLRQ��7KH\�ZLOO�ORRN�DW�ORJ�UHFRUGV��GHVLJQ�GRFXPHQWV��DQG�PD\EH�WKH�

WZRIROG�LWVHOI�WR�ILQG�DQ\�FRQFHDOHG�VZLWFKHV�RU�WHVW�FRGH�WKDW�ZDV�DEDQGRQHG�E\�WKH�

HQJLQHHUV��7KH\�ZLOO�PLVXVH�WKHVH�VZLWFKHV�DQG�FRQFHDOHG�XVHIXOQHVV�LQ�WKH�EDFNHQG�

IUDPHZRUN�WR�SOD\�RXW�DQ�DVVDXOW���

�

7KHUH�LV�D�KLJK�SUREDELOLW\�WKDW�DQ\�JLYHQ�YHUVDWLOH�DSSOLFDWLRQ�FRQWDLQV�VXSHUIOXRXV�

XVHIXOQHVV�WKDW�LVQ
W�OHJLWLPDWHO\�SUHVHQWHG�WR�WKH�FOLHQW�E\�PHDQV�RI�WKH�LQWHUIDFH��7KH�

YDVW�PDMRULW\�RI�WKLV�H[WUD�FRGH�LV�DPLDEOH�LQ�QDWXUH�DQG�ZRQ
W�JLYH�DQ�DJJUHVVRU�DQ\�H[WUD�

NQRZOHGJH�LQWR�EDFNHQG�FDSDFLWLHV��%H�WKDW�DV�LW�PD\��VRPH�LQFLGHQWDO�XVHIXOQHVV�FDQ�EH�

H[WUHPHO\�KHOSIXO�WR�DQ�DVVDLODQW��8VHIXOQHVV�WKDW�RSHQV�GDWD�LGHQWLILHG�ZLWK�EDFN�HQG�WHVW��

GHPR��DUUDQJLQJ��RU�8$7�FRQGLWLRQV�RXJKW�QRW�EH�UHPHPEHUHG�IRU�D�FUHDWLRQ�IDEULFDWH��

)XUWKHUPRUH��PDQDJHULDO�$3,�HQGSRLQWV��RU�LQIRUPDO�HQGSRLQWV�RXJKW�QRW�EH�UHPHPEHUHG�

IRU�GHILQLWH�FUHDWLRQ�DVVHPEOLHV��'LVWLQJXLVKLQJ�VXSHUIOXRXV�XVHIXOQHVV�FDQ�EH�SUHFDULRXV��

0HFKDQL]HG�VWDWLF�DQG�G\QDPLF�H[DPLQDWLRQ�LQVWUXPHQWV�FDQ�JHW�ORZ�KDQJLQJ�QDWXUDO�

SURGXFWV��ORJ�H[SODQDWLRQV���%H�WKDW�DV�LW�PD\��D�IHZ�VHFRQGDU\�SDVVDJHV�DUH�KDUG�WR�

UHFRJQL]H�LQ�D�URERWL]HG�PDQQHU��7KXV��LW�LV�LQ�HYHU\�FDVH�EHVW�WR�IRUHVWDOO�WKHVH�WKLQJV�

XWLOL]LQJ�D�PDQXDO�FRGH�VXUYH\��

�

���
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)LJ�������2:$63�WRS����PRELOH��

�
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&KDSWHU���

6<67(0�'(9(/230(17�
�
�
�����%853�68,7(�352)(66,21$/�
�
%XUS 6XLWH 3URIHVVLRQDO LV D SURSHOOHG VHW RI VRIWZDUHV IRU WHVWLQJ ZHE DSSOLFDWLRQV � DOO� � � � � � � � � � � � � � �

LQVLGH D VROLWDU\ LWHP� )URP DQ HVVHQWLDO FDWFKLQJ LQWHUPHGLDU\ WR D EOHHGLQJ HGJH� � � � � � � � � � � � �

SRZHUOHVVQHVV VFDQQHU� ZLWK %XUS 6XLWH 3UR� WKH FRUUHFW DSSDUDWXV LV QHYHU LQ H[FHVV RI D� � � � � � � � � � � � � � �

WLFN DZD\� 7KH DPD]LQJ URERWL]DWLRQ RI EXUS VXLWH SUR JLYHV VHFXULW\ HQJLQHHUV D JUHDWHU� � � � � � � � � � � � � �

FKDQFH WR GR ZKDW WKH\ VSHFLDOL]H LQ� ZKLOH %XUS 6XLWH KDQGOHV ORZ�KDQJLQJ RUJDQLF� � � � � � � � � � � � �

SURGXFWV� 3URSHOOHG PDQXDO LQVWUXPHQWV ZLOO DW WKDW SRLQW DVVLVW \RX ZLWK GLVWLQJXLVKLQJ� � � � � � � � � � � �

\RXU REMHFWLYH
V LQFUHDVLQJO\ LQFRQVSLFXRXV YXOQHUDEOH VLGHV� %XUS 6XLWH 3UR LV ZRUNHG� � � � � � � � � � �

E\ DQ H[DPLQDWLRQ GURYH JURXS� 7KLV LPSOLHV EHIRUH ZH HYHQ GLVWULEXWH D SDSHU� LWV� � � � � � � � � � � � � �

GLVFRYHULHV KDYH EHHQ UHPHPEHUHG IRU RXU PRVW UHFHQW XSGDWH� 2XU SHQWHVWLQJ GHYLFHV� � � � � � � � � � � �

ZLOO PDNH \RXU DFWLYLW\ TXLFNHU ZKLOH NHHSLQJ \RX HGXFDWHG UHJDUGLQJ WKH PRVW UHFHQW� � � � � � � � � � � � �

DVVDXOW�YHFWRUV��

�

%XUS 6XLWH 3UR FDQ EH XWLOL]HG WR WHVW IRU WKH HQWLUH 2:$63 7RS ��� &UDIWHG E\� � � � � � � � � � � � � � � �

3RUW6ZLJJHU
V UHDOLW\ GULYLQJ H[SORUDWLRQ JURXS JXLGHV %XUS 6XLWH
V WXUQ RI HYHQWV� DQG� � � � � � � � � � � �

QHZ FDSDFLWLHV DUH LQFOXGHG ZLWK HDFK QHZ XSGDWH� $W %XUS 6XLWH
V KHDUW OLHV WKH ZHE� � � � � � � � � � � � � � �

DSL�XUO VFDQQHU� 7KLV LV WKH HTXLYDOHQW JURXQG�EUHDNLQJ VFDQQHU WUXVWHG E\ QXPHURXV� � � � � � � � � � �

LQGLYLGXDOV RI WKH ZRUOG
V ELJJHVW DVVRFLDWLRQV� ,W
V ILW IRU ERWK XQLQYROYHG DQG G\QDPLF� � � � � � � � � � � � �

LQYHVWLJDWLRQ��

�

%XUS VXLWH SUR LV D FRPSOHWH WRRO IRU VHFXULW\ DVVHVVPHQW DQG SHQHWUDWLRQ WHVWLQJ� ,W KHOSV� � � � � � � � � � � � � � �

LQ FDSWXULQJ ERWK ZHEVLWH DQG PRELOH DSSOLFDWLRQ¶V WUDIILF DQG DOORZV DQ DWWDFNHU WR SOD\� � � � � � � � � � � � � �

ZLWK WKH $3,� 7KH SUR[\ WDE RI WKH WRRO FDQ EH FRQILJXUHG ZLWK PRELOH GHYLFH DQG ZHE� � � � � � � � � � � � � � � � �

EURZVHUV XVLQJ WKH V\VWHP SUR[\ DQG &$ FHUWLILFDWH� 7KH &$ FHUWLILFDWH LV XVHG WR HQVXUH� � � � � � � � � � � � � � �

WKDW�WKH�WUDIILF�LV�FDSWXUHG�E\�WKH�WUXVWHG�VRXUFH��

�

�

�

���



�

����+RZ�WR�&RQILJXUH�%XUS�6XLWH�ZLWK�D�:HE�%URZVHU"�

�� 2SHQ�WKH�EXUS�VXLWH�SUR[\�DQG�FOLFN�RQ�WKH�SUR[\�WDE�IROORZHG�E\�WKH�RSWLRQ�EXWWRQ��

�
)LJ������6HWWLQJ�%XUS�6XLWH�3UR[\�/LVWHQHU�

�� &RS\�WKH�SUR[\�OLVWHQHU�DGGUHVV�DQG�SRUW��

�� ,Q WKH )LUHIR[ ZHE EURZVHU� RSHQ WKH SUR[\ PHQX DQG DGG WKH SUR[\ OLVWHQHU DGGUHVV� � � � � � � � � � � � � � �

DQG�SRUW�WR�LW��

�
)LJ������6HWWLQJ�3UR[\�LQ�)LUH)R[�:HE�%URZVHU�

�� 1DYLJDWH�WR�WKH� �KWWS���EXUS ��LQ�WKH�ILUIR[�DQG�GRZQORDG�WKH�&$�FHUWLILFDWH��

���
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�
)LJ������'RZQORDG�&$�FHUWLILFDWH�LQ�)LUH)R[�%URZVHU�

�

�� ,QVWDOO�WKH�&$�FHUWLILFDWH�LQ�WKH�ILUHIR[�EURZVHU��

�
)LJ������,QVWDOOLQJ�&$�&HUWLILFDWH�LQ�)LUH)R[�:HE�%URZVHU�

�

�� 2SHQ DQ\ ZHEVLWH LQ WKH ZHE EURZVHU DQG LQWHUFHSW WKH QHWZRUN WUDIILF LQ EXUS VXLWH� � � � � � � � � � � � � � �

SUR[\��

���



�

�

)LJ������&DSWXULQJ�:HE�6LWH�7UDIILF�LQ�%XUS�6XLWH�3UR[\�

�

����+RZ�7R�&RQILJXUH�%XUS�6XLWH�ZLWK�$QGURLG���L26�'HYLFH"�
�
�� &RQQHFW�ERWK�PRELOH�GHYLFH�DQG�FRPSXWHU�RQ�WKH�VDPH�LQWHUQHW�QHWZRUN��

�� $GG�D�QHZ�SUR[\�OLVWHQHU�LQ�WKH�EXUS�VXLWH�SUR[\�DQG�UXQ�LW��

�
)LJ������6HWWLQJ�SUR[\�OLVWHQHU�RQ�EXUS�VXLWH�IRU�PRELOH�GHYLFH�

�� &RS\�SUR[\�OLVWHQHU�DGGUHVV�DQG�SRUW��

���



�

�� ,Q�0RELOH�GHYLFH��VHOHFW�WKH�VDPH�ZLIL�QHWZRUN�LQ�ZKLFK�WKH�FRPSXWHU�LV�FRQQHFWHG�RU�

PDNH�DQ�LQWHUQHW�VKDULQJ�QHWZRUN�IURP�WKH�FRPSXWHU�DQG�FRQQHFW�LW�ZLWK�D�PRELOH�

GHYLFH��

�� ,Q�ZLIL�VHOHFWLRQ��FOLFN�RQ�WKH�DGYDQFHG�RSWLRQ�DQG�FRQILJXUH�SUR[\�PRGH�DV�PDQXDO��

�
���)LJ������$GYDQFH�2SWLRQ�ZLIL�VHWWLQJV�

���$GG�EXUS�VXLWH�SUR[\�OLVWHQHU�DGGUHVV�DQG�SRUW�LQ�WKH�PDQXDO�SUR[\�RI�WKH�GHYLFH��

���



�

�

)LJ������$GGLQJ�3UR[\�/LVWHQHU�WR�0RELOH�'HYLFH�

���2SHQ�ZHE�EURZVHU�LQ�PRELOH�DQG�GRZQORDG�&$�FHUWLILFDWH�E\�QDYLJDWLQJ�WR� �KWWS���EXUS�

�

)LJ������'RZQORDG�EXUS�&$�FHUWLILFDWH�WR�PRELOH�GHYLFH�

���
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���,QVWDOO�WKH�GRZQORDGHG�&$�FHUWLILFDWH�LQ�WKH�PRELOH�VHWWLQJV��
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�

&KDSWHU���

3HUIRUPDQFH�$QDO\VLV�

�

7KH�SHUIRUPDQFH�DQDO\VLV�LQ�WKH�ZHE�VHFXULW\�DVVHVVPHQW�LV�EDVHG�RQ�WKH�FYVV�VFRUH�RI�WKH�

YXOQHUDELOLWLHV��&966�VFRUH�LV�EDVHG�RQ�WKH�PXOWLSOH�IDFWRUV�ZKLFK�GHFLGHG�WKH�EXVLQHVV�

LPSDFW�RI�WKH�YXOQHUDELOLW\�RQ�WKH�V\VWHP��

�

����&966�6\VWHP�

�

�

�

�

���



�

7KH�&966�SHUPLWV�DVVRFLDWLRQV�WR�RUJDQL]H�ZKLFK�YXOQHUDELOLWLHV�WR�IL[�ILUVW�DQG�PHDVXUH�

WKH�HIIHFW�RI�WKH�YXOQHUDELOLWLHV�RQ�WKHLU�IUDPHZRUNV��1XPHURXV�DVVRFLDWLRQV�XWLOL]H�WKH�

&966��DQG�WKH�1DWLRQDO�9XOQHUDELOLW\�'DWDEDVH�JLYHV�VFRUHV�WR�PRVW�NQRZQ�

YXOQHUDELOLWLHV��$V�LQGLFDWHG�E\�WKH�19'��D�&966�EDVH�VFRUH�RI���������LV�FRQVLGHUHG�

�/RZ��VHULRXVQHVV��D�EDVH�&966�VFRUH�RI���������LV��0HGLXP��VHULRXVQHVV��DQG�EDVH�

VFRUH�RI����������LV��+LJK��VHULRXVQHVV��

�

�

)LJ������&966�6FRUH�'LVWULEXWLRQ�

�

&966�LV�PDGH�RXW�RI�WKUHH�PHDVXUHPHQW�JDWKHULQJV��%DVH��7HPSRUDO��DQG�(QYLURQPHQWDO��

HDFK�FRPSULVLQJ�D�ORW�RI�PHDVXUHPHQWV��

�

)LJ������&966�0HWULF�*URXS�

�

���
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����&966�&DOFXODWRU�(TXDWLRQ�

�

�

�
�
�
�
�
�
�
�
�
�
�
�
�

�

�

�

�

�

�

���



�

&KDSWHU���

&RQFOXVLRQ�

�
����&RQFOXVLRQ�

�

$ VHFXULW\ DXGLW RU VHFXULW\ DVVHVVPHQW LV D SURFHGXUH XWLOL]HG YLD SUHSDUHG VHFXULW\� � � � � � � � � � � � �

H[SHUWV RU UHVHDUFKHUV WR HYDOXDWH DQG EUHDN GRZQ \RXU SURSHUW\ WR ILQG IHHEOH IRFXVHV LQ� � � � � � � � � � � � � � �

\RXU VHFXULW\� DQG DIWHUZDUG RIIHU D VWUDWHJ\ WR KHOS LPSURYH \RXU ZHOOEHLQJ DQG VHFXULW\�� � � � � � � � � � � � � �

6HFXULW\ UHYLHZV DUH SHUIHFW IRU EXVLQHVV VWUXFWXUHV DQG HGLILFHV� RIILFH WRZHUV�� � � � � � � � � � �

WRZQKRXVHV� VFKRROV� DQG RWKHU EXVLQHVV RU SULYDWH VSDFHV QHHGLQJ H[SDQGHG VHFXULW\� 1RW� � � � � � � � � � � �

H[FOXVLYHO\ ZLOO WKLV DVVLVWDQFH LPSURYH WKH VHFXULW\ RI \RXU SURSHUW\ IRU \RXU RFFXSDQWV� � � � � � � � � � � � �

RU�ZRUNHUV��\HW�LW�ZLOO�KHOS�IRUHVWDOO�EXUJODU\�DQG�KDUP�WR�\RXU�SURSHUW\���

�

+HUH�DUH�ILYH�UHDVRQV�ZK\�\RXU�SURSHUW\�QHHGV�DQ�H[SHUW�VHFXULW\�UHYLHZ���

�

���6HFXULW\�$VVHVVPHQW��

�

3ULRU WR LQWURGXFLQJ D SRZHUIXO VHFXULW\ IUDPHZRUN� LW LV VLJQLILFDQW WKDW \RX FRPSUHKHQG� � � � � � � � � � � � �

\RXU SURSHUW\� $W &RQGRU 6HFXULW\� RXU VHFXULW\ UHYLHZV EUHDN GRZQ \RXU SURSHUW\ WR� � � � � � � � � � � � �

UHFRJQL]H SRZHUOHVV IRFXVHV LQ \RXU VHFXULW\ IUDPHZRUNV DQG VWUXFWXUH� :H DW WKDW SRLQW� � � � � � � � � � � � �

JLYH D UHSRUW WR HQVXUH \RX NQRZ DERXW SRZHUOHVV ]RQHV WKDW DUH KHOSOHVV WR YDQGDOLVP�� � � � � � � � � � � � � � �

UREEHU\� DQG GLIIHUHQW ZURQJGRLQJV� 2XU JURXS RI SUHSDUHG VHFXULW\ H[SHUWV HYDOXDWH \RXU� � � � � � � � � � � �

SURSHUW\ DQG GLVWLQJXLVK ZKHUH H[WUD VDIHW\ HIIRUWV DUH IXQGDPHQWDO� &RQWLQJHQW XSRQ WKH� � � � � � � � � � � �

QHFHVVLWLHV RI \RXU SURSHUW\� ZH PD\ VXJJHVW FDPFRUGHU REVHUYDWLRQ� DOHUW IUDPHZRUNV�� � � � � � � � � � �

RSHQ�DLU�OLJKWLQJ��PHWKRG�FKDQJHV��DQG�DFFOLPDWLRQV�WR�VHFXULW\�PRQLWRU�DGPLQLVWUDWLRQV���

�

���5LVN�$VVHVVPHQW�DQG�&RVW�%HQHILW�3ODQ��

�

3DVW RXU VHFXULW\ HYDOXDWLRQ DGPLQLVWUDWLRQV� ZH OLNHZLVH RIIHU KD]DUG DSSUDLVDO� � � � � � � � � �

DGPLQLVWUDWLRQV� 7KLV LQFOXGHV D VHFXULW\ SURILFLHQW GLVWLQJXLVKLQJ \RXU DGYDQWDJHV DQG� � � � � � � � � �

RUJDQL]LQJ \RXU VHFXULW\ VSHFXODWLRQ WR JXDUDQWHH \RXU PRVW LPSRUWDQW UHVRXUFHV DUH� � � � � � � � � � �

HQVXUHG� 7KLV SURFHGXUH VWDUWV ZLWK UHVRXUFH GLVWLQJXLVKLQJ SURRI DQG DIWHUZDUG LQVSHFWV� � � � � � � � � � �

���



�

WKH VLJQLILFDQW GDQJHUV WR WKHVH EHQHILWV� )URP WKDW SRLQW� ZH ZLOO ZRUN ZLWK \RX WR PDNH� � � � � � � � � � � � � � � �

D FRVW�DGYDQWDJH LQYHVWLJDWLRQ PDQXDO IRU GHFLGH KRZ PXFK VHFXULW\ LQQRYDWLRQ \RX� � � � � � � � � � �

UHTXLUH DQG PDNH D FXVWRP VHFXULW\ SODQ WKDW DFFRPPRGDWHV \RXU ILQDQFLDO SODQ DQG� � � � � � � � � � � � �

JXDUDQWHHV \RXU EHQHILWV DUH HQVXUHG� $ORQJ WKHVH OLQHV� ZH FDQ PDNH D VHFXULW\� � � � � � � � � � � � �

IUDPHZRUN FXVWRP ILWWHG WR \RXU LQWHUHVWLQJ QHHGV� VR \RX FDQ JHW WKH PRVW LQVXUDQFH IRU� � � � � � � � � � � � � � �

\RXU�VSHFXODWLRQ���

�

���8SJUDGH�<RXU�6HFXULW\�6\VWHP��

�

:KHQ \RX KDYH GHFLGHG WKH KLJK�KD]DUG UHJLRQV RI \RXU SURSHUW\� MXVW DV WKH� � � � � � � � � � � � �

VKRUWFRPLQJV LQ \RXU SUHVHQW VHFXULW\ IUDPHZRUN� \RX FDQ VWDUW WR UHGHVLJQ \RXU� � � � � � � � � � � �

IUDPHZRUN� $W &RQGRU 6HFXULW\� ZH RIIHU D ZLGH VFRSH RI VHFXULW\ DGPLQLVWUDWLRQV� � � � � � � � � � � �

FXVWRPL]HG WR WKH VSHFLDO QHHGV RI \RXU VWUXFWXUH RU SURSHUW\� :H RIIHU OLYH VHFXULW\ YLGHR� � � � � � � � � � � � � � �

FKHFNLQJ ZLWK FXVWRP FDPHUDV LQ H[SOLFLW ]RQHV RI \RXU SURSHUW\� DVVLVWLQJ ZLWK FDWFKLQJ� � � � � � � � � � � � �

DQ\ XQGHVLUDEOH RFFXUUHQFHV RQ FDPHUD� 5HFRUGLQJV FDQ EH UHFRUGHG DQG VHHQ ODWHU�� � � � � � � � � � � �

DVVLVWLQJ ZLWK JXDUDQWHHLQJ FULPHV EULQJ DERXW FDSWXUHV ZLWK DSSURSULDWH SURRI� 3DVW� � � � � � � � � � �

YLGHR FKHFNLQJ� ZH OLNHZLVH RIIHU DOHUW IUDPHZRUNV DQG FRGHG JHW WR FRQWURO IUDPHZRUNV� � � � � � � � � � � � �

ZKLFK OLPLW DFFHVV WR WKH VWUXFWXUH� JXDUDQWHHLQJ MXVW HQGRUVHG SHRSOH DSSURDFK \RXU� � � � � � � � � � � �

SURSHUW\� :H DGGLWLRQDOO\ ZLOO ZRUN ZLWK \RX WR JXDUDQWHH WKDW \RX VHH KRZ WR NHHS XS� � � � � � � � � � � � � � � �

\RXU VHFXULW\ IUDPHZRUN WR JXDUDQWHH LW LV FRQWLQXDOO\ ZRUNLQJ DSSURSULDWHO\� IRUHVWDOOLQJ� � � � � � � � � � �

LVVXHV OLNH ERJXV FDXWLRQ FDOOV WR WKH SROLFH� )RU PRUH GDWD DERXW RXU DOHUW IUDPHZRUNV� � � � � � � � � � � � � � �

DQG�VHFXULW\�JHDU��LQYHVWLJDWH�RXU�VLWH�KHUH���

�

���&ULPH�3UHYHQWLRQ��

�

2QH RI WKH DGGLWLRQDO DGYDQWDJHV RI FDPFRUGHUV� DOHUWV� DQG RWKHU VDIHW\ HIIRUWV LV WKDW� � � � � � � � � � � � � �

WKHLU LQVLJQLILFDQW QHDUQHVV DVVLVWV ZLWK VWRSSLQJ FURRNV IURP IRFXVLQJ RQ \RXU SURSHUW\�� � � � � � � � � � � �

&DPHUDV FDQ EH LQWURGXFHG LQ D FRQFHDOHG ZD\� KRZHYHU FDPHUDV FDQ OLNHZLVH EH� � � � � � � � � � � � �

LQWURGXFHG VR WKH\ DUH HQWLUHO\ QRWLFHDEOH� RXW LQ WKH RSHQ� DQG LQ VXIILFLHQWO\ EULJKW� � � � � � � � � � � � � �

UHJLRQV WR IRUHVWDOO YDQGDOV� KRRGOXPV� DQG GLIIHUHQW FURRNV IURP IRFXVLQJ RQ \RXU� � � � � � � � � � � �

SURSHUW\� $OEHLW QR KRPH VHFXULW\ IUDPHZRUN FDQ HQVXUH WKH ZHOOEHLQJ RI \RXU SURSHUW\�� � � � � � � � � � � � �

ZH GR HYHU\WKLQJ SRVVLEOH WR JXDUDQWHH \RXU EHQHILWV DQG LQKDELWDQWV DUH VHFXUHG DQG WKDW� � � � � � � � � � � � � �

���



�

DQ\ FULPLQDO GHPRQVWUDWLRQV DUH JRWWHQ RQ FDPHUD VR WKHUH LV DGHTXDWH SURRI� VKRXOG D VDG� � � � � � � � � � � � � � �

RFFDVLRQ�KDSSHQ���

�

���0RELOH�3DWUROV�DQG�6HFXULW\�*XDUGV��

�

)RU KLJK�FKDQFH UHJLRQV DQG SURSHUWLHV WKDW KDYH D EDFNJURXQG PDUNHG E\ EHLQJ� � � � � � � � � � � �

YDQGDOL]HG RU UDQVDFNHG� ZH OLNHZLVH RIIHU WKH DGPLQLVWUDWLRQV RI H[SHUW VHFXULW\ ZDWFKHV� � � � � � � � � � � �

DQG H[FHSWLRQDOO\ SUHSDUHG SRUWDEOH ZDWFK XQLWV� 7KH HQWLUHW\ RI RXU VHFXULW\ PRQLWRUV DUH� � � � � � � � � � � � �

SUHSDUHG LQ ZURQJGRLQJ GLVFRXUDJHPHQW� UHPHPEHULQJ DQ DFFHQWXDWLRQ IRU YLDEOH� � � � � � � � �

FRUUHVSRQGHQFHV �9HUEDO -XGR�� ZKLFK LQFOXGHV VWUDWHJLF FRUUHVSRQGHQFH WR DOOHYLDWH� � � � � � � � �

KD]DUG� $W &RQGRU� RXU JDWHNHHSHUV DUH SUHSDUHG WR GHIOHFW FURRNV IURP HQWHULQJ WKH� � � � � � � � � � � � �

SUHPLVHV EHFDXVH RI D VROLG VHFXULW\ QHDUQHVV� 6KRXOG XQGHVLUDEOH SHRSOH GHVSLWH� � � � � � � � � � �

HYHU\WKLQJ HQWHU WKH SUHPLVHV� RXU ZDWFKPHQ DUH SUHSDUHG WR UHFRJQL]H XQGHVLUDEOH DFWV� � � � � � � � � � � �

DQG UHDFW DV QHHGV EH� 3DVW SULYDWH DQG EXVLQHVV SURSHUWLHV� ZH OLNHZLVH RIIHU VHFXULW\� � � � � � � � � � � � � �

ZDWFKPHQ�DQG�SRUWDEOH�XQLWV�IRU�KXJH�PRGHUQ�SURSHUWLHV��VFKRROV��DQG�KXJH�UHWDLO�SODFHV���

�

*HWWLQJ D IDU UHDFKLQJ VHFXULW\ UHYLHZ ZLOO DVVLVW \RX ZLWK GHFLGLQJ WKH VHFXULW\ QHHGV RI� � � � � � � � � � � � � � �

\RXU SURSHUW\� 1RW H[FOXVLYHO\ ZRXOG ZH EH DEOH WR KHOS UHFRJQL]H WKH TXDOLWLHV DQG� � � � � � � � � � � � � �

VKRUWFRPLQJV RI \RXU SUHVHQW VHFXULW\ IUDPHZRUN� \HW ZH FDQ OLNHZLVH VHH KLJK�FKDQFH� � � � � � � � � � � �

]RQHV WKDW QHHG DV WHQGHG WR� )URP WKDW SRLQW� RXU SUHSDUHG VHFXULW\ H[SHUWV ZLOO ZRUN� � � � � � � � � � � � � � �

ZLWK \RX WR PDNH D FXVWRP VHFXULW\ IUDPHZRUN LQFOXGLQJ YLGHR REVHUYLQJ� DOHUW� � � � � � � � � � � �

IUDPHZRUNV� FRGHG VHFWLRQ� DQG VRPH RWKHU VDIHW\ HIIRUW WKDW LV LPSRUWDQW WR JXDUG \RXU� � � � � � � � � � � � � �

LQKDELWDQWV DQG UHVRXUFHV� $W ORQJ ODVW� ZH OLNHZLVH RIIHU WKH DGPLQLVWUDWLRQV RI SUHSDUHG� � � � � � � � � � � � �

SRUWDEOH XQLWV DQG VHFXULW\ PRQLWRUV� 2XU ZDWFKPHQ KDYH EURDG PHGLFDO DLG� &35� DQG� � � � � � � � � � � � �

ILUH VHFXULW\ SUHSDULQJ� ZKLOH DGGLWLRQDOO\ EHLQJ VSHFLDOLVWV LQ YHUEDO MXGR DQG RWKHU� � � � � � � � � � � �

SUHYHQWLRQ�VWUDWHJLHV���

�

�

�

�

�

�

���



�

����)XWXUH�6FRSH�

�

:LWK WKH ULVH DQG H[SDQVLRQ RI WKH LQWHUQHW FRPSDQLHV� WKH DWWDFN VXUIDFH LV EHFRPLQJ� � � � � � � � � � � � � �

ODUJHU IRU KDFNHUV� 6HFXULW\ DXGLW RU VHFXULW\ DVVHVVPHQW� ZKHQ DSSURSULDWHO\ FKHFNHG�� � � � � � � � � � �

IHDWXUHV UHVRXUFHV DQG XVHIXOQHVV ZKLFK FDQ EH PLVKDQGOHG E\ DQ DWWDFNHU KRSLQJ WR� � � � � � � � � � � � �

DFFHVV DQ DVVRFLDWLRQ� %H WKDW DV LW PD\� LQDGHTXDWHO\ FKHFNHG LQILOWUDWLRQ WHVWV GRQ
W� � � � � � � � � � � � �

JHQHUDOO\�RIIHU�JUHDW�ZRUWK���

�

5HJXODUO\ RUJDQL]DWLRQV XVH HQWUDQFH WHVWV QRW RQ WKH JURXQGV WKDW WKH\ WUXO\ QHHG WR WHVW� � � � � � � � � � � � � � �

WKH VHFXULW\ RI WKHLU IUDPHZRUNV \HW UDWKHU DV D PHWKRG RI FRQFLOLDWLQJ DQ HYDOXDWRU RU� � � � � � � � � � � � � � �

H[KLELWLQJ FRQVLVWHQF\� 2Q WKH RII FKDQFH WKDW WKH LQVSLUDWLRQ LV HVVHQWLDOO\ WR PHHW� � � � � � � � � � � � �

LQIOH[LEOH�FRQVLVWHQF\�QHFHVVLWLHV��DW�WKDW�SRLQW�WKH�UHVXOWV�DUH�UHJXODUO\�QRW�YDOXDEOH���

�

)DU PRUH DWURFLRXV� PD\EH� D IHZ VHOOHUV VHHP WR RIIHU LQILOWUDWLRQ WHVWLQJ \HW WKHQ FKDUJH� � � � � � � � � � � � � � �

D ORW RI FDVK WR SHUIRUP ZKDW LV EDVLFDOO\ D KHOSOHVVQHVV DQG IL[ HYDOXDWLRQ ILOWHU XWLOL]LQJ� � � � � � � � � � � � � � � �

EXVLQHVV RII WKH UDFN LWHPV� $W WKDW SRLQW WKH\ WDNH WKH UHSRUW IURP VDLG LWHP�� � � � � � � � � � � � � � �

UH�LGHQWLILFDWLRQ LW� DQG VHQG LW WR D FOLHQW� 8QKHOSIXOO\� WKLV FRXOG WDU DOO HQWUDQFH WHVWLQJ� � � � � � � � � � � � � � �

RUJDQL]DWLRQV��WR�ZKRP�VXFK�FRQGXFW�LV�DQ�DERPLQDWLRQ��ZLWK�D�VLPLODU�QHJDWLYH�EUXVK���

�

:KLOH VLPSO\ SOD\LQJ RXW D SRZHUOHVVQHVV HYDOXDWLRQ KHOSV DV LW FDQ GLVWLQJXLVK DQ\ ORZ� � � � � � � � � � � � � �

KDQJLQJ QDWXUDO SURGXFW WKDW FRXOG EH D SRVVLEO\ VLPSOH DVVDXOW VXUIDFH IRU FRQWHQW� � � � � � � � � � � � �

NLGGLHV�RU�H[SHUW�DJJUHVVRUV�WR�FRQFHQWUDWH�RQ���

�

,W LV� DV LW PD\� D ORQJ ZD\ IURP DSSURSULDWH LQILOWUDWLRQ WHVWLQJ ZKLFK KRSHV WR XVH WKH� � � � � � � � � � � � � � � � �

HQWUDQFH DQDO\]HUV ORQJ SHULRGV RI H[SHULHQFH DQG XQGHUKDQGHGQHVV�WULFN\ WR XWLOL]H� � � � � � � � � �

PL[HG DVVDXOWV WR EDUJDLQ WKH FOLHQW LQ D IXQGDPHQWDOO\ WKH VDPH DV DSSURDFK WR KRZ� � � � � � � � � � � � � � �

JHQXLQH�DVVDXOWV�PD\�ORRN���

�

7RZDUG WKH ILQLVK RI WKH FRPPLWPHQW LPSDUWLQJ WKH KD]DUG LV SHUKDSV WKH KDUGHVW WHVW LQ� � � � � � � � � � � � � � �

ERWK HQWUDQFH WHVWLQJ DQG F\EHUVHFXULW\ DV D UXOH� KRZ ZRXOG ZH PDNH WKH PHVVDJH� � � � � � � � � � � � � �

FRKHUHQW WR WKH EHQHILFLDU\� SDUWLFXODUO\ RQ WKH RII FKDQFH WKDW WKH\ GRQ
W KDYH D GLJLWDO� � � � � � � � � � � � � � �

IRXQGDWLRQ��MXVW�OLNH�WKH�FDVH�IRU�VRPH�OHDGHUV����

���



�

�

&RQYHQWLRQDO SHQ�WHVWLQJ DQG ZHDNQHVV FKHFNLQJ FDQ IDOO LQWR WKLV FODVV ² UHJXODUO\ WKH� � � � � � � � � � � � �

DIWHUHIIHFWV RI HQWUDQFH WHVWV DUH LQWULFDWH DQG SRVVLEO\ WDQJOHG WKDW WKH FOLHQW GRHVQ
W JHW� � � � � � � � � � � � � �

WKH�IXOO�SURILW�E\�WKHP��

�

���
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�
>�@ 2:$63 WRS �� :HE� � � �

> �KWWSV���VWRUDJH�JRRJOHDSLV�FRP�JRRJOH�FRGH�DUFKLYH�GRZQORDGV�Y��FRGH�JRRJOH�FRP�RZ

DVSWRS���2:$63���7RS�����������������SGI �@�

>�@ 2:$63�7RS����0RELOH�> �KWWSV���RZDVS�RUJ�ZZZ�SURMHFW�PRELOH�WRS���� �@�
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https://storage.googleapis.com/google-code-archive-downloads/v2/code.google.com/owasptop10/OWASP%20Top%2010%20-%202013.pdf
https://storage.googleapis.com/google-code-archive-downloads/v2/code.google.com/owasptop10/OWASP%20Top%2010%20-%202013.pdf
https://owasp.org/www-project-mobile-top-10/
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�� &OLHQW�6LGH DWWDFNV FDQ EH H[DPLQHG EDVHG RQ WKH SDJH VRXUFH UHVSRQVH RI WKH� � � � � � � � � � � � �

ZHE�VLWH�LQ�WKH�ZHE�EURZVHU��

�� 6HUYHU�6LGH YXOQHUDELOLWLHV FDQ EH GHWHFWHG E\ XVLQJ WZR WHVW DFFRXQWV DQG� � � � � � � � � � �

PDQLSXODWLQJ�WKH�GDWD�ZLWKLQ�WKH�WHVW�DFFRXQWV��

�� ,QMHFWLRQ FDQ EH GRQH EDVHG RQ WKH WHFKQRORJLHV RU GDWDEDVH XVHG LQ WKH ZHE� � � � � � � � � � � � � �

DSSOLFDWLRQ��
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