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ABSTRACT 

 
When the client transmitsqan IPqpacket, theqswitch inspectsqthe 

packetqand dependingqon theqpolicy/rule installedqin it,qforwards 

theqpacket onqa particularqroute. 

If theqswitch doesn’tqhave anyqpolicy/rule installed,qit sendsqthe 

packetqto theqcontroller. Theqcontroller inspectsqthe packetqheader 

and/orqthe payload,qdetermines theqtype ofqpacket (TCP,qUDP, 

HTTP,qetc.), andqinstalls aqpolicy/rule onqthe switchqinstructing itqto 

forwardqpackets alongqa particular route. 
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CHAPTER– 1 

INTRODUCTION 

 

 

1.1q  Traditional Networks 

 

An idealqtelecommunication networkqhas following characteristics:qbroadband, multi-

media,qmulti-point,.multi-rateqand.economicalqimplementationqfor.aqdiversity.of 

services (multi-services). 

 

Conventionalqtelephony communicationqused: 

 the voiceqmedium only, 

 connected only two telephonesper telephone call, and 

 usedqcircuits ofqfixed bit-rates. 

Modernqservices canqbe: 

 Multimedia, 

 multi-point, and 

 multi-rate. 

Theseqaspects areqexamined individuallyqin theqfollowing threeqsub-sections 

 

1.1.1 Multi-media 

 

Aqmulti-media callqmay communicateqaudio, data,qstill images,qor full-motionqvideo, 

orqanyqcombination ofqthese media.qEachgmedium hasqdifferent demandsqfor 

communicationqquality, suchqas: 

 bandwidth requirement, 

 Signal latency within the network,qand 

https://en.wikipedia.org/wiki/Telecommunication_network
https://en.wikipedia.org/wiki/Broadband
https://en.wikipedia.org/wiki/Telephony
https://en.wikipedia.org/wiki/Telephone_call
https://en.wikipedia.org/wiki/Multimedia
https://en.wikipedia.org/wiki/Video
https://en.wikipedia.org/wiki/Bandwidth_(computing)
https://en.wikipedia.org/wiki/Lag
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 signal fidelity upon delivery by the network. 

The informationqcontent ofqeach mediumqmay affectqthe informationqgenerated 

byqother media.qFor example,qvoiceqcould beqtranscribed intoqdata viaqvoice 

recognition,qand dataqcommandsqmay controlqthe wayqvoice andqvideo 

areqpresented.qThese.interactionsqmost.oftenqoccurqat.theqcommunication 

terminals,qbut mayqalso occurqwithin theqnetwork. 

 

1.1.2 Multi point 

 

Traditionalqvoiceqcalls areqpredominantlyqtwoqpartyqcalls, requiringqa point-to-

pointqconnection usingqonly theqvoice medium.qTo accessqpictorialqinformationqin 

aqremote databaseqwould requireqa point-to-pointqconnection that sendsqlow bit-rate 

queriesqto the databaseqand high bit-rateqvideo from theqdatabase. 

Entertainmentqvideo applicationsare largely point-to-multi-pointqconnections, 

requiringqone-wayqcommunication of fullqmotion videoqand audioqfrom theqprogram 

sourceqto theqviewers. Video teleconferencing involves connections amongqmany 

parties,qcommunicating voice,qvideo, asqwell asqdata.qOffering futureqservicesqthus 

requiresqflexibleqmanagement ofqthe connectionqand mediaqrequestsqof aqmulti-

point, multi-mediaqcommunicationqcall. 

 

1.1.3 Multi-rate 

q 

A multi-rateqserviceqnetworkqis oneqwhich flexiblyqallocates transmissionqcapacity 

toqconnections. A multi-mediaqnetwork hasqto supportqa broadqrange of bit-

ratesqdemanded byqconnections, notqonly becauseqthere areqmany 

communicationqmedia,qbut also becauseqa communicationqmedium may beqencoded 

byqalgorithms withqdifferent bit-rates.qFor example,qaudio signalsqcan beqencoded 

withqbit-rates rangingqfrom lessqthan 1qkbit/s toqhundreds ofqkbit/s, usingqdifferent 

encodingqalgorithmsqwith aqwide rangeqof complexityqand qualityqof 

audioqreproduction.qSimilarly, fullqmotionqvideo signalsqmay beqencoded withqbit-

ratesqranging fromqless thanq1 Mbit/sqto hundredsqof Mbit/s.qThus aqnetwork 
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transporting bothqvideo andqaudio signalsqmay haveqto integrateqtraffic withqa 

veryqbroadqrange ofqbit-rates. 

 

 

 

Figure 1.1: Aqtraditional networkqarchitecture 

 

 

Traditionally, theqvariousqservices were carriedqvia separateqnetworks:qvoice onqthe 

telephoneqnetwork,qdata on computerqnetworksqsuch asqlocal areaqnetworks,qvideo 

teleconferencingqon privateqcorporateqnetworks, andqtelevision onqbroadcastqradio 

orqcable networks. 

Theseqnetworks wereqlargelyqengineered forqa specificqapplicationqand areqnot 

suitedqto otherqapplications. Forqexample, theqtraditionalqtelephone networkqis 

tooqnoisy andqinefficient forqbursty dataqcommunication.qOn theqother hand,qdata 

networks whichqstore and forwardqmessages using computers hadqlimited 

connectivity, usuallyqdid notqhave sufficientqbandwidthqfor digitisedqvoice andqvideo 

signals,qand sufferqfrom unacceptableqdelaysqfor theqreal-time signals.qTelevision 

networks usingqradio orqcables wereqlargely broadcastqnetworksqwith minimum 

switching facilities.q 

The typesqof trafficqfound inqa broadbandqnetwork (withqexamples) andqtheir 

respectiveqrequirements areqsummarised inqTable 1. 

https://en.wikipedia.org/wiki/Computer_network
https://en.wikipedia.org/wiki/Local_area_network
https://en.wikipedia.org/wiki/Broadcasting
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Tableq1: Networkqtraffic typesqand theirqrequirements 

 Traffic 
type 

Example 
Required 

bandwidth 
Cell-delay Latency 

Constant 
Voice, guaranteed circuit 
emulation 

Minimal Low 
 

Variable Compressed video Guaranteed Variable Low 

Available Data Not guaranteed 
Widely 
variable 

Variable 
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CHAPTER– 2 

LITERATURE SURVEY 

 

OBJECTIVES 
 
The.objectives of.APPLICATION AWARE.ROUTNIG are.as follows: 

1).Single routing.software for.a cluster.of switches.as opposed.to spawning.a separate.stack for.each 

switch. 

2).Routing based.on type.of application.served by.the network.as opposed.to considering.only 

destination.network. 

3) Performing.a better.differential routing.which increases.the utilization.of links.in the.network. 

 

 

The controller.installs a.rule.on the switch,.instructing it.to forward.the packets.along 

the.different paths.depending on.the type.of the.packet. The.controller inspects.the 

Ethernet.packet for.IP content.and further.for TCP,.UDP and.ICMP content.based 

on.the protocol.header. TCP.packets are.further inspected.for HTTP.and FTP.traffic.by 

performing a.string search.in the.payload for.keywords (HTTP.1.1 for.HTTP traffic.and 

FTP/SFTP.for FTP.traffic). 

 

Traditional networks.were designed.to forward.packets from.source to.destination 

using.the shortest.route possible..Routers and.switches were.mostly agnostic.to 

applications.being served.by the.network. In.this kind.of network,.a service.provider 

may.not be.able to.distinguish between.a user.watching video.and another.browsing 

the.web. In.order to.provide service.differentiation and.increaseuser.experience, 

today’s.networks are forced.to be.application-aware. Software-Defined.Networking 

(SDN).which is.an emerging.concept in.networking forefront.presents an.opportunity 

to.service providers.to control.their networks.by means.of a.programmable 

interface..This dissertation.aims at.developing an.application-aware routing.system 

for.SDN which.does differential.routing based.on type.of application.to which.the 

traffic.belongs to..Deploying such.SDN application.will help.service providers.to 
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dynamically.provision the.network switches.based on.application characteristics.and 

requirements,.leading to.a better.overall user.experience and.reduction in.bandwidth 

wastage. 

 

Software.defined.frnetworking.is seen.as.fran.evolutionary paradigm.shift,.frbut.still 

faces.several.frchallenges..The covered.areas.frof.challenges and.effects.frprovide.a 

general.view.frof.what…may.slow.frdown.further..development.and…what.is the 

possibility.when.frthe.technology is.integrated.frsuccessfully..A certain.lack.frof.know-

how,….combined….with.fr..high..complexity..when…it.frcomes…to…integration.intot

raditional.networks,…are.main.frreasons.for…a.delayed.frdiffusion.of the.technology. 

Furthermore,.the analyzed.papers.frmostly.describe software.defined.frnetworking.on 

a.very.frdetailed.mathematical and.technological.frbasis,.making it.very.frhard.for 

enterprises.and.frorganizations.to assess.if.frthe.technology can.have.fra.specific 

business.impact. r(e.g..on..increasing.efficiency.fror.reducing costs)..Nevertheless,.fthe 

steady increase.of.frusers.and requirements.leave.frproviders.faced with.the.frneed.to 

rethink the.frusage.of current.network.frtechnologies.in order.to.frstay.competitive 

and….profitable..frAs…...the literature.review.frhas.revealed, the.separation.frof.the 

control.and.frdata.plane offers.great.frbenefits,.such as.easier.frmanagement,.enhanced 

features,.like.frdynamic.deployment of.virtual.frnetworks.as well.as.freconomic.factors. 

Besides.outlining.frthe.technical aspects.these.frbenefits.should play.an.frimportant.role 

in.further.frresearch,.especially in.the IS.domain. 

 

A.frkey.benefit.frof.frSoftware Defined.frNetworks is.frfine-grained management.frof 

network.frflows made.frpossible by.frthe execution.frof flow-specific.fractions 

based.frupon inspection.frand matching.frof various.frpacket fields..frHowever,.current 

switches.and protocols.limit.frthe.inspected fields.to layer 2-4.headers.frand.hence 

any.customized.frflow-handling.that..uses.higher-layer.frinformation.necessitates are 

sending.the packets.to.frthe.controller. This.is.frinefficient.and slow, adding.several 

switch-to-controller.round-trip.frdelays..This report.proposes an.extended SDN 

architecture.that enables.fast.frcustomized.packet-handling even.when the.information 

used.is not.restricted.frto.L2-L4. We.describe.fran implementation.of.frthis.architecture 

that.keeps.frmost.of the.processing.frin.the data.plane.frand.limits the.need.frto.send 

packets.to.frthe.controller even.when.frhigher-layer.information is.used.frin.packet-
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handling...We.show.frhow.some.popular.applications.frcan.be..implemented.using.fthis

extended architecture.and evaluate.the performance.of one.such application.using 

a.prototype implementation.on Open.vSwitch. The.results show.that the.proposed 

architecture.has low.overhead, good.performance and.can take.advantage of.a 

flexible.scale-out design.for application.deployment. 

 

Moreover, existing.implementations seek.to achieve.Interior Routing.using existing.other protocols.(like 

OSPF/ISIS).from stacks.like Quagga/XORP..The problem.with that.approach is.resource 

(CPU/Memory).exhaustion since.an entire.stack (Quagga/XORP).or a.Virtual Machine.(VM) 

is.spawned for.each switch.in the.network. This.may not.be a.concern for privately.managed small-

sized.LAN/WAN. But.this poses.serious concern.when scaling.the network.with hundreds and 

thousands.of switches.(like AS-wide.deployment for.a service.provider).APPLICATION 

AWARE.ROUTNIG aims.to address.this issue.by being.a light-weight plugin.to controller.and still.be 

able.to handle.a cluster.of switches. In.addition, these.approaches cannot.perform Traffic 

Engineered.(TE) routing as.they depend.only upon source.IP and.destination IP.of 

the.packet being.routed. Google’s.B4 does.a TE.routing in.order to.maximize 

link.utilization. But.B4 also.depend upon.source IP.and destination.IP and.does not.look into.transport 

layer.ports. Hence.packets having.same SIP.and DIP.will be.routed via.the same.path irrespective.of 

the.application that.generated those.packets. Though.this approach.provides a.way to.increase 

link.utilization, it.does not.provide any.mechanism for.service differentiation. 

 

 

.In spite.of recent.and interesting.attempts to.survey this new.chapter in.the history.of 

networks., the literature was still lacking, to the best of our knowledge, a single 

extensive and comprehensive overview of the building blocks, concepts, and challenges 

of SDNs. Trying to.address this.gap, the.present study.used a.layered approach.to 

methodically dissect.the state.of the.art in.terms of.concepts, ideas.and components.of 

software-defined.networking, covering.a broad.range of.existing solutions,.as 

well.as.future directions. We.started by.comparing this.new paradigm.with 

traditional.networks and.discussing how.academy and.industry helped.shape software-

defined.networking. .SDN has.successfully managed to.pave the.way towards.a 

next.generation networking,.spawning an.innovative research.and development 

environment, promoting.advances in.several areas:.switch and.controller 
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platform.design, evolution.of scalability.and performance.of devices.and 

architectures,.promotion of.security and.dependability. We.will continue.to 

witness.extensive activity.around SDN.in the.near future..Emerging topics.requiring 

further.research are,.for example:.the migration.path to.SDN, extending.SDN 

towards.carrier transport.networks, realization.of the.network as-a-service.cloud 

computing.paradigm, or software-defined environments (SDE). 
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CHAPTER – 3 

SOFTWARE DEFINEDqNETWORKING 

 

3.1 Introduction toqSoftware Defined Networkingq 

 

Software-defined networking (SDN) is an architecture purportingqto be dynamic, 

manageable,cost-effective, andadaptable, seekingto besuitable for the high-bandwidth, 

dynamicqnatureqof..today's..applications.qSDNqarchitectures..decouple network 

control and .forwardingqfunctions,qenablingqall..the..network..controls to..become 

directly programmable andqthe underlyingqinfrastructureqto beqabstracted from 

applications andqnetworkqservices. 

 

Software-definedqnetworking..(SDN)qis..anqumbrellaqtermqencompassing several 

kind ofqnetworkqtechnology aimedqat makingqthe networkqas agileqand flexibleqas 

theqvirtualizedqserver andqstorageqinfrastructure ofqthe modernqdataqcentre. Theqgoal 

ofqSDN isqto allowqnetworkqengineers andqadministrators toqrespond quicklyqto 

changingqbusinessqrequirements. Inqa software-definedqnetwork, aqnetwork 

administratorqcan shapeqtraffic fromqa centralizedqcontrolqconsole withoutqhaving 

toqtouchqindividual switches,qand canqdeliverqservices toqwherever theyqare 

neededqin theqnetwork, withoutqregard toqwhat specificqdevicesqa serverqor 

otherqdevice isqconnected to.qThe keyqtechnologies areqfunctionalqseparation, 

networkqvirtualizationqand automationqthrough programmability. 

 

Software-definedqnetworking (SDN)qis an approach to computerqnetworking that 

allows networkqadministratorsqto..programmaticallyqinitialize,qcontrol,qchange,…and

manageqnetworkqbehaviour dynamicallyqvia openqinterfaces and abstraction of lower-

levelqfunctionality. SDN isqmeant toqaddress theqfact that the staticqarchitecture of 

traditionalqnetworks doesn'tqsupport the dynamic, scalableqcomputing and storage 

needs of more modernqcomputingqenvironments such as dataqcanters. Thisqis 

doneqby decouplingqorqdisassociatingqthe systemqthat makesdecisions about 

http://searchnetworking.techtarget.com/definition/traffic-shaping
https://en.wikipedia.org/wiki/Computer_network
https://en.wikipedia.org/wiki/Network_administrator
https://en.wikipedia.org/wiki/Abstraction_(software_engineering)
https://en.wikipedia.org/wiki/Data_center
https://en.wikipedia.org/wiki/Coupling_(computer_programming)
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where traffic is sent (the SDNqcontroller, or controlqplane) fromqthe underlying 

systemsqthat forwardqtraffic toqthe selectedqdestinationq(the dataqplane). 

 

 

Figure 3.1: A Software defined networkqarchitecture 

 

SDN focus solelyqon separationqof theqcontrolqplane ofqthe network,qwhich 

makesqdecisions..aboutqhow packetsqshould..flowqthrough..theqnetwork from the 

dataplaneqof theqnetwork, whichqactually movesqpacketsqfrom placeqto place.qWhen 

aqpacketqarrives atqaqswitch in theqnetwork, rulesqbuilt intoqthe 

switch'sqproprietary firmwareqtell theqswitch whereqto forwardqthe packet.qThe 

switchqsends everyqpacketqgoing toqthe sameqdestinationqalong theqsame path,qand 

treatsqall theqpackets theqexact sameqway. Inqa classicqSDNqscenario, rulesqfor 

packetqhandlingqare sentqto theqswitch fromqa controller,qan applicationqrunningqon 

aqserverqsomewhere, andqswitches (alsoqknown asqdata planeqdevices) queryqthe 

controllerqforqguidanceqas needed,qand provideqit withqinformationqabout 

trafficqthey areqhandling. Controllersqand switchesqcommunicateqthrough 

aqcontroller's south boundqinterface, usuallyqOpenFlow, although other protocols exist. 

Where a traditional network would use a specialized appliance such as a fire wall or 

link-load balancer ,an SDN deploys an application that uses the controller to manage 

https://en.wikipedia.org/wiki/Network_traffic
https://en.wikipedia.org/wiki/Control_plane
https://en.wikipedia.org/wiki/Data_plane
http://searchsdn.techtarget.com/definition/control-plane-CP
http://searchnetworking.techtarget.com/definition/packet
http://searchsdn.techtarget.com/definition/data-plane-DP
http://searchcio-midmarket.techtarget.com/definition/firmware
http://searchnetworking.techtarget.com/definition/packet
http://whatis.techtarget.com/definition/controller
http://searchsqlserver.techtarget.com/definition/query
http://whatis.techtarget.com/definition/northbound-interface-southbound-interface
http://searchsdn.techtarget.com/opinion/OpenFlow-as-a-network-control-protocol-goes-deeper-than-data-center
http://searchnetworking.techtarget.com/definition/protocol
http://whatis.techtarget.com/definition/appliance-network-appliance
http://searchsecurity.techtarget.com/definition/firewall
http://searchnetworking.techtarget.com/definition/link-load-balancer-link-balancer
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dataplane..behavior.qApplications..talkqto..theqcontroller..thoughqits north-bound 

interface.As ofqthe endqof 2014,qthere isqno formalqstandardqfor theqapplication 

interfaceqof theqcontroller toqmatch OpenFlowqas aqgeneralqsouth-bound interface.qIt 

isqlikely thatqthe OpenDaylightqcontroller's..northboundqapplication program interface 

(API) may emergeqas aqdefectorqstandard overqtime, givenqits broadqvendor support. 

Software..definedqnetworking..usesqan..operationqmodeqthat..isqsometimes….calledad

aptiveqor dynamic,qin whichqa switchqissues aqrouteqrequest toqa controllerqfor 

aqpacket thatqdoes not have a specificqroute. This process is separate 

from adaptiveqrouting,whichqissuesqrouteqrequestsqthroughqrouters andqalgorithmsqb

ased onqthe networkqtopology,qnot throughqa controller. 

WithqSDN, theqadministrator canqchange anyqnetwork switch'sqrules whenqnecessary 

--qprioritizing,qdeprioritizing orqeven blockingqspecific typesqof packetsqwith aqvery 

granularqlevelqof control.qThis isqespecially helpfulqin aqcloudqcomputing multi-

tenantqarchitecture, becauseqit allowsqthe administratorqto manageqtraffic loadsqin 

aqflexible andqmore efficientqmanner.qEssentially, thisqallows theqadministrator 

toquse lessqexpensiveqcommodity switchesqand haveqmore controlqover 

networkqtraffic flowqthan everqbefore. 

 

3.2 Workingqof Softwareqdefined networking 
 

Software-defined networking providers offer..awide..election of competing 

architectures, but at its most simple, the SoftwareqDefined Networkingqmethod 

centralizesqcontrol ofqthe networkqby separatingqthe controlqlogicqto off-

deviceqcomputerqresources. AllqSDN modelsqhave someqversionqof anqSDN 

Controller,qas wellqas southboundqAPIsqand northboundqAPIs: 

 Controllers: Theqbrains..ofqthe..network,qSDN..Controllersqoffer aqcentralized 

view ofqthe overallqnetwork,qand enableqnetworkqadministrators toqdictate 

toqthe underlyingqsystemsq(like switchesqand routers)qhow theqforwarding 

planeqshould handleqnetworkqtraffic. 

http://whatis.techtarget.com/definition/northbound-interface-southbound-interface
http://searchsdn.techtarget.com/answer/How-to-get-training-on-OpenDaylight-controllers-and-APIs
http://searchexchange.techtarget.com/definition/application-program-interface
http://searchsdn.techtarget.com/definition/SDN-controller-software-defined-networking-controller
http://searchnetworking.techtarget.com/definition/adaptive-routing
http://searchnetworking.techtarget.com/definition/router
http://whatis.techtarget.com/definition/algorithm
http://whatis.techtarget.com/definition/network-topology
http://searchcloudcomputing.techtarget.com/definition/cloud-computing
http://whatis.techtarget.com/definition/multi-tenancy
http://whatis.techtarget.com/definition/multi-tenancy
https://www.sdxcentral.com/sdn/definitions/sdn-controllers/
https://www.sdxcentral.com/sdn/definitions/sdn-controllers/
https://www.sdxcentral.com/sdn/definitions/southbound-interface-api/
https://www.sdxcentral.com/sdn/definitions/north-bound-interfaces-api/
https://www.sdxcentral.com/sdn/definitions/sdn-controllers/sdn-controllers-comprehensive-list/
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 Southbound APIs:qSoftware-defined networkingquses southboundqAPIs 

toqrelayqinformation toqthe switchesqand routersq“below.”qOpenFlow, 

consideredqthe firstqstandard inqSDN, wasqthe originalqsouthboundqAPI 

andqremains asqone ofqthe mostqcommonqprotocols. Despiteqsome 

consideringqOpenFlowqand SDNqto beqone inqthe same,qOpenFlow 

isqmerelyqone pieceqof theqbigger SDNqlandscape. 

 NorthboundqAPIs: SoftwareqDefined Networkingqusesqnorthbound APIsqto 

communicatesqwith theqapplications andqbusiness logicq“above.”qThese 

helpqnetwork administratorsqto programmaticallyqshapeqtraffic andqdeploy 

services. 

 

qqqq  

Figure 3.2: Structure of Software defined Networking 

 

 

 

https://www.sdxcentral.com/sdn/definitions/what-is-openflow/
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3.3 How SDN is different?  

3.3.1Traditional network configuration 
 
 
The traditional approach toqnetworking isqcharacterized byqtwo mainqfactors: 

 

1) Networkqfunctionality isqmainlyqimplemented inqa dedicated appliance. In this 

caseq‘dedicated..appliance’qrefers..toqone..orqmultiple..switches,qrouters..and….theap

plication deliveryqcontrollers. 

 

2) Mostqfunctionality withinqthis applianceqisqimplemented inqdedicatedqhardware. 

AnqApplicationqSpecific IntegratedqCircuitq(or: ASIC)qis oftenqused forqthis 

purpose. 

 

Organizationsqare..increasinglyqconfrontedqwith..theqlimitations..thatqaccompany 

thishardware-centric approach,qsuch as: 

 Traditionalqconfiguration isqtime-consuming andqerror-prone 

 

Many stepsqareqneededqwhenqanqITqadministratorqneedsqto addqor 

removeqa singleqdevice inqa traditionalqnetwork.qFirst, heqwill haveqto 

manuallyqconfigure multipleqdevicesq(switches, routers,qfirewalls) onqa 

device-by-deviceqbasis. 

 

The nextqstep isqusing device-levelqmanagement toolsqto updateqnumerous 

configurationqsettings, suchqas ACLs,qVLANs andqQuality ofqService. 

 

This configurationqapproachqmakes itqthat muchqmore complexqfor 

anqadministrator toqdeploy aqconsistent setqof policies.qAs aqresult, 

organizationsqare moreqlikely toqencounterqsecurity breaches,qnon-

compliance withqimplications. Conclusion:qthe highlyqadministrative 

‘hassle’ thatqis traditionalqconfiguration interferesqwith meetingqbusiness 

networking standards. 
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 Multi-vendorqenvironments requireqa highqlevel ofqexpertise 

 

The averageqorganizationqowns aqvariety ofqequipment of different 

vendors. To successfully completeqa configuration,qanqadministrator 

willqtherefore needqextensiveqknowledge ofqall presentqdevice types. 

 

 Traditionalqarchitectures complicateqnetwork segmentation 

 

A developmentqfurther complicating networkingqmatters, isqthe 

connectivityqevolution thatqis currentlyqtakingqplace. Inqaddition 

toqtablets, PCsqand smartphones,qother devicesqsuch as alarmqsystemsqand 

securityqcameras will soon be linked to the internet. The 

predictedqexplosionqof smartqdevicesqis accompaniedqby aqnewqchallenge 

forqorganizations: howqto incorporateqall theseqdevices ofqdifferent 

vendorsqwithinqtheir networkqin aqsafe andqstructuredqmanner. Many 

traditionalqnetworks placeqall typesqof devicesqin theqsame ‘zone’.qIn case 

of a compromised device, this design risks giving 

externalpartiesaccess..toqthe..entireqnetwork.qThis..canqbe hackers exploit 

theqinternet connectionqof smartqdevicesqor vendorsqwho canqremotely 

logqonto ‘their’qdevices. Inqboth cases,qthere isqno apparentqreasonqfor 

givingqthem…accessqto..allqnetworkqcomponents. However,qthe 

administrativeqhassleqdescribed earlierqmakesqnetwork segmentationqa 

complex process andqquickly leadsqto networkqclutter. 

 

In conclusion, toqovercome these and other traditional 

networkingqlimitations,qthe timeqhas comeqtointroduceqa newqperspective 

onqnetwork management. 
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Figureq3.3: Anqexample ofqtraditional networkqwith switchesqand accessqpoints 

 

3.3.2 SoftwareqDefined Networking 
 
 
SoftwareqDefined Networkingq(SDN) isqrapidly becomingqtheqnewqbuzzword inqthe 

networkingqbusiness.qExpectations areqthat thisqemergingqtechnology willqplay 

anqimportant roleqin overcoming theqlimitationsqassociated withqtraditional 

networking. 

 

Even though au niversally agreed upon definition for SDN has not yet been formulated, 

‘decoupling hardware from software’ is often mentioned when this topic comes up. 

Thisqconcerns theqtwo networkqdeviceqplanes, i.e.: 

1)qThe planeqthatqdetermines whereqto sendqtrafficq(control plane) 

2)qThe planeqthatqexecutes theseqdecisionsqand forwardsqtrafficq(data plane) 

Decouplingqthese twoqplanes involvesqleaving theqdataqplane withqnetwork 

hardwareqandqmoving theqcontrolqplane intoqa softwareqlayer.qBy abstractingqthe 

networkqfrom theqhardware, policiesqno longerqhave toqbe executedqon 

theqhardwareqitself. Instead,qthe use of a centralizedqsoftware application 

functioningqas theqcontrolqplane makes networkqvirtualizationqpossible. Thisqprocess 

isqsimilar toqserverqvirtualization: 
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 Server virtualization 

Serverqvirtualization isqtheqmasking of serverqresources,qincluding qq the 

number andqidentity ofqindividualqphysical servers,qprocessors, and 

operatingqsystems, fromqserver users.qTheqserver administratorqusesqa 

softwareqapplication toqdivide oneqphysical serverqinto multipleqisolated 

virtual environments.qThe virtualqenvironments areqsometimes called 

virtualqprivateqservers, butqthey are alsoqknown as guests, instances, containers 

or emulations. 

 

 Network virtualization 

Networkqvirtualizationqis an SDNqtechnology applicationqthatqcreates 

unmatchedqnetwork agilityqandqdramatically reduces costsqofqnetwork 

operationsqbyqautomating networkqprovisioning forqbothqincreasingly 

dynamicqvirtual workloadsqas wellqbareqmetal workloads.qqA network 

virtualization programqeliminatesqthe conventionalqshortcomingsqand 

timeqconsuming provisioningqtasks related to legacy network 

segmentationqtechnologies, likeqswitched VLANs,qrouted subnets,qand 

firewallqACLs. Alternatively,qan SDN-based networkqvirtualization application 

supports arbitraryqassignment of IP/MAC addressingqschemes, while at the 

same timeqautomating network configurationqtasks and enforcingqexpected 

networkqsegmentation.qNetwork virtualization leveragesqtheqOpenFlow 

protocolqto dynamicallyqandqautomatically provision virtualqnetwork segments 

andqvirtual routing services onqbothqphysicalqand virtualqnetworking 

devices.qYouqcan automaticallyqprovision network securityqpolicies throughqa 

cloudqorchestrationqplatform, likeqOpenStack, orqautomaticallyqassign 

workloadsqaccording toqworkloadqattributes likeqMAC, subnet,qVLAN,qIP 

protocol,qor otherqattributes. Networkqvirtualization applicationsqeliminate 

theqtime consumingqprovisioning processqrequired withqlegacyqnetworking 

gear,qenable unmatchedqnetwork agility,qandqdramatically reduceqthe costqof 

networkqoperations. 
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3.4qArchitecture ofqSDN 

 

 

Figure 3.4:qA high-levelqoverview ofqthe software-definedqnetworking architecture 

 

Theqfollowing listqdefines andqexplains theqarchitectural components:q 

 

 SDN Application 
 
SDNqApplications areqprograms thatqexplicitly, directly, and 

programmaticallyqcommunicate theirqnetwork requirementsqand desired 

network behavior toqthe SDNqController viaqaqnorthboundqinterface (NBI).qIn 

additionqthey mayqconsume anqabstractedqview ofqthe network forqtheir 

internal decision-makingqpurposes. AnqSDNqApplication consistsqof oneqSDN 

Application Logicqandqone or more NBIqDrivers. SDN Applications 

mayqthemselvesqexpose anotherqlayerqof abstractedqnetworkqcontrol, thusq 

offering oneqorqmore higher-levelqNBIs throughqrespective NBI agents. 

 

 SDN Controller 
 
The…SDN..Controller..isqa..logically..centralizedqentity..in…chargeqof…(i)tra

nslatingqtheqrequirementsqfromqthe SDNqApplication layerqdownqtoqthe 

https://en.wikipedia.org/wiki/Northbound_interface
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SDNqDatapaths..andq(ii)..providingqtheqSDN..Applicationsqwithqan abstract 

view ofqtheqnetwork (whichqmayqinclude statisticsqandqevents). An SDN 

Controllerqconsists ofqoneqor more NBIqAgents, the SDNqControl Logic, 

andqtheqControl toqData-PlaneqInterface (CDPI) driver. Definitionqasqa 

logically..centralizedqentity..neitherqprescribes..norqprecludes implementation 

details such asqthe federation ofqmultiple controllers,theqhierarchicalconnection 

of..controllers,..communicationqinterfacesqbetween..controllers,qnor 

virtualisationorqslicing ofqnetwork resources. 

 

 SDNqDatapath 
 
TheqSDN Datapathqis aqlogicalqnetwork deviceqthat exposesqvisibilityqand 

uncontested.control..overqitsqadvertised…forwardingqandqdata…..  processing 

capabilities.qTheqlogical representationqmay encompassqallqor aqsubset 

ofqtheqphysical substrateqresources.qAn SDNqDatapath comprisesqaqCDPI 

agentqandqa setqof oneqor moreqtraffic forwardingqenginesqand zeroqor 

moreqtraffic..processingqfunctions.qThese…enginesqand….functionsqmay 

includeqsimple.forwardingqbetween theqdatapath'sqexternalinterfaces orinternal 

trafficqprocessing orqtermination functions.qOneqor moreqSDN 

Datapathsqmayqbe containedqin aqsingle (physical)qnetwork element—

anqintegratedqphysical combinationqof communicationsqresources,qmanaged 

asqa unit.qAnqSDN Datapathqmay alsoqbeqdefined acrossqmultiple 

physicalqnetworkqelements. Thisqlogical definitionqneither prescribesqnor 

precludesqimplementation detailsqsuchqas the logicalqto physicalqmapping, 

managementqofqsharedqphysicalqresources, virtualizationqor slicingqofqthe 

SDNqDatapath, interoperabilityqwith non-SDNqnetworking,qnor the data 

processingqfunctionality,qwhich can include OSIqlayer 4-7qfunctions. 

 
 

 
 SDN ControlqtoqData-Plane Interfaceq(CDPI) 

 
The SDNqCDPI isqtheqinterface definedqbetween anqSDNqControllerqand 

anqSDN Datapath,qwhich providesqatqleast (i)qprogrammatic controlqofqall 

forwardingqoperations,(ii)capabilities advertisement, (iii) statistics 

https://en.wikipedia.org/wiki/OSI_model
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reporting,qandq(iv) eventqnotification. One value of SDN lies inthe expectation 

that theqCDPI isqimplementedqin anqopen, vendor-neutralqand interoperable 

way. 

 

 SDNqNorthbound Interfacesq(NBI) 
 
SDN NBIsqareqinterfaces betweenqSDN ApplicationsqandqSDN Controllers 

andqtypicallyqprovide abstractqnetwork viewsqandqenable directqexpression 

ofqnetwork behaviorqandqrequirements. Thisqmay occuratany level of 

abstraction(latitude) and across different sets of functionality 

(longitude).qOneqvalue ofqSDN liesqin theqexpectationqthat theseqinterfaces 

areqimplemented inqan open,qvendor-neutral andqinteroperableqway. 

 

3.5 Advantagesqof SoftwareqDefined Networking 

 

 Directlyqprogrammable: Networkqcontrolqis directly programmable because 

itqis decoupled fromqforwarding functions. 

 Agile:qAbstracting controlfrom forwarding lets administrators dynamically 

adjust network-wide traffic flow toqmeet changingqneeds. 

 Centrallyqmanaged:qNetworkqintelligence isq(logically) centralizedqin 

software-based SDNqcontrollersqthat maintainqa globalqviewqof theqnetwork, 

whichqappears toqapplicationsqand policyqengines asqaqsingle, logicalqswitch. 

 Programmatically configured:qSDNqlets networkqmanagers configure, 

manage,.secure,qandqoptimizeqnetworkqresources.very.quicklyqvia.dynamic,qa

utomatedqSDN programs,qwhich theyqcanqwrite themselvesqbecause 

theqprogramsqdo notqdepend onqproprietary software. 

 Vendor-neutralandOpenqstandards-based:..Whenqimplemented through 

openbstandards, SDNqsimplifies networkqdesignqand operation because 

instructionsqare providedqby SDNqcontrollersqinstead ofqmultiple, vendor-

specificqdevices andqprotocols. 
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CHAPTERq– 4 

OURqIMPLEMENTATION 

 

The goalqof SDNqis toqallowqnetwork engineersqand administratorsqtoqrespond 

quicklyqto changingqbusinessqrequirements. Inqa software-definedqnetwork,qa 

networkqadministratorqcan shapeqtrafficfromqaqcentralized controlqconsoleqwithout 

havingqtoqtouch individualqswitches,qand canqdeliver servicesqtoqwherever theyqare 

neededqin theqnetwork, withoutqregardqto whatqspecific devicesqaqserver orqother 

deviceqis.connectedqto.qThe.keyqtechnologies.areqfunctionalqseparation,.networkqvirt

ualizationqand automationqthrough programmability. 

 

TheqOERqApplication-Aware Routing:qPBR featureqintroducesqthe capabilityqto 

optimizeqtraffic basedqon portionsqof an IPqpacket,qother than the destinationqaddress. 

IndependentqOptimized EdgeqRouting (OER)qpolicyqconfiguration isqapplied toqonly 

aqsubset ofqthe trafficqcarriedqby theqmonitored prefix.qYouqcan useqthis featureqto 

applyqvery granularqOERqpolicy configurationqbased onqthe typeqofqapplication 

orqIPqpacket, withoutqchanging OERqpolicyqconfigurationqforqother trafficqthat 

isqcarried byqthe monitoredqprefix. Theqmaster controllerqusesqpolicy-basedqrouting 

(PBR)qto sendqthe subsetqof trafficqto theqexternal interfaceqthatqconforms toqthe 

independentqpolicyqconfiguration. 

 
We haveqcreated differentqpaths forqTCP, UDPqandqICMPqtraffic.qWe 

haveqfurtherqclassifiedqTCP trafficqin toqHTTP andqFTPqtraffic.qFor eachqdifferent 

typeqofqtraffic,qwe haveqassigned aqdedicated path. 

Ourqimplementationqcould easilyqbe extendedqto beqadaptive, soqthatqtheqfeatures 

ofqan application-awareqnetworkqmentionedqabove couldqbeqrealized.  

http://searchnetworking.techtarget.com/definition/traffic-shaping
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Figureq4.1: Topologyqused forqour implementation 

 

 

Whenqthe clientqtransmitsqan IPqpacket, theqswitch inspectsqtheqpacket and 

dependingqon theqpolicy/rule installedqin it, forwardsqtheqpacket onqa 

particularqroute. 

If theqswitch doesn’tqhave anyqpolicy/ruleqinstalled, itqsends theqpacketqto 

theqcontroller. Theqcontroller inspectsqthe packet headerqand/or theqpayload, 

determinesqtheqtype ofqpacketq(TCP,qUDP,qHTTP,qetc.),qandqinstalls aqpolicy/rule 

on theqswitchqinstructingqitqtoqforward packetsqalong aqparticularqroute. 
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4.1 C++qImplementation 

When theqswitchqforwards theqpacket itqreceives toqthe controller,qtheqcontroller 

checksqtheqEthernet packetqfor IPqcontent. 

 If it’sqindeed anqIPqpacket, theqcontroller thenqchecks theqprotocolqheader 

toqdetermine ifqit’s aqTCP, UDPqorqan ICMPqpacket. 

 If theqpacketqis aqTCP packet,qthen itqfurtherqdetermines ifqthe 

packetqisqHTTPqor FTPqby inspectingqtheqport number. 

 Afterqthe controllerqdetermines theqtype ofqpacket, itqinstructs theqswitch toqsend 

theqpacket alongqa specificqpath/route. 

 According toqour topologyq-q 

• HTTPqpacketsqareqroutedqalong S3. 

• FTPqpackets areqroutedqalong S6. 

• Other TCP packets areqrouted alongqS7. 

• UDP packetsqare routedqalongqS4. 

• ICMP packetsqareqrouted alongqS5. 

We identifyqdifferent packetsqasqbeing TCP/UDPqusing theqidentifier inqthe 

IPqheaderqfor theqtransport protocol,qafterqIP packetsqthemselves areqidentified 

usingqanqidentifier inqthe Ethernetqheader. 

The applicationsqareqidentified usingqthe serverqport beingqcontactedqby theqclient. 

Weqclass packetsqas belongingqto anqFTP connectionqif theqserver portqnumber 

isq21, andqas HTTPqif theqserver portqbeing contactedqisq8000. 

 

We haveqalso performedqDeepqPacket Inspectionq(DPI) usingqC++, whereqa 

similarqtopologyqwas used.qThe controllerqinstallsqa ruleqon theqswitch,qinstructing 

itqto forwardqthe packetsqalongqtheqdifferent pathsqdepending onqtheqtype ofqthe 

packet. 
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Theqcontroller inspectsqtheqEthernet packetqfor IPqcontent andqfurtherqfor 

TCP,qUDP andqICMPqcontent basedqon theqprotocolqheader. 

TCP packetsqareqfurther inspectedqfor HTTPqand FTPqtrafficqby performingqa 

stringqsearch inqtheqpayload forqkeywordsq(HTTP 1.1qfor HTTPqtrafficqand 

FTP/SFTPqfor FTPqtraffic). 

Only the firstqpacketqfrom aqflow isqsent toqthe controller,qasqin 

Pyretic/POX.qThereafter, aqrule isqinstalledqon theqswitch forqthe flow.qThis 

allowsqtheqflow toqbe dealtqwithqby theqswitch itself,qsaving theqcontrollerqfrom 

havingqto dealqwith tooqmanyqpackets. 
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CHAPTER –q5 

RESULTS ANDqOUTPUT 

 

 

Figure 5.1:Outputqwindow ofqour implementation 

 

We concludedqthat theqpackets wereqreceived atqthe particularqnode fromqthe 

particularqsource asqdefined inqour topology 

Accordingqto ourqtopology theqfollowing nodesqhad particularqreceptions 

• HTTP packetsqare routedqalong S3. 

• FTPqpackets areqrouted alongqS6. 

• Other TCPqpackets areqrouted alongqS7. 

• UDP packetsqare routedqalong S4. 

• ICMPqpackets areqrouted alongqS5. 
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SDN is an emerging technology that is likely to revolutionize traditional networking 

business. By.embracing network automation,.organizations will save.a 

tremendous.amount of.time and.significantly improve.a network’s flexibility..Now 

to.prepare for this transition-.extensively evaluating which.solution meets.your business 

needs.best in.terms of.integration, visibility.& reporting,.security and.reliability is.an 

important.first step..Taking enough.time to.do this.thoroughly will.be an.investment 

worthwhile.to prepare.for this.inevitable networking.transition. 

 

Recent developments in.information and.Communications Technology.domain, 

for.example, mobile,.multimedia, cloud,.and big.data, are.demanding for.more 

convenient.Internet access,.more bandwidth.from users,.as well.as more.dynamic 

management.from service.providers. SDN.is considered.as a.promising solution.to 

meet.these demands..We have.presented the.concept of.SDN and.highlighted benefits.of 

SDN.in offering.enhanced configuration,.improved performance,.and encouraged 

innovation..Moreover, we.have provided.a literature.survey of.recent SDN.researches 

in.the infrastructure.layer, the.control layer,.and the.application layer. 

 

Traditional.networks are.complex and.hard to.manage. One.of the.reasons is.that 

the.control and.data planes.are vertically.integrated and.vendor specific..Another, 

concurring.reason, is.that typical.networking devices.are also.tightly tied.to 

line.products and.versions. In.other words,.each line.of product.may have.its 

own.particular configuration.and management.interfaces, implying.long cycles 

for.producing product updates.(e.g., new firmware).or upgrades.(e.g., new.versions 

of.the devices)..All this.has given.rise to.vendor lock-in.problems.for 

network.infrastructure owners,.as well.as posing.severe restrictions.to change.and 

innovation..SDN created.an opportunity.for solving.these long standing.problems. 

Some.of the.key ideas.of SDN.are the.introduction of.dynamic programmability.in 

forwarding.devices through.open southbound.interfaces, the.decoupling of.the 

control.and data.plane, and.the global.view of.the network.by logical.centralization 

of.the network.brain. While.data plane.elements became.dumb, but.highly efficient.and 

programmable.packet forwarding.devices, the.control plane.elements are.now 

represented.by a.single entity,.the controller.or NOS..Applications implementing.the 
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network.logic run.on top.of the.controller and.are much.easier to.develop and.deploy 

when.compared to.traditional networks..Given the.global view,.consistency of.policies 

is.straight forward to.enforce. SDN.represents a.major paradigm.shift in.the 

development.and evolution.of networks,.introducing a.new pace.of innovation.in 

networking.infrastructure. In.spite of.recent and.interesting attempts.to survey.this 

new.chapter in.the history.of networks,.the literature.was still.lacking, to.the best.of 

our.knowledge, a.single extensive.and comprehensive overview.of the building.blocks, 

concepts,.and challenges.of SDNs..Trying to.address this.gap, we used.a 

layered.approach.to.methodically dissect.the.state.of the.art.in.terms of.concepts,.ideas, 

and.components of.SDN, covering.a broad.range of.existing solutions,.as well.as 

future.directions. We.started by.comparing this.new paradigm.with traditional.networks 

and.discussing how.academy and.industry helped.shape SDN. Following a.bottom-up 

approach,.we provided.an in-depth.overview of.what we.consider the.eight 

fundamental.facets of.the SDN.problem:..1).hardware..infrastructure;2) southbound 

interfaces;..3).network.virtualization.(hypervisor..layer.between forwarding devices.and 

the.NOSs);..4).NOSs…(SDN.controllers..and.control..platforms);.5)..northbound 

interfaces; .6) virtualization.using slicing.techniques..provided.by..special.purpose 

libraries..and….programming..languages….and.compilers;..7).network..programming 

languages; and.finally, 8).network applications. 

 

SDN.has successfully.managed to.pave the.way toward.a next-generation.networking, 

spawning.an innovative.research and.development environment,.promoting advances.in 

several.areas:..switch.and…..controller. platform..design,.evolution.of.scalability and 

performance of devices.and architectures,.promotion of.security and.dependability. 

We.will continue.to witness.extensive.activity around.SDN in.the near.future. Emerging 

topics.requiring further.research are,.for example:.the migration path.to SDN, 

extending.SDN toward.carrier transport.networks, realization.of the.network-as-a-

service cloud.computing paradigm,.or SDEs. 

•  
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CHAPTER – 6 

APPLICATIONS OF SDN 
 

 

6.1Software Defined Networking Controllers and Applications 
 

A dynamic, open,qand logically centralized architecture, Software-DefinedqNetworking 

(SDN)qis ideal for today’s bandwidth-hungryqapplications. With Brocade SDN 

solutions,qyou can adjust network trafficqflow on the fly to meetqchanging needs, put 

profitable services in placeqrapidly, and reduce operationalqrisk. 

 

 

Figure 6.1: Brocade SDN Controller 

 

 

 

Figure 6.2: Brocade flow optimizer 

 

 

Figure 6.3: Brocade flow manage 

 

 
 

http://www.brocade.com/en/products-services/software-networking/sdn-controllers-applications/sdn-controller.html
http://www.brocade.com/en/products-services/software-networking/sdn-controllers-applications/flow-optimizer.html
http://www.brocade.com/en/products-services/software-networking/sdn-controllers-applications/vnf.html
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SDNqarchitectures canqtakeqa variety of forms. Following is an example of an 

architecture based onqSDN controllers. The first tierqin the SDN architecture is 

theqphysical infrastructure, whichqincludes all the hardware devices andqcabling 

requiredqto support the network. Networkqcontrol is decoupledqfrom hardware and 

given to a softwareqapplication, in this case an SDN controller. Controllers,qwhich 

initiate and terminateqtraffic, make up theqsecond tier of the architecture. The thirdqtier 

is theqSDN applications,qwhich directqspecific functions through the controller. 

Typesqof SDN apps include programs forqnetwork virtualization, network monitoring, 

intrusion detection (IDS)qand flow balancing (the SDNqequivalent of load balancing), 

among a greatqnumber of other possibilities. 

Then I evaluate what the SDN controllerqcan doqfor us. The SDNqcontroller hasqend-

to-end visibilityqof aqnetwork. Withqthis information,qSDN isquniquely positioned to 

haveqa positiveqimpact on the network. Itqcan also perform existing applications better. 

Letqus lookqat some of these benefits: 

1. Anywhere access to informationqvia the cloud 
2. Network management 
3. Resource utilization 
4. Security 
5. Network Functions Virtualization (NFV) 
6. Network service chaining 
7. Faster innovation 
8. Bandwidth calendaring 
9. Network programmability 
10. Energy management 

 

 6.1.1 SDMN 

Software-definedqmobile networkingq(SDMN)qis anqapproach to the designqof 

mobileqnetworks.whereqallqprotocol-specific,,featuresqareqimplemented 

insoftware,qmaximizing thequseqofqgeneric andqcommodity hardwareqand 

softwareqinqboth.theqcore.networkqandqradio.accessqnetwork.qIt,isqproposedq

as.an.extensionqof.SDN.paradigmqtoqincorporate mobile.network specificqfunc

tionalities.  

http://searchcio-midmarket.techtarget.com/definition/architecture
http://searchdatacenter.techtarget.com/definition/infrastructure
http://whatis.techtarget.com/definition/flow-control
http://whatis.techtarget.com/definition/decoupled-architecture
http://whatis.techtarget.com/definition/SDN-controller-software-defined-networking-controller
http://searchmidmarketsecurity.techtarget.com/definition/intrusion-detection
http://searchcio-midmarket.techtarget.com/definition/load-balancing
https://en.wikipedia.org/wiki/Software-defined_mobile_network
https://en.wikipedia.org/wiki/Core_network
https://en.wikipedia.org/wiki/Radio_access_network
https://en.wikipedia.org/wiki/Cellular_network
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 6.1.2qSD-WAN  

An SD-WANqis WideqArea Networkq(WAN) managedqusing the principlesqof 

software-definedqnetworking. Theqmainqdriver ofqSD-WAN is toqlower WAN 

costsqusing.lessqexpensive.leasedqlines,qas.an alternative.or partial replacement 

ofqmore expensiveqMPLS lines.qControlqand management is separatedqfrom 

theq hardware,qwith.centralqcontrollers.allowingqeasier configurationqand 

administration.  

 6.1.3qSD-LAN 

 

AqSD-LAN isqa Localqarea networkq(LAN)qbuilt aroundqthe principlesqof 

software-definedqnetworking,qthough there are keyqdifferencesqin 

topology,qnetworkqsecurity, applicationqvisibilityqandqcontrol, management 

andqqualityqofqservice. SD-LANqdecouples controlqmanagement,qand 

dataqplanesqtoqenable aqpolicyqdrivenqarchitecture forqwiredqand wireless 

LANs.qSD-LANs areqcharacterized byqtheir useqofqa cloudqmanagement 

system andqwireless connectivity without theipresenceqof aiphysicalqcontroller.  

 6.1.4iSecurity usingithe SDNiparadigm 

 

SDN architectureimay enable,qfacilitateior enhanceinetwork-related 

securityiapplications dueqtoithe controller'sqcentraliview of theqnetwork, and 

itsqcapacity.toqreprogram the.dataqplaneqat anyqtime..While security.ofqSDN 

architecture.itselfqremains anqopen.questionqthat has.already beenqstudied.a 

coupleqof.times in the research community, theqfollowing.paragraphs 

onlyqfocus.on the.security applicationsqmade.possible or.revisitedqusing SDN. 

Several.research worksqon.SDN have.already investigated.securityqapplications 

built.upon theqSDN.controller, with.different aims.inqmind. Distributed.Denial 

of.Service (DDoS).detectionqand mitigation,.as well.asqbotnetand.worm 

propagation,.areqsome concretequse-cases.of such applications:qbasically, 

the.idea consistsqin.periodicallyqcollecting network statistics.fromqthe 

forwarding.planeqof the network.in aqstandardized.manner (e.g. using 

Openflow),qand then.applyqclassification algorithmsqon thoseqstatistics 

inqorder to detect any networkqanomalies. If anqanomaly is detected,qthe 

https://en.wikipedia.org/wiki/SD-WAN
https://en.wikipedia.org/wiki/Wide_Area_Network
https://en.wikipedia.org/wiki/MPLS
https://en.wikipedia.org/wiki/Local_area_network
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application instructsqthe controllerqhow to reprogram theqdata plane in order 

toqmitigate it. 

Another.kindqof security applicationqleverages.the SDN controllerqby 

implementingqsome movingqtarget defense (MTD)qalgorithms..MTD 

algorithms.are typically.used toqmake.any attack.onqa given.system orqnetwork 

more difficult thanqusual by.periodically hiding.orqchanging keyqproperties.of 

that.systemqor network..In traditional.networks,qimplementing MTD.algorithms 

is.notqa trivial.task sinceqit.is difficult.toqbuild aqcentral.authority ableqof 

determiningq- for.each partqof the system.to beqprotected - 

which.keyqproperties..areqhid.or.changed..In.an.SDN.network,suchtasksbecome

morestraightforward thanks.to the centralityqof.the controller..One 

application.can for.example periodically.assignqvirtual IPs.to hosts withinqthe 

network, and.theqmapping virtual.IP/real.IP.is.thenqperformed.by.the controller. 

Another.application.canqsimulate.somefake.opened/closed/filtered.ports on 

randomqhosts.in the.network inqorder.to add.significantqnoise 

during.reconnaissanceqphase (e.g..scanning) performedqby.an attacker.. 

Additional value.regardingqsecurityqin SDN.enabled networksqcan.alsoqbe 

gained.using FlowVisor.andqFlowCheckerqrespectively. The.former triesqto.use 

a.single hardware.forwardingqplane sharingqmultiple.separated logical 

networks. 

Followingqthisqapproach.the.same.hardware.resourcesqcan.be.used.forqproducti

onqand development purposes as wellqas separating monitoring,.configuration 

andqinternet.traffic,.where.each.scenarioqcan.haveqits.own.logicalqtopology 

which.is.calledqslice..Inqconjunction.with.this.approachqFlowChecker realizest

heqvalidation of newqOpenFlow rules.thatqareqdeployed by.users 

usingqtheir.own slice. 

SDNqcontroller.applications are.mostly deployed.in large-scale.scenarios, 

which.requiresqcomprehensive checks.ofqpossible programming.errors. 

A.systemqto do.this called.NICE was.describedqin 2012..Introducing 

an.overarchingqsecurityqarchitecture requires.a comprehensive.andqprotracted 

approach.toqSDN. Since.it wasqintroduced,.designers are.lookingqat possible 
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ways toqsecureSDN that doqnot compromise scalability. 

Oneqarchitectureqcalled SN-SECA (SDN+NFV)qSecurity.Architecture.  
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                             CHAPTER – 7 

FUTURE OF SDN 
 
 

SDN is one of the latest technologies designed for Network Control. SDN can 

allowqaqNetwork Manager toqchange the wayqthe network devices, i.e.qRouters, 

Switches..etc,handle packetsqby allowingqcomplete control of theqrules set 

intoqnetwork devicesqfrom a centralqconsole. SDNqallows for theqentire controlqof as 

networkqto allow quick response toqchanging networkqor business needs. SDNqalso 

has aqlotqof diagnostic capability. 

SDNqhas a problematic futureqas it hasqissues to overcome. Theqfirst issueqis the 

console/remoteqcapability with today’sqsecurity issuesqmany will notqwant toqexpose 

their networkqto a potentialqhacker takeover. Itqis an OpenqSource Technology. 

Anotherqissueqis the current state of NetworkqManagement policies and practices 

withqsingleqdevice or single path focus. When a Network Manager looksqat SDN he 

only sees howqit can help orqhurtqhis network but SDN is muchqbigger and a lotqof 

education still remains to beqdone to make SDN or similar technologies palatable. 

SDN is aqHuman Centric Technology whereqtoday’sqtechnology is Device Centric 

whichqis and always willqbe a challenge to get managersqto adopt especially when 

oneqperson canqcompletely change your network, storage, WAN..etcqfabric. 

Many talk about SDN’s ability toqhelp with the “Cloud” butqbefore we get SDN 

involved we needqto get the “Cloud” under control.Thereqare also serious financial, 

training and primary deploymentqissues. 

SDN opens lots ofqquestions forqthe future of advance networkingqand 

computingqtechnologies. We need moreqresponsive technologyqbut not atqthe cost 

ofqsecurity and control. Inqthe longqrun SDN may be deployed inqprovider networks 

but individual corporations may findqit just too much to deploy.qSDN is in need of a 

lotqmoreqdevelopment and proof of beingqa secure and deployable technology. 
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SDN isqan innovation that willqdramatically change this traditional thinkingqover 

theqnext few years, addingqintelligence, adaptability, andqmuch more.qWhile not 

yetqclose toqpervasive, vendors areqintroducing new SDN productsqatqa rapidqrate. 

Theqnext refresh cycleqis right around theqcorner - SDN will indeedqbe everywhere. 

SDN in fact points to a future that is much more driven 

by availability and transparency than has historically been the case in networking. The 

interruptions to service (and, often, the associated extended periods of unreliability) that 

have traditionally accompanied network upgrades are no longer any more necessary 

than they are acceptable.And routine changes to policies – even,qin some 

cases, automaticallyqput in placeqas anticipatedqconditions ariseq– are now 

beginningqtoqsubstitute for whatqwas once viewed as unavoidableqcongestion, outages, 

and forcedqupgrades with numerous associated risks.So,qthen, theqfuture of SDN 

isqnothing..short..of..bright.qInqfact,..we..expect..SDNqto..become broadly pervasive 

overqthe next five years, asqstandardsqprogress, the benefits become 

quantified,qandqend-user organizations proceed down theqexperience curve. 

One ofqthe veryqinterestingqpossibilities now appearing isqthe merging of SDNqwith 

thatqother leading-edge trend in networking, networkqfunction virtualization (NFV). 

NFV, like allqvirtualization technologies, substitutes software-based constructs for 

whatqwould otherwise require dedicated hardware. 

Aqvirtual machine, for example, isqreally just a software implementationqofqa real 

processor, usingqspecializedqhardware to speed certainqelements. Movingqnetwork 

functionalityqinto virtualqmachines and evenqthe Cloud,qwhich may become the 

mostqpopular form of NFV,qis already at workqinqcarrier networks, substituting code 

running on otherwiseqgeneral-purpose processorsqfor dedicatedqhardware 

implementationsqof functionality definedqin standards. 

Virtualizationqin thisqcase, sometimes called networkingqas a service (NaaS), 

enablesqa greater degree of reliability andqfault-tolerance, scalability - even 

onqdemand, as customer-driven trafficqvolumes grow - and the ability toqgrow 

solutions organically without disruption. 

Openqsource will also play aqroleqin the eventual dominance ofqSDN. The OpenStack 

infrastructure-as-a-service (IaaS) offeringqhas already achieved a degreeqof popularity, 

http://searchsdn.techtarget.com/tip/Next-generation-Wi-Fi-How-SDN-changes-the-wireless-landscape
http://www.telecomasia.net/content/avaya-implements-sdn-worlds-tallest-building
http://www.arabnews.com/economy/news/825206
http://www.lightreading.com/carrier-sdn/sdn-architectures/sdns-role-in-carrier-wifi-/a/d-id/712416
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and includes aqgood degree ofqnetworking functionality. The OpenDaylight Project is 

specificallyqdesigned to implementqan open-source platformqfor bothqSDN and 

NFV.qOther open-source implementations are wellqunderway, but weqmust admit 

thatqsome proprietaryqsolutions willqalso seeqsuccess. 

SDN may alsoqhelpqus addressqone ofqthe truly insolubleqproblems inqnetworking 

andqIT overall –qsecurity.qBecause SDNqimplements policy,qa highqdegree ofqtraffic-

flow monitoring and management isqessential. SDNqimplementations can thus be 

programmedqto lookqfor anomalies thatqmight representqa denial-of-serviceqattack, 

anqattempted break-in,qor unusualqactivity thatqmight indicate dataqbeing 

compromised. 

Networking has evolvedqover theqpastqthree decades driven by extremelyqhigh (and 

increasinglyqmission-critical) demand, rapidly evolvingqhardware, softwareqand 

protocolqtechnologies, andqa hyper-competitive marketplace. 

The result,qperhaps inevitably,qhas beenqcomplexity, albeit withqaqhigh degree of 

interoperabilityqin basic services. SDNqpromises to re-shape networkingqinto a more 

unified, “softer”qfacility that simplifiesqnetwork services andqoperations, improves 

scalability,qand simplifies operationsq(essential as demand in terms ofqnumber of users 

and devicesqas well as traffic volumeqand time-boundednessqcontinues to 

grow),qimprovesqinteroperability, andqall withinqthe frameworkqof aqcontemporary, 

policy-drivenqstrategy. 
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