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ABSTRACT

Cloud computing is a technology that being widely adopted by many big companies like
Google, Microsoft etc in order to make the resources available to multiple users at a time
over the internet. Many issues are identified due to which cloud computing is not adopted

by all users till now.

The aim of my thesis is to improve the data integrity in SaaS cloud. A framework is
proposed and the data from different users is protected by encrypting it using cryptographic
algorithms namely: RSA, Bcrypt and AES. The algorithm is selected by user based on the
level of security needed to be applied to the user’s data. Performance analysis of the given
framework is done using Cloudsim in Netbeans. It is seen that the time taken for
encryption using the proposed framework is less than the time taken for encryption of a file
using the old technique i.e. for different file sizes, different level of security is provided by
the proposed approach which in turn takes less time for encryption. In previous scenarios
all files were provided with same level of security irrespective of the type of data in it.
Thus time for encryption of files using old technique was more. When the data is not

modified its original form is sent to the user. Hence verification of data is done.
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CHAPTER -1
INTRODUCTION

Cloud computing is an emerging technology where the resources, information and software
are shared and are provided to the users over the internet as per their demands. In cloud,
multiple systems can interact with each other at a time and move computing tasks from
their system to the cloud. This way their burden of storing and maintaining of data locally
is released. The computing services are delivered over the internet. These services allow
individuals and businesses to use software and hardware that are managed by third parties
at remote locations.

The cloud architecture is classified into 4 layers [1] shown in figure 1:

1) Fabric layer - The hardware level resources like network resources, computing

resources and storage resources are all contained in this layer.

2) Unified resource layer - All the resources that have been virtualized lie in this layer.
These resources can be exposed to upper layers and end users as integrated

resources.

3) Platform layer - A collection of services, software tool, middleware, are contained
in the platform layer that provides development and deployment platform.

4) Application layer - The applications that would run in the clouds in contained in the

application layer.
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Application Laver

| |

Platform Laver

TUnified Resource Laver

Fabric Laver

Fig.1 cloud architecture [1]

Cloud computing Service Models are classified into three categories [2] that are

represented diagrammatically in figure 2.

1)

2)

3)

Infrastructure as a Service (laaS) — The IT infrastructures that are provided in the
laaS Cloud are directly used by the cloud Consumers. In order to meet the growing
of resource demand from the consumers a concept called virtualization is used in
laaS cloud [2]. The infrastructure can comprise of virtualized storage, databases,
servers and other items. Eg: Amazon Elastic Compute Cloud, a commercial
platform offered as part of Amazon.com's Web Service platform.

Platform as a Service (PaaS) — It allows the cloud consumers to develop the
applications directly onto the PaaS cloud. The deployment of applications directly
into the virtual machine containers is minimized using PaaS [3]. Eg: Force.com and
Amazon Web Services [AWS] offers services that allow developers to construct an
application that is deployed using web-based tooling.

Software as a Service (SaaS) — The applications is released by the consumers in a
hosting environment which can be accessed through the networks [4]. These are
applications that offer an API to allow for greater application extensibility. EgQ:
Google Docs has been deployed solely within the Cloud and offers several APIs to

promote use of the application.
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Cloud Clients

Web browser, mobile application, thin
client, terminal emulator etc

Il

Saas

CEM, email, virtual desktop, games etc

Paas

Execution muntime, database,web server etc

Iaas

Virtual machines, servers, storage etc

Fig.2 Cloud computing service models [4]

From research perspective focus of my work is on SaaS model of cloud computing.

There are different types of cloud each of which has their own benefits and drawbacks as

shown in table 1.

1. Public cloud — On commercial basis the resources like applications and storage are
made available to public by cloud service provider. The services may or may not be
free. Using public cloud, the service provider does not require any initial capital
investment on infrastructure. The only drawback is that it lacks fine control over
data, network and security settings which reduces its effectiveness in various
scenarios.[3]

2. Private cloud — The infrastructure of cloud is deployed and made available for
specific group of people or organization. It provides highest degree of control over
performance, reliability and security but it lacks providing benefit like no up- front
capital costs.[3]

3. Hybrid cloud — It is a combination of various types of clouds. Some resources are
made available for public use while some are to be used within a particular

organization. It provides more flexibility than public or private cloud. Designing
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the hybrid cloud is tricky as it requires determining the split between public and

private cloud components very carefully.[3]

Table 1 Pros and cons for public, private, and hybrid cloud [5]

CLOUD TYPE PROS CONS
1. PUBLICCLOUD Implementation and usage is the | Most expensive long term
simplest
Upfront costs are minimal Susceptible to prolonged service
outages.

Utilization efficiency gains
through server virtualization
Accessibilityis widespread
Requires nospace dedicated for
data center

Canhandle large spikes in

workload
2. PRIVATE CLOUD Complete control of server Lpfront costs are large.
software updates patches etcis
allowed.
Long term costs are minimal Susceptible to prolonged service
outages.
Utilization efficiency gains Access is limited.

through server virtualization

Large amount of space is
required dedicated for data

Center.
Cannot handle largespikesin
workload
3. HYBRID CLOUD Through utilization and flexibility | Due to complex management
of private and public cloud, this schemes itis difficult to
is most cost efficient. implement this cloud type.
Less susceptible to prolonged Moderate amount of space is
SErvice outages. required dedicated for data
Center.

Utilization efficiency gains
through server virtualization.
Canhandle large spikesin
workload

Consumers, who wish to store their data in the cloud, either buy or lease storage capacity
from them and use it for their storage needs. Cloud faithfully stores the data and return
back to the owner whenever needed. But there is no guarantee that data stored in the cloud
is secured and not altered by the cloud or TPA.

Cloud computing has various advantages which has made it one of the most exciting

technologies and fastest growing parts of the IT industry.
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1.1 Benefits of cloud computing [1, 4]

10.

11.

Cost savings - Companies can use operational expenditure and reduce their capital
expenditure in order to increase their computing capabilities.

Scalability and flexibility - Companies can start with small deployment and with
fair speed they can grow to large deployment and then can even scale back if
required. The flexibility feature of cloud computing allows the companies to use
extra resources at peak times so as to satisfy the customers.

Reliability - Services that make use of multiple redundant sites can support disaster
recovery and business continuity.

Maintenance - The maintenance of system is done by the cloud service providers
and access is through APIs which do not require application installations onto PCs,
thus further reducing the maintenance requirements.

User-centric interfaces - cloud computing uses the concept of utility computing in
which it becomes easy for consumers to obtain and employ the platforms in
computing Clouds.

On-demand service provisioning - The resources and services are made available to
the users according to their need.

QoS guaranteed - Cloud computing guarantees that quality of service would be
rendered to its users.eg: size of memory, CPU speed etc.

Autonomous System - Cloud computing is an autonomous system and managed
transparently to consumers.

Pay-as-you-go - This means that payment made by the user is according to the
consumption of the resource.

Energy efficiency - The cloud reduces the consumption of unused resources thus
making this technology an energy efficient technology.

Multi-tenancy - Services are owned by multiple providers in a cloud environment

that are located in a single data center.
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12. Service oriented - Cloud computing follows a service driven model where each
PaaS, SaaS, laaS providers provide service according to the Service Level

Agreement (SLA) that is negotiated with its customers.

1.2 Issues in cloud computing

Though cloud computing has been adopted by the industries, it still has certain drawbacks.
The foremost issue in cloud computing is security and privacy related to the data of the
users. Since multiple users access the information in cloud at a time, the integrity and
privacy of the information is at high risk. Cloud computing provides distribution of data
over computers. When data is sent by the user to be processed in the cloud; the control of
the data is given to a remote party that may not address security concerns of the user. As a
user has no physical access to the data, he is unaware about the location of his data and is
not sure whether the integrity of his data is maintained or compromised in cloud. It is
important to ensure that the information being processed on cloud is secure and no

tampering of information is done when previously unknown parties may be present [6].

1. Security issues: Security is termed as the prevention of any unauthorized access,
unauthorized deletion or amendment of the information. The main dimensions of
security that should be kept in mind for providing user satisfaction are availability,
confidentiality and integrity [7].

e Auvailability — The users can access the resources, information from any
place and at any time. Denial of service attacks, equipment outages, and
natural disasters are all threats to availability. According to Dimitrios Zissis
and Dimitrios Lekkas [8], availability should not only be in terms of data,
software but also hardware being available to authorized users upon
demand.

e Confidentiality — The aim is to keep the user’s data secret. According to
Xiao and Xiao [9], confidentiality is one of the major issues in cloud
because the data that is outsourced by users on cloud servers is managed

and controlled by untrustworthy cloud providers. In [10], Tianfield states
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that threat to data increases because of increased number of applications,
parties and devices which leads to increase in number of point of access.
One way to achieve confidentiality is to encrypt the information sent by user
before placing it in Cloud.

e Integrity — The aim is to preserve the integrity of the information. It should
be checked that the information is not lost or modified by unauthorized user.
One technique to maintain the integrity is usage of digital signature. In [10]
the authors stated that by using SLA data is protected while it is on cloud,
preventing intrusion or attack on data and responding swiftly to attacks such

that damage is limited.

2. Privacy issues: The ability of individual or group to seclude themselves or
information about themselves and selectively reveal them is termed as privacy. In
term of organization, personally identifiable information is managed by providing
privacy which involves the application of processes, standards, laws and
mechanisms. Privacy issues vary according to different cloud scenario. The privacy
issues are defined as follows [7]:

a) Ensuring legal requirements for personal information is the responsibility of
which party.

b) How can the users maintain control over their data when it is stored and
processed on cloud?

c) How data replications can be guaranteed in a consistent state?

In [11], Gharehchopogh and Hashemi stated that there are four forms of privacy:
a) Informational privacy
b) Environmental privacy
c) Relational privacy
d) Physical privacy

3. Trust issues: Trust is a measureable belief that is used to make trustworthy
decisions based on experience. It has attributes like reliability, confidence,
dependability, honest etc. The issues of trust in cloud computing are defined as [7]:
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a) The attributes of cloud computing environment are unique, so the definition and
evaluation of trust becomes difficult.

b) Based on the degree of trust, how to provide different security level of services.

c) The trust relationship in cloud computing is temporary and dynamic, So

handling of malicious information is a tough task.

Apart from the issues stated above, there are other issues of cloud computing pertaining to

its different service models i.e. laaS, PaaS and SaaS.

laaS — It provides only basic level of security like load balancing, firewall etc. The
applications moving to the cloud require high degree of security. One company
may be hosting many other companies’ workloads and data in a shared
environment. In such cases, it may expose all parties to a higher risk of security or
privacy related incidents [12]. The different issues in laaS are stated in the table 2

below
Table 2 Issues in laaS [13]
Area Security Privacy Trust
DOS (denial of Misconfiguration, | Access control Service not
service) compromised available
vulnerabilities in
system or OS
Robustness of | Vulnerabilities in | Internal network Compromised
virtual machine- | hypervisor probing may occur
level Isolation Virtual machines/
Hypervisors permit
the loss of trust
EDOS (Economic | AAA User provisioning, Access control
denial of service) | vulnerabilities deprovisioning compromised
vulnerabilities

PaaS — The hacker can use the advantages of PaaS to influence the PaaS cloud
infrastructure for malware command and control. One challenge that may be

encountered while utilizing PaaS is compatibility. Since there is no list of features,
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languages, APIs, software, database types, tools, or middleware which is common

to all PaaS providers, it becomes difficult to choose the right one, or to switch. The

various issues in PaaS are stated in table 3 below.

Table 3 Issues in PaaS [13]:

Area Security Privacy Trust
Technical Compliance Storage of data in | Lack of
Immaturity Challenges multiple information on
jurisdiction and jurisdictions
lack of
transparency
about this.
Lack of Non availability of | “Data hostage” Liquidate
portability common clause in supplier | damage for lost
authentication outsourcing business
interface contracts
Protecting APl | Bad key Service Lack of
keys management Information sensitivity
procedures Leakage

SaaS — The focus is not on application’s portability but on migration of data and
enhancement of security functionalities. For development and deployment of SaaS

application certain security elements should be kept in mind that are seen below:

Data security
Network security
Data locality
Data integrity
Data segregation

Data access

Authentication and authorization
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The issues in SaaS are defined in table 4 below.

Table 4 Issues in SaaS [14]:

Area Security Privacy Trust
Unauthorized Data integrity and Compromised Loss of Trust
Access Confidentiality loss communications in Service
secrecy

Physical risks Physically Destroyed | - -

data
Browser- Based Loss of data, Integrity | Loss of user secret Loss of
Risks and Confidentiality credentials confidence

upon channel

Network Loss of availability - Trust on
Dependence service
reduces

In my research attention is paid on the security issues in SaaS which are defined as [14]:

Data security — In SaaS model the data is stored at the vendor’s end. The SaaS
vendor should acquire additional security checks so as to ensure security of data
and prevent data breach through unauthorized users. Strong encryption techniques
should be involved for data security. Due to loophole in data security model,
malicious users can gain access to the data.

Network security — The sensitive data that is obtained from the users /
organizations are stores at SaaS vendor end. All the data over the network must be
protected to prevent leakage of data. This is achieved by using strong encryption
techniques to manage network traffic like SSL and TLS.

Data locality — The applications provided by SaaS are used by consumers and then
data processing is done. The consumers are unaware of the fact as to where their

data is getting stored. Example: In many European countries certain type of data
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cannot leave the country because of the information being sensitive. The SaaS
model should provide reliability to the customer in terms of location of data.

Data integrity — It is easier to achieve data integrity in a single system with single
database by making use of database constraints and transactions. Transactions
follow ACID properties. The problem of data integrity gets magnified in case of
cloud computing. The SaaS vendors unveil their web service APIs without any
support for transactions. There are different levels of availability and SLA in each
SaaS application which makes it difficult to manage the transactions and provide
data integrity.

Data segregation — Due to multi tenancy feature in cloud computing, multiple
users can store their data on cloud. The data of various users will reside at same
location. Intrusion in user’s data by another user becomes easy in such
environment. Intrusion can be done by hacking or by injecting client’s code into
SaaS system. Therefore, SaaS model should ensure boundary for each user’s data
not only at physical level but also at application level.

Data access — Various security policies are provided by the organization to the
users when accessing the data. Based on these policies each employee can access
limited information. Cloud must stick to these security policies in order to avoid
intrusion of data.

Data breaches — Various users / organization put their data on cloud that would be
at risk when there will be breaching into the cloud environment.

Backup — The SaaS vendor should make sure that there is backup facility of the
sensitive information so that it can be recovered in case of disasters. The backup
data should be protected using strong encryption schemes that would prevent
leakage of sensitive information.

Availability — The services should be made available to the organization / users on
anytime and anywhere basis. There will be architectural changes at the application

and infrastructure levels to add scalability and high availability.
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While reading various research papers on cloud computing and its service models, security
was an important issue of concern apart from all the others issues. The users who move
their data onto the cloud are unaware of the integrity of their data. They don’t know as to
where their data is getting stored. Due to these reasons some users are still adamant of
making use of this technology.

There are many frameworks and algorithms that are proposed to resolve the issue of data
integrity. The aim of my research is to provide a framework that would improve the

integrity of data in SaaS model of cloud computing.
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CHAPTER- 2
LITERATURE REVIEW

Cloud computing is an emerging trend in the field of technology that involves the
development of parallel computing, distributed computing, grid computing and
virtualization technologies [2]. There are various issues related to cloud computing, major

ones being the security and integrity of data.

2.1 Security and privacy issues in cloud computing

In [15] Shaikh and Haider discovered that one of the reasons why cloud computing is not
fully accepted by the users is, security. The users are always in fear of loss of their data as
well as privacy. Some of the top security issues identified are: Data loss, Data Leakage,
Client’s trust, User’s Authentication, Malicious users handling, Wrong usage of Cloud
computing and its services, Hijacking of sessions while accessing data. To resolve these
issues usage of Cloud Security Alliance (CSA) release of a new governance, risk
management, and compliance stack for cloud computing was proposed. By using the cloud
security tools, organizations create private and public clouds that comply with industry

standards for accepted governance, risk, and compliance (GRC) best practices.

In [16] Dillon et.al discuss challenges and issues of Cloud computing. The relationships
amongst Cloud computing, Service-Oriented computing, and Grid computing is
articulated. Interoperability issue was highlighted which requires research and
development. In cloud computing there are a number of levels that interoperability. Firstly,
in order to optimize the computing resources, it is essential that an organization keeps in-
house IT assets and capabilities associated with their core competencies while outsourcing
marginal functions and activities on to the cloud. Secondly, a number of marginal functions
must be outsourced by an organization to cloud services offered by different vendors. For
example, it is highly likely that an SME may use Gmail for the email services and

SalesForce.com for the HR service.
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In [9] Xiao and Xiao, based on an attribute-driven methodology have systematically
studied the security and privacy issues in cloud computing as shown below in figure 3. The
security/privacy attributes like confidentiality, integrity, availability, accountability, and
privacy-preservability, are identified and the vulnerabilities are discussed, which may be

exploited by adversaries in order to perform various attacks.
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Fig.3 Summary of Research Advances in Cloud Security and Privacy [9]

Hu et.al in [17] present a survey on the architectures, concepts and challenges of cloud
computing. A summary of challenges in cloud computing with respect to security,
virtualization, and cost efficiency are discussed. Among the stated issues, security issues is

the most important challenge in the cloud computing.

Chen and Zhao in [18] discussed about the analysis on data security and privacy protection
issues associated with cloud computing across all stages of data life cycle along with some

solutions. One concern is that what information to reveal and who can access that
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information over the Internet. Another concern is whether web sites which are visited

collect, store, and possibly share personal information about users. Privacy can be achieved

by separating sensitive data from non-sensitive data followed by the encryption of sensitive

elements.

Current security solutions for data security and privacy protection are discussed below.

Roy | and Ramadan developed privacy protection system called airavat that can
prevent privacy leakage without authorization in Map-Reduce computing process.
A fully homomorphic encryption scheme was developed by IBM in June 2009. It
allows data to be processed without being decrypted.

A key problem for data encryption solutions is key management. On the one hand,
the users have not enough expertise to manage their keys. On the other hand, the
cloud service providers need to maintain a large number of user keys. The
Organization for the Advancement of Structured Information Standards (OASIS)
Key Management Interoperability Protocol (KMIP) is trying to solve such issues.
NEC Labs's provable data integrity (PDI) solution can be used for public data
integrity verification.

Mowbray proposed a client-based privacy management tool for data storage and
use stages. It provides a user centric trust model to help users to control the storage
and use of their sensitive information in the cloud.

A privacy protection framework was proposed by Randike Gajanayake based on
information accountability (IA) components. The identification of users who are
accessing information and the types of information they use is done by IA agent. In
case of misuse being detected, the agent defines a set of methods to hold the users

accountable for misuse.

Tianfield in [10] discusses about the various issues of security in cloud computing. In the

paper cloud security requirements are analyzed in terms of fundamental issues like trust,

availability, audit, integrity and confidentiality. As security is a major issue, it should be

applied at different levels to ensure right implementation of cloud computing such as:

security of host server, security of data storage, network security and security of

application. Cloud security can be analyzed along three features:
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1) Identity security - Key elements of cloud security is identity management at end-
to-end level, authentication from third party and federated identity. The integrity
and confidentiality of data and applications is preserved by identity security while
providing access to appropriate users.

2) Information security - Information security is closely related to third-party data
control. Concerns regarding information security include the way in which data is
stored and accessed, compliance and audit requirements. All sensitive data
including archive data, needs to be segregated properly on the cloud storage
infrastructure. Encrypting and managing encryption keys of data in transit to the
cloud or data at rest in the service provider's datacenter is critical to protecting data
privacy and complying with legal and regulatory mandates.

3) Infrastructure security - The foundational infrastructure for a cloud must be
inherently secure whether it is a private or public cloud or whether the service is
SaaS, PaaS or laaS. The cloud computing infrastructure, including servers,
switches, routers, storage devices, power supplies, and other components that
support operations and transaction of data and information, should be physically
secure. Unauthorized user or employee should not be able to access any component.
The various security issues in cloud computing were summarized diagrammatically

in figure 4.
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Fig.4 Cloud security architecture [10]

security

In [19] Bhadauria and Sanyal have stated that the entire data in a cloud computing
environment lies over a set of networked resources and the access of data is provided
through virtual machines. Since the location of data centers is not known and the users
have no control of their data, there are many security and privacy challenges that have to
be addressed. There are issues that are identified based on delivery models of cloud i.e.
private cloud, public cloud. The various security threats are SQL injection, Cross Site
Scripting (XSS), DoS and DDoS attacks, Google Hacking, and Forced Hacking. To resolve
these threats, different methods are adopted by different service providers like to avoid the
generated SQL usage in the code, identifying the meta-structures in the code, user entered

parameters to be validated, etc.

Hamlen et.al in [20] discuss security issues for cloud computing and present a layered
framework to secure clouds and then focus on two of the layers, i.e., the storage layer and

the data layer. The issues include storage security, middleware security, data security,
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network security and application security. The main goal is to store the data securely and
manage the data not under control by owner of the data. A bottom up approach to security
is proposed where work is done on small problems in the cloud that we hope will solve the
larger problem of cloud security. Firstly, how documents can be secured is discussed so
that they may be published in a third party environment. Next thing was that how security
can be enhanced by using secure co-processors. It is found that due to complexity of cloud
it is difficult to achieve end-to-end security. Even if some parts of the cloud fail the
challenge is to ensure more secure operations. Building trust applications from untrusted

components will be a major aspect with respect to cloud security.

To resolve the problem of privacy in the clouds P. Metri and G. Sarote [21] introduced a
threat model which helps in analyzing a problem, designing appropriate strategies and

evaluating the solutions. It has the following steps:

a) Attacks, threats are identified
b) Threats are prioritized according to the impact they have on the privacy of cloud
user and cloud server. The prioritization of threats is done using STRIDE model.
e Spoofing identity — means an attacker poses as another user or a machine
poses as a valid machine
e Tampering with data — means to maliciously modify the data.
e Repudiation
e Information disclosure — means to expose the information to the
unauthorized users.
e Denial of Service (DoS) — means to deny any services to valid users.
Example: Web browser made temporarily unavailable.
e Elevation of privilege — means the privileged access is gained by
unprivileged users to destroy entire system.
c) Strategies are select for threats by considering the previous solutions along with the
new strategies.

d) Based on these strategies solutions are built and applied.
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Juels et al. [22] described a formal “proof of retrievability” (POR) model for

ensuring the remote data integrity. It uses error correction code in order to check

that the data is correct or not. In POR protocol the verifier stores only a single key

for each file. The proposed scheme requires that only a small portion of file F is

accessed by the prover in course of a POR. POR encrypts file F and randomly

valued check blocks called sentinels are embedded. The prover is challenged by the

verifier by specifying position of collection of sentinels and asking the prover to

return associated sentinel values. If any modifications are made on file F by the

prover then large number of sentinels is likely to be compressed. To protect

corruption of file F by the prover, error correcting codes are employed.

F
Key » File v
generator encoder
- Challenge c
K .
Verifier / User Response r

Prover / Archive

Fig.5 Schematic of a POR system [22]

In the figure 5, by using encoding algorithm raw file F is transformed into file F’ and is

stored with the prover / archive. A key K is produced by using the key generation

algorithm and it is stored by the verifier. The key K is used in encoding mechanism. A

challenge-response protocol is performed by the verifier with the prover to check that file F

can be retrieved by the verifier. The drawback of the approach is that there is computational

over head.

Ateniese et al. [23] considered public audit ability in their defined “provable data

possession” model to verify if the client’s data is stored at un trusted server. Homomorphic

Verifiable Tags are used for data auditing. The model samples random sets of blocks from
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the server and generates probabilistic proofs of possession which reduces 1/0 costs. The
client verifies the proof by maintaining a constant amount of metadata. The transmission of
a small, constant amount of data is done by the response protocol which minimizes
network Communication. The PDP model for remote data checking supports large data sets

in widely-distributed storage systems. There are certain performance parameters in PDP:

e Computation complexity: defines the cost to pre process a file, generate a proof of
possession and verify such proof.

e Block access complexity: defines how many blocks are accessed to generate proof
of possession.

e Communication complexity: defines the amount of data transferred.

To achieve scalable solution, the amount of computation and block accesses should be
minimized. Experimentally it was shown that the previous schemes failed to give any

verification for possession of large data sets which has been provided by proposed scheme.

In [24] Rana et al. proposed an architecture which combines IAAS and PAAS framework
and remove the drawbacks of IAAS and PAAS. It describes how to simulate the cloud
computing key techniques such as data storage technology (Google file system), data
management technology Big Table as well as programming model and task scheduling
framework using CLOUDSIM simulation tool. A machine contains the following four

essential resources:

e CPU
e Memory (RAM)
e Disk

e Network connectivity

After examining these four parameters not enough information is provided by the server
system metrics that would do meaningful capacity planning. Load cutting is a good
parameter to be used under such conditions. This parameter is referred as resource cutting

depending upon a server’s configuration.

30



2.2 Frameworks to improve security

Mathew in [25] proposed a new framework that will help the cloud consumers and
providers to safe guard the data. In the given framework, by using secured VPN the clients
can access the provider’s network. The providers check for user authentication. It should
be checked that the clients that are approaching the providers are authorized and genuine.
Once the providers are confident about the client’s credentials their data will be encrypted

and stored. The framework is shown below in figure 6.
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Fig.6 Cloud computing: A Secure Framework [25]
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The steps to achieve security are defined as:

1) POLICIES for SECURITY
e To ensure security a formal plan must be prepared by providers
e Training should be given to employees on related technologies
e Background check of employees.
e Access restrictions / privilege setting to staff
e Obligatory password change within stipulated time.
e Supplier provided password of Server / hardware should not be used.

2) DATA BACKUP, RECOVERY, SANITIZATION, PATCH UPDATES AND

LOGS

Backup of data to be carried out at regular intervals.

e In order to meet unexpected disasters alternate plans should be ready.

e Data recovery plans must be equipped with providers in all emergencies.

e When the service or server is removed from the cloud, data should be
deleted from servers and backup devices.

e Updating system files and patches accurately.

e System logs must be maintained with the following details that which users

accessed the data, time spent and modifications made.

3) PENETRATION TEST
e Testing has to be done at regular intervals to ensure providers system is not

affected by any vulnerability.

4) NETWORK SECURITY and FIREWALLS
e Firewalls must be installed and its policies, configurations, rules must be

revised in habitual basis Antivirus updates must be done.

5) PHYSICAL INFRASTRUCTURE SECURITY
e Physical Location of server is necessary; the storage devices should be kept

in secured places by cloud providers with proper physical protection.
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6) PROVIDER SERVICES TO THE CLOUD CONSUMERS
e Services like personalization, audit tools and log details are provided to

consumers by the cloud providers.

It was concluded that if the providers and consumers follow the security measures

discussed above cloud computing will be more secure.

Mohta et.al in [26] have discussed about a way to implement TPA who not only check the
reliability of Cloud Service Provider (CSP) but also check the consistency and
accountability of data. With the use of TPA, checking the risk in the cloud will be easy and
less burdening to data owner but without encryption of data how data owner will ensure
that his data are in a safe hand. A protocol is proposed that is used for supporting fully
dynamic data operations, providing data privacy and integrity to end user. The architecture

is stated below in figure 7.
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Fig.7 Architecture for Client, Third Party auditor and
Cloud Service Provider [26]
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The client asks the CSP to provide service where CSP authenticate the client and provide a
virtual machine by means of Software as a service. In this Virtual Machine (VM), RSA
algorithm are used where client encrypt and decrypt the file. In this VM, SHA-512
algorithms also defined which create the message digest. This message digest is a
combination of client encrypted file, digital signature and mode of operation i.e. updating
of records or insertion of records or deletion of records.

Experiments are performed on CloudSim, an open source simulator. The results
demonstrate the efficiency and scalability the approach. All results were obtained after
taking of 10 trials. From the results it is concluded that after getting digital signature of
client and encrypted file the message digest take almost constant time that is shown in

figure below in figure 8:
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Fig.8 Communication cost verses File Conversion [26]

Bhosale et al. [27] provides a 3 dimensional framework along with digital signature and
RSA algorithm where the user will upload the data over cloud based on the various
security levels. Protection ring 1 will provide high level of security, ring 2 will provide less
security and ring 3 will provide least level of security. Security of cloud is enhanced by
using this framework with RSA and DSA algorithm combination. Availability of data is
achieved by overcoming many existing problem like denial of services, data leakage. It

also provides more flexibility and capability to meet the new demand of today’s complex
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and diverse network. Digital signature is a scheme that checks the authenticity of the
document or a message. If a message is created by known user, then the digital signature
will send a receipt to the sender stating that the message was not altered. An asymmetric
type of cryptography is employed by the digital signature. When a digital signature is
properly implemented then even if messages are sent through a non secure channel, the
digital signature gives the receiver reason to believe that the message was sent by the
claimed sender. Non-repudiation is provided by the digital signature, meaning that the
signer cannot claim they did not sign a message. Even while claiming their private key
remains secret. Some non-repudiation schemes offer a time stamp for the digital signature,
so that even if the private key is exposed, the signature is valid nonetheless. Digitally
signed messages may be anything that can be represented as a bit string. Examples:
electronic mail, contracts, or a message sent via some other cryptographic protocol. RSA
supports encryption and digital signatures. RSA gets its security by integer factorization

problem. It is easier to understand and implement the RSA algorithm.

2.3 Frameworks to maintain data integrity

In [28] Chalse et.al provides a detailed analysis of the cloud security problem. The
different problem in a cloud computing system and their effect upon the different cloud

users are also analyzed. The architecture taken into consideration is shown in figure 9.

Cioud Service Prowider

Fig.9 Cloud data storage architecture [28]
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In the architecture, there is

1) A client who wants to store large amount of data in multiple clouds and have the

permissions to access and manipulate stored data.

2) Cloud service providers (CSP) who work together to provide data storage services

and have enough storage and computation resources.

3) Trusted Third Party (TTP), who is trusted to store verification parameters and offer

public query services for these parameters.

In order to store and maintain client’s data, multiple CSPs are taken into consideration. All

data of client is verified using PDP.

The verification procedure is described as follows:

A client uses the secret key to pro-process a file which consists of a
collection of n blocks, generates a set of public verification information that
is stored in TTP, transmit the file and some verification tags to CSPs and
may delete its local copy
By using a verification protocol, the clients can issue a challenge for one
CSP to check the integrity and availability of outsourced data with respect
to public information stored in TTP.
Analysis of security is performed. The data is encrypted to ensure that the
file will not be intercepted by an unauthorized person. Because encryption
and decryption SecretKeyGen and VeriTagGen cryptosystem uses public
key and private key, security is based on calculating private key. If private
key is not known, the file cannot be decrypted.

Integrity is checked in the verification phase. The owner would like to do
verification of cipher text M stored on the server. The server will calculate
the value of z to prove that he has completely stored cipher text file M. If
the server calculated value z calculated with the owner of the verification
value is equal to V, it means the server does have the correct storage cipher
text file M. The results are shown in the snapshots stated in figure 10 and

figure 11.

36



Trmuriomg Oata Starape Secur ity n Choud Computing

Authorised parson Legin Here
[ﬁ Foder Loghe B fudmib

T e Pewswerd

| -
Ed
P ) ’Tl
(| Onteim s Poww Pusty Athin |

Ld

Fig.11 Client server side [28]

37



The proposed solution support dynamic outsourcing of information making it a more

realistic application of cloud computing.

In [29] R and Saxena provided a scheme that gave a proof of data integrity in which the
correctness of the user data can be done by the user. This proof can be incorporated in SLA
and is agreed upon by both the cloud and the customer. The proposed scheme does not
involve the encryption of the whole data. Few bits of data per data block are encrypted;
hence the computational overhead on the clients is reduced. The overhead of client storage
is also minimized as it does not store any data with it. In the given protocol irrespective of
the size of data file, the verifier needs to store only a single cryptographic key and two
functions which generate a random sequence. No data is stored with it by the verifier. The
verifier before storing the file at the archive preprocesses the file and appends some
metadata to the file and stores at the archive. In order to verify the integrity of the data, the
verifier uses the metadata that is stored. The protocol just checks the integrity of data i.e.
whether the data has been tampered or deleted. The modification of the data by archive is
not prevented. The scheme applies only to static storage of data. It cannot handle to case

when the data need to be dynamically changed.

M.V and Santhanalakshmi in [30] proposes an effective and flexible Batch Audit scheme
with dynamic data support to reduce the computation overheads. To ensure the correctness
of user’s data a third party auditor (TPA) is used, to verify the integrity of the data stored in
the cloud.

Symmetric encryption is considered for effective utilization of outsourced cloud data under
the model, it achieve the storage security in multi cloud data storage. The new scheme
further supports secure and efficient dynamic operations on data blocks, including data
insertion, update, delete and replacement. Extensive performance analysis shows that the
proposed scheme is highly efficient and resilient against Byzantine failure, malicious data
modification attack, and even server colliding attacks. The protocol supports public audit
ability and data dynamics. By processing the integrity of data using data reading protocol

and data management algorithm after and before the entering of data into the cloud, user
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can assure that all data in cloud must be in protected condition for its trustworthiness. The
actual size of stored data before and after in cloud is maintained even though the user
himself has done any modification, deletion, and update for his own purpose by using
proposed scheme. These processes are carefully done using proposed scheme. So here user
takes full control and process on the data stored in cloud apart from TPA and give strong
assurance and protection to the data stored in multiple cloud server environments. To avoid
server failure and any unexpected error one server restore point is put in cloud server
database for efficient data back up or restore using multi server data comparison method. It
is major advantage of proposed system. This process is done with the help of CSP for
cloud database process since we have physical data possession in cloud server. The model

is shown in figure 12.
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Fig.12 Proposed Architecture [30]

1)User: First a random parameter is chosen by user to construct the public and the private
keys then he\she will sign the data using the private key to be uploaded to the cloud, and
then he\she will send the signed data to the cloud server and deletes its local copy.

2)CS: CS will compute a hash value from the original data to send it to the TPA, and then
takes this hash value along with the data signed in the cloud for verification using the

public key.
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3) TPA: After the cloud server finishes its role, the TPA will be initiated to verify over the
cloud server work by taking the hash value from the cloud server. TPA will take the data
signed form the cloud and decrypt it with the public key.

From this protection for cloud data, user can be strong belief for his uploaded data for any

future purpose or his any other related process without worry.

Raju et al. [31] introduced a protocol for integrity checking of cloud storage that would
provide integrity protection of user information. This protocol supports public verifiability
and is evidenced to be secure against associate un-trusted server. It’s additionally non-
public against third-party verifiers. The prediciton of information consistency was missing
in the existing systems and with the help of the proposed protocol this problem is
resolved.A concept of Voucher was introduced that arbitarily checked the knowledge
blocks by causing a challenge request and challenge response from the packet. If the
challenge request and challenge response matched, then the block is valid otherwise the
block is affected. The protocol supports insertion, modification and deletion of information

at block level.

Attas and Batrafi [32] proposed an integrity checking model over cloud with help of TPA
using DSA algorithm. User can examine and verify the data from unauthorized people who
manipulate with the cloud or extract data. Upon uploading large files on the remote cloud
servers, the users cannot verify the data in remote servers. TPA does this verifying task in
order to help the users as TPA is reliable and independent. The TPA has access to cloud
provider environment and understands the service level agreements between the user and
the provider. A random parameter is chosen by the user for construction of public and
private keys. The data to be uploaded on cloud is signed by the user using private key. This
signed data is sent to the cloud server and its local copy is deleted. Hash value is computed
from the original data by the cloud server and sent to TPA. Using the public key,
verification of the hashed value with the data signed in the cloud is done by cloud server.
The user is informed by cloud server whether there is any intrusion in data on cloud or not.
The TPA verifies the work done by cloud server by taking hash value from cloud server.

TPA will decrypt the data signed from the cloud using public key. The result of decryption
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will be a hash value which will be compared with the hash value that the cloud server
computed in its part. After verification, the users will be informed by TPA whether the
cloud server was trustworthy or not. Evaluation of the model is done using Windows Azure
project that involves digital signature coding. The results show that the proposed model

worked according to what was claimed.

In [33] Kumar et al. assess that how cloud providers can gain trust of their customers and
provide them with security, privacy and reliability on the data when processing of sensitive
data is done by the third party in remote machines located in various countries. Various
services are made available to the user by using the concept of utility cloud. The advantage
of proposed approach was to incorporate the trusted computing technology into the cloud
computing environment to achieve trusted computing requirements for the cloud
computing and then fulfill the trusted cloud computing. The importance of trust varies from

one organization to another depending upon the data values.

Talib et al. [34] proposed layered architecture based on MAS architecture having two main
layers: (a) cloud resource layer [cloud server side] (b) MAS architecture layer [cloud client
side]. The MAS architecture has two agents namely Cloud service provider agent [CSPA]
and Cloud data integrity backup agent [CDIBA]. This layered architecture collectively was
called “Cloud Zone”. The cloud data travels as a series of messages, queries between the
cloud server and user that are sent using cloud protocols. CDIBA provides backup of cloud
data by defining some set of rules using logical grouping of cloud components. Specific
activities pertaining to certain user or part of CDS is monitored by CSPA. There are certain
requirements of Cloud Zone that are kept in mind:

e Only MS SQL databases are backed up in “Cloud Zone.”
e Component based backup is not supported by “Cloud Zone.”
e Backup and recovery of Windows Oracle 11i is supported.

e There is no usage of Visual SourceSafe (VSS) for backup and recovery.

Nirmala et al. [35] proposed a new scheme to resolve integrity problem by introducing user
authenticator to audit and check the integrity of data. Their research focused on providing
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solutions to all issues of cloud computing and to develop a model that would provide
secure cloud infrastructure which would help to adopt the cloud as and when required.
There are four stages in the proposed scheme:

a) System model: Homomorphic authenticator technique is opted to avoid bringing of
data blocks from blocks and support audit ability as depicted in figure 13.
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Fig.13 System model [35]

b) System startup: the generation of public key and private key is done by invoking
KeyGen( ) and the data file is preprocessed and production of meta data along with
homomorphic authenticators is achieved by running SigGen( ).

c) Integrity verification of static data: To verify the integrity of data, the owner sends

a request to send hash code for any block as shown in figure 14
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Fig.14 Integrity verification of static data [35]
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d) Integrity assurance for vibrant data: The proposed scheme can handle the dynamic
data operations (insert, update, delete) efficiently.
e Data update: in figure 15 update operation performs the changes in the

given data set
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Fig.15 updating vibrant data [35]

e Data insertion: This mechanism changes the logical structure of the file.
New blocks are inserted in file F after some specified positions. Insertion
can be done by data owner or data sharer.

e Data deletion: After deletion of a specified block, all the latter blocks are

moved one block forward.

In [12] Eswaran et al. proposed an approach to secure the data and ensure the integrity of
data in cloud using cryptographic keys. Proof of retrieve (POR) ability is used in order to
verify the integrity of data. The schematic view of POR is as:
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User
Archive

Fig.16 schematic view of POR
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From figure 16, it is clear that the owner of file must encrypt the data in file before storing
it in cloud in order to prevent unauthorized access to the file. The proposed system makes
sure that unauthorized users are not permitted to login. Only authorized client can upload
the file into cloud. While uploading the files into the cloud, key generator of the proposed
system generates an encryption key and sends to the owner. Every file which is uploaded in
the cloud is verified by TPA stating whether it is secured or not. The verification process
can be done in two ways:

1) Direct verification - In direct verification, the file is verified by TPA without any need
for cryptographic key.

2) Download verification - In download verification, cryptographic key is required.
Request of key is sent by TPA to the owner. Key is sent by the owner to the TPA so that
the integrity of the file is checked by TPA. Once verification of file is done, TPA sends a
report to the owner. If TPA modifies the file and again uploads it, this means that cloud has

sent alert the owner. Through this process integrity of file is verified.
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CHAPTER-3

PROPOSED FRAMEWORK AND ALGORITHM

3.1 Proposed framework

This section defines the proposed framework to provide data integrity in multi cloud

system. Proposed framework shown in figure 17 has three main roles [36]:

1) Users - who will store the data by selecting appropriate layer depending on the level of

security needed for the data stored on cloud.
2) Cloud service provider (CSP) - provides the storage of data service with flexible

resources to keep the user data. The CSP manages cloud server (CS) which informs the

user about the intrusion of data on cloud.
3) Third party auditor (TPA) - verifies the cloud server and checks whether there is any

manipulation of user data by the cloud server. It then sends a report to the user stating that

the cloud server (CS) was trusted or not.
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There are many cloud service providers and each of them provides different storage plan
along with different QoS parameters so it becomes a tough task for users to keep moving
their data from one cloud to another based on QoS and cost optimization [37]. In the
proposed model concept of multi cloud is used to provide best cost optimization for
various requirements of user. To give a clear design of the model, use of connectors is
made labeled as a, b and c.
The useage of connectors has been made in order to provide better view of the model. It
can clearly be seen that depending on type of data the user can move from one service
provider to another.
Eg: the user “a” can put his data over hybrid or public cloud depending on the security
needed for the data stored.The same thing can be applied by other two users.
Depending on the type of data to be stored on various clouds, there are three main
platforms in the model namely:

e Platinum- sensitive data will be stored here like data related to transactions of atm,

bank account information along with high level of security on the data. The data

will be stored on private cloud.

e Gold- data related to simple login on any page like facebook, ebooking and email
login is stored. The level of security needed is not that high. Security only on
password is required.

e Silver- data related to only simple browsing of sites, uploading of images,
downloading of files like downloading of music files or images is stored. The level

of security needed is the least.

Based on these levels the user will decide on which platform to store the data.

46



3.2 Proposed algorithm
In this section we have implemented various algorithms like RSA algorithm, Bcrypt

algorithm, and AES algorithms to implement the proposed framework.

[* Variables used for:
User =>u,
Platinum => p,
Gold=>g
Silver =>s
*/
Begin
If u chooses p
Then call module m1
If u chooses g
Then call module m2
If u chooses s
Then call module m3
End
Module m1:
Begin
1. User’s data is encrypted using RSA and sent to CSP.
2. Data is verified by CSP
3. If dataisvalid
success message
4. GoTo Module T
End
Module m2:
Begin
1. Data stored is encrypted using Bcrypt algorithm
2. Data is verified by CSP
3. If data is valid
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success message
4. Gotomodule T
End
Module m3:
Begin
1. Data is encrypted using AES algorithm
2. Verification of data is done by CSP
3. If data is valid
success message
4. GoToModuleT
End
Module T:
Begin
1. Check the data stored in file.
If user’s data == cloud data then
data valid
Else
corrupted data
End

In module m1 RSA algorithm [38] is used to provide integrity of data because for storing

sensitive information on cloud, hashing algorithms are used. RSA is based on the difficulty

of factoring large numbers. There are various advantages of RSA due to which it is

preferred over DSA.

e DSA can only be used for authentication while RSA can be used for both

authentication and to encrypt a message.

e A bad random number generator will leak DSA key bits.

e [Faster at encrypting than DSA.

In module m2 Bcrypt algorithm is used for hashing the passwords. A password hashing

algorithm should preferably be slow in order to prevent brute force attacks; it should have
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features which actually decrease the feasibility of a distributed brute force attack on the

hashes. The following hashing algorithms are not considered for the purpose:

e MD-5

e SHA-1
o SHA-2
o« SHA-3

Bcerypt algorithm is derived from the Blowfish block cipher which uses look up tables that
are initiated in memory to generate the hash.

In module m3 AES algorithm is used to provide security on the data stored. AES is
asymmetric encryption algorithm in which to encrypt the message sender uses public key

of receiver and its private key is used by receiver to decrypt the message.

a) AES is preferred over DES algorithm as it is more secure.

b) AES data encryption is mathematically more efficient and elegant cryptographic
algorithm. Key length option is the main strength of the algorithm. Time required to
crack an encryption algorithm is directly related to the length of the key used to
secure the communication. AES gives an option to choose a 128-bit, 192-bit or
256-bit key, making it exponentially stronger as compared to the 56-bit key of
DES.

c) Block size of DES is small compared to AES

d) A balanced Feistel structure is used by DES while substitution-permutation is used
by AES.
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CHAPTER- 4
PERFORMANCE ANALYSIS

A framework has been proposed in order to improve the integrity of SaaS service model of
cloud using the concept of multi cloud. Encryption algorithms are used to achieve the
results. An algorithm is proposed to implement the cryptographic algorithm for encryption.

The analysis of the different files with varied sizes is done using Netbeans tool.

In order to provide assurance of characteristics in cloud systems like reliability, security,
fault-tolerance, sustainability, and scalability computational services timely, repeatable,
and controllable methodologies are required for evaluation of new cloud applications and
policies before actual development of cloud products [39]. Simulation is a flexible
methodology that is used for analysis of behavior of a present or proposed business
activity, new product, manufacturing line etc. Performing simulations and analyzing the
results, helps to know the functioning of the present system, and what would happen if
changes are made to it — or estimation of behavior of the proposed new system is done. IT
companies have various benefits of using simulation based approaches by allowing:
Q) Testing of their services in repeatable and controllable environment
(i)  Before deploying on real clouds tuning of system bottleneck should be done
(iii)  For developing and testing adaptive application techniques experimentation
with different workload mix and resource performance scenarios on simulated
infrastructures should be done [40].
In order to evaluate the proposed framework simulation is done using a cloud simulation

tool named “CloudSim”.
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4.1A brief introduction to CloudSim simulation tool
A simulation framework that enables modeling, simulation, and experimentation of

emerging Cloud computing infrastructures and management services. Main features
of CloudSim include [41]:

e To model and simulate large scale Cloud computing data centers

e To model energy-aware computational resources and simulate it

o Data center network topologies and message-passing applications are modeled and
simulated

o Simulation elements inserted dynamically, simulation stop and resume feature.

o User-defined policies for allocation of hosts to virtual machines and policies for

allocation of host resources to virtual machines.
Its advantages are:
e Time effectiveness
e Flexibility and applicability
e Test policies in repeatable and controllable environment

e Tune system bottlenecks before deploying on real clouds
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4.2 Results

4.2.1Analysis of RSA and AES algorithm
To estimate the output of the code, matlab tool is used.
e RSA ALGORITHM ANALYSIS

RSA algorithm is tested for integer numbers ranging from a single digit message
length to 16-digit message length. The execution time t is in seconds. The execution
time depends on the values of p and g which are prime numbers.Different values of
p and q are taken and depending on these values graph between message length and
time is plotted as shown in figure 18 and figure 19.

0.12 T T

0.08F

0.061

time(second)

0.04

0.02f

0 | |
0 5 10 15

Information sent{Digits)

Fig.18 Message length vs. Time for p=3 and q=7
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Fig.19 Message length vs. Time for p=23 and q=17

AES ALGORITHM ANALYSIS

AES is used here to provide integrity to data while simple browsing of internet.
Plain text is encrypted to hexa decimal format. The change in graph depends on the
value of plain text. The time taken increases if there is a use of combination of text
and digits. A graph between information sent and time is plotted which can be seen
in the figure 20.
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Fig.20 AES algorithm

4.2.2 Analysis of framework

Cloudsim is installed on netbeans and a GUI is built as shown in figure 21 that is
used to create different datacenters, cloudlets and virtual machines. The snapshots

of the creation of all the above mentioned components is shown below in figure 22,
figure 23 and figure 24.
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Fig.21 GUI
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| Content defvery netwark = '@LE
("Home | DatacnteriSener | Clents | WM
Add Datacenter
Datacenter Name ~ |d5 Processing cost{per sec) 08
Datacenter/Servers
Architecture o Memary cost (Per MB) 07
Clients (Operating system W Storage cost (Per M) 06
Virtual machine Hypervisor g Bandwidth cost(Per MB) 09
MIFS 100000000 RAM 1000000000
Run SimuLation
Bandwidth 1000000000 Storage 1000000000
Processors 250
Add Datacente Delete Datacenter
Datacente Archnemure‘ 03 ‘HypeMsor WPS | RAM | Storage |Bandwidth | Processor storagecosi pecost |Badwidthc.|Memoryco
1 i \umx \xen 10000 [100000 100000 100000 |70 02 04 05 03
2 kS \umx \X 100000 [1000000 1000000 [1000000 |140 04 05 06 03
a3 o \Hnux \xx 1000000 10000000 |10000000 |10000000 210 03 06 07 04
04 \xxxx \wmdows \xxx 10000000 100000000 100000000 |100000000 |280 6 07 08 05
L] \xmx \wmdows \xm 100000000 10000000... 10000000...[10000000... 350 0§ 08 09 07

Fig.22 Creating datacenters
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@] Cantent delivery network

Home | Datacenter/Server | Clients | VM

Add Client

Clienttd 5

Datacenter/Servers

s Add Clent Delte et

Virtual machine

Clientid

Run SimuLation

[N ey ooy e

Fig.23 Creating different clients
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| 4| Content delivery network =
Home | Datacenter/Server ”Chenls VM

Add Client
vm MIPS 10000000 RAM 100000000
Datacenter/Servers i )
Size 100000000 Bandwidth 100000000
Processors 300 VMM oo
Clients

Security level ﬂ Data eclfile5 bt
Virtual machine Add Client Delete Client

Run SimuLation
Wips Ram Bandwidth storage Processor VHIN Data Secunty
1000 10000 10000 10000 50 xen elifilelbd Level 1
10000 100000 100000 100000 100 X elifile2td Level 1
100000 1000000 1000000 1000000 200 X elifiled i Level 1
1000000 10000000 10000000 10000000 250 s elifiled.bd Level 1
10000000 100000000 100000000 100000000 300 oK elifile5d Level 1

Fig.24 Virtual machines created

On clicking on Run Similation button, simulation is started. The datacenters are created
and resources/ virtual machines are allocated to the datacenters. Figure 25 and figure 26

depicts the simulation.
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() doudsimd - Netfeans DE 7.2 o[ s
File Edt View Navigate Source Refactor Run Debug Profile Team Tools Window Help Q sewch Chi+)
PEER 90 e LJTHDE G
F * Qutput - cloudsim (run) ] @
% W Starting CloudSin version 3.0 2
b Broker 0 is starting... ol
| dl is starting...
3 | d2 is starting...
; % d3 is starting...
% d4 is starting... L
g |8 is starting... =
c| [Entities started.
% 0.0: Broker 0: Cloud Resource List received with 5 resource (s)
% 0.0: Broker 0: Trying to Create W #1 in dl

0.0: Broker 0: Trying to Create W #2 in dl

0.0: Broker 0: Trying to Create WM #3 in dl

0.0: Broker 0: Trying to Create W #4 indl

0.0: Broker 0: Trying to Create WM #5 in dl

[VnScheduler . mCreate] Allocation of VM 42 to Host #0 failed by storage

[VmScheduler . mCreate] Allocation of WM 43 to Host #0 failed by storage

[VnSchednler . mCreate] Allocation of VM #4 to Host #0 failed by storage

[VnScheduler mCreate] Allocation of VM 45 to Host #0 failed by storage

0.1: Broker 0: VM #1 has been created in Datacenter 43, Host #0

0.1: Broker 0: Creation of W #2 failed in Datacenter #3

0.1; Broker 0: Creation of VM #3 failed in Datacenter #3

0.1: Broker 0: Creation of VM #4 failed in Datacenter #3

0.1: Broker 0: Creation of W #5 failed in Datacenter #3

0.1: Broker 0: Trying to Create W #2 in d2

0.1: Broker 0: Trying to Create W #3 in d2

0.1: Broker 0: Trying to Create W #4 in d2

0.1: Broker 0: Trying to Create W #5 in d2

[VmScheduler . mCreate] Allocation of VM 43 to Host #0 failed by storage

[VScheduler mCreate] Allocation of VM #4 to Host #0 failed bv storace R

( M }

I [hah

Fig.25 Simulation started
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() cloudsim1 - etBeans IDE 7.2 o ) S
File Edit View Navigate Source Refactor Run Debug Profile Team Tools Window Help Q Search (CH4)

EEI E % : :<defau|tc0nﬁg> v Bﬁ Eﬁ D v Q@ 0

* Qutput - cloudsim {run) o] @

Lh

ED CloudInformationService: Notify all CloudSim entities for shutting down.
| |Broker 0 is shutting dowm... .
dl is shutting down...
% d2 is shutting down...
d3 is shutting down...

off]] Services [Tl Files

dd is shutting dewn...

d5 is shutting down...
Simulation completed.

Simulation completed.

&7l ouepue | 0

QUTPUT
Cloudlet ID  STATOS  Data center I VM ID Time  Start Time  Finish Time
1 SUCCESS 5 3 0.4 0.5 0.9
1 SUCCESS 4 2 4 0.5 1.5
1 SUCCESS 3 1 4 0.5 0.5
1 SUCCESS 3 1 40 0.5 0.5

CloudSinExample finished!

Done Siqning

Dene Siguing

Plain Text: dfvrewfquirefqure
dfvrewfqnirefqmre
dfvrewfqwrefgvire
dfvrewfqnirefgmie
dfvrewfqmirefqmire
dfvrewfqwrefgvire
dfvrewfqnirefgmie
dfvrewfqmrefquredfvrenfqmirefqmre
dfvrewfqmrefaquire

Tl

divrewfovwrefavure -
] I b

Q1w

Fig.26 Simulation completed

The data in all three files is encrypted using RSA algorithm by selecting security level 1.
Integrity of the files is checked by using hashing algorithm, where firstly the files are
signed and then they are verified by using the secret keys. Since the files are not modified
data is decrypted and the execution time for both encryption and decryption process is

calculated as shown in figure 27.
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() coudsim - Netfeans IDE 712 o
File Edit View Navigate Source Refactor Run Debug Profile Team Tools Window Help Qv Searh (Chl+])

iﬁﬂ % : :<defau|tcnnﬁg> v t[f tﬁ D 'QD'

: Qutput - loudsimi {run) o] @

u> Encrypted String in Bytes: 64-10-11973-7927-496143-15-116-10857-1545-109-110-33-10821-51-43196259-117-37-89-75-82-45-89-3370115-22-12471-19-125-35-438892-3946- »

u> Encrypted String in Bytes: 297-52-12437-119-110-7872-68-268-81126646-8-12-12-120-11636-53117-126124-15-808-2-43471-100-15-51119-78-3738-4110074-4279- 116502531 [
signature verification passed, File is not Modified

" Encryption time for file.e:\\filel.txt6§787 nilliseconds

%

Ch

[ Files

siqnature verification passed, File is not Modified
Encryption time for file.e:\\filed,txt17325 nilliseconds
signature verification passed, File is not Modified M=
Encryption time for file.e:\\filed.txtd0441 nilliseconds

Decrypted String in Bytes: 684485-1949-3108-62-86-7350-84586223-98-3226-1074114191531-101-14-76-38-58-103-118-32-2557-26377-84-7118107-60-2022- 6597750 35- 9376
Decrypted String: D, UC101*0,0: SO0k 0978 vk a2 003 D e q 8 CROCG =004 0 [ CROTT ] (0-OeCe T, 05000 ThL NUZ ORCktn: 237891 8w T T TR
[tX5g"DOV0Le ™" 06

Decryption time for file.e:\\filel.txt720 nilliseconds

Decrypted String in Bytes: 20-26-41-234124-45-64-106-3412547-4512610138-11350-739649-43-65-5851-115123-9-0735107-73-5399-549110489-11103124-14-116-121118-1279%
Decrypted String in Bytes: 52-7796-45121-24106-39-87-101347811-585210528-78-78-670-79-43-117110105126-2-8353104-35-6435-38-68- 35-111-3832-117-31-70-108-275475¢
Decrypted String: (00)00T]}/Cedl; 0" Lwd30{ T#KCo (kY0 | Ovd\RED) Fla00e2 D At #bT0¢ B, J08pTe0p0PSyZ6ph 0\ DK CDv | IOt RCD ry"e" DCCA TP
Decrypted String: 42" CyZj{0"NO410FDSni~5hOT4a.T DCRACT i T n Tz POLT0§=Y060000 ;8 Ce k15 -0k 240w 000 (T0 D0 B\
Decryption time for file.e:\\filed,txt1064 milliseconds

Decryption time for file.e:\\filed txt1081 milliseconds

Encrypted String in Bytes: 11242-7832-636741-57287-95-54-121108-107-178-6470-124112106-8-107-115676330-2278-2321-128-10101-104-639-331 241743731 763102-95402584-
signature verification passed, File is not Modified

Encryption time for file.e:\\filel,txt2206 milliseconds

Decrypted String in Bytes: 90-100-23-54122-103-662-1151131383-127-110-109-29-124-104-23-4443-68-20108664-1150-23-44-96-11-635-71-5231-102-541251091 14-12441923-

] Services

Ch

&l ourpue

VA0 0T e, C2{ 0TI Ry

OB GH T4 Mo C= 0 e T TR o603 DB g e BT CSs 6Tl w2 DeT08b0s Ce DA 0" D0
(CAT* DT, BB e 04 0-00 e T; | D0dU#8Cr 0368 T

Decryption time for file.e:\\file2 txt385 milliseconds

Fig.27 The encryption and decryption time of file 1, file 2, file 3 and file 4.
Now the same process is followed on the files but security level 2 is applied where the

algorithm used is Bcrypt. The results generated after simulation are depicted in figure 28,

figure 29 and figure 30.
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@ Content delivery netwark =
[ Home | DatacenteiSever | Clents | VI
Add Datacenter
Datacenter Name |08 Processing cost(per sec) Ik}
Datacenter/Servers
Architecture oo Memary cost (Per MB) 04
Clients Operating Sytem o Storage cost (Per MB) 05
Virtual machine Hypervisor o Bandwidth cost(Per MB) 09
MIPS 100000000 RAM 1000000000
Run SimuLation
Bandwidth 1000000000 Storage 1000000000
Processors 350
Add Datacenter Delete Datacenter
DatacentemArcmtecture‘ Os | Hypenisor|  MIPS RAM Storage | Bandwidth | Processor |storagecost  pecost |Badwidth c..|Memary co.
il X \unix en 10000 (100000  [100000  |100000 (70 02 04 05 03
a2 b4 \unix X 100000 1000000 |1000000° |1000000 |140 03 05 06 04
a3 g Mmux i 1000000 10000000 |10000000 |10000000 |20 04 0.6 07 05
il o indows [ 10000000 [100000000 100000000 | 100000000 (280 06 07 04 0.5
5 \xm \wmdows 000 100000000 [10000000... {10000000... |10000000... | 350 05 08 09 06

Fig.28 Creating datacenters for bcrypt method
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@] Cantent delivery network

Home | Datacenter/Server | Clients | VM

Add Client
Cientld 5

Datacenter/Servers

Virtual machine

Clientid
1
N 2

Run SimuLation 7
4
5

Fig.29 Clients are created
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old RS

@] Content delivery network
Home | DatacenteriServer | Clients | VM
Add Client
vm MPS 10000000 RAM 100000000
Datacenter/Servers ) _
Size 100000000 Bandwidth 100000000
Processors 300 VMM iong
Clients
Security level Data e:file5 b
Virtual machine Add Client Delete Client
Run SimuL ation
Hips Ram Bandwidth storage Processor ‘ VM Data Security
1000 10000 10000 10000 50 en efled ot Level 2
10000 100000 100000 100000 100 I efle2 0t Level 2
100000 1000000 1000000 1000000 200 I e\fle3 ot Level 2
1000000 10000000 10000000 10000000 1250 s elled ot Level 2
10000000 100000000 100000000 100000000 300 oo e:\fle50t Level 2

Fig.30 Virtual machine created for bcrypt method
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(0 couds - NetBeans D£ 712 =
Qr seare (Cth4])

File Edit View Navigate Source Refactor Run Debug Profile Team Tools Window Help

ﬁ :<defau|tconﬁg> = [E iﬁ D - @ .

= * Qutput - cloudsimd {run) B J@
i P -
I | Tnitialising... A
2| Starting CloudSinm version 3.0
% w Broker 0 is starting...
é dl s starting... E

d? is starting... I
E d3 is starting... I&
o] |dd is starting. ..
g db s starting. .. m
B Entities started.

0.0: Broker 0: Cloud Resource List received with 5 resource(s)

0.0: Broker 0: Trying to Create W #1 in dl

0.0: Broker 0: Trying to Create W #2 in dl

0.0 Broker 0: Trying to Create W #3 in dl

0.0: Broker 0: Trying to Create WM #4 in dl

0.0: Broker 0: Trying to Create WM 45 in dl

[VuScheduler vuCreate] Allocation of WM #2 to Host #0 failed by storage
[VScheduler wuCreate] Rllocation of WM #3 to Host #0 failed by storage
[VuScheduler vuCreate] Allocation of W #4 to Host #0 failed by storage
[Scheduler vuCreate] Allocation of WM 45 to Host #0 failed by storage
0.1: Broker 0: W 41 has been created in Datacenter 43, Host 40

0.1: Broker 0: Creation of WM #2 failed in Datacenter #3

0.1: Broker 0: Creation of W #3 failed in Datacenter 43

0.1: Broker 0: Creation of W # failed in Datacenter 43

0.1: Broker 0: Creation of W 45 failed in Datacenter 43

0.1: Broker 0: Trying to Create WM #2 in d

0.1; Broker 0: Trying to Create W #3 in d

0.1: Broker 0: Trying to Create WM #4 in d2

0.1: Broker 0: Trying to Create VM 45 in d2
[tmdnhadnlar miraatal §11nnation nf Y 43 tn Hnot #0 failad bu otnrama

v

|t [ms

Fig.31 Simulation started
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] cloudsim1 - NetBeans IDE 7.1.2

=)
File Edit View Navigate Source Refactor Run Debug Profile Team Tools Window Help [Q- sesrch (cvies
Y P W ) @ [<defoult confio> - ® P E-®-
& [ Qutput - eloudsimi (run) EERE]
& b | simulation completed. =
(T b [< =
8 | | =—————— OUTPUT =
;5 # Cloudlet ID sTATUS Pata center ID VM D Time Start Time Finish Time
= 1 succEss B 3 0.4 0.5 0.9
v 1 SUCcESS 4 2 a 0.5 4.5 b
= 1 SUCCESS 3 1 a0 0.5 a0.5 [
3 1 SUCCESS 3 1 a0 0.5 40.5
§' cloudsimExample finished!
s §2a§108v. igHIIE/! Y 'y
encryption time of file..e:\\file2.txt1218 milliseconds
2a§10§xt5501MVNLVIAprmPREnP . c05%81 OGSEIWI: D5k,
enoryption time of file..e:\\filed.txtl225 milliseconds
2a81 . ckqd 91/ ISSEQuELya . Jrm
encryption time of file..e:\\file3.txt1225 milliseconds
$2a510§PsEyH=3C0d00XPS /rsfCn . nmr £51CGMhIFHAS2gptTHuaT2 TaabKI 6
encryption time of file..e:\\filel.txtl306 milliseconds
true
done
decryption time of file..e:\\filed.txtdd5 milliseconds
true
done-——
decryption time of file..e:\\file2.txtd54 milliseconds
true L
done-- b
decryption time of file..e:\\filel.txtd47 milliseconds
true
done--
decryption time of file..e:\\file3.txt510 milliseconds =
5011 |ms

[ &l output ]| th

Fig.32

$2a§108v. 16zMPeabigHT i /BiMkum/DMEHEyv 500y LCFoyHEBhq e PUva
encryption tine of file..e:\\file. txt1218 nilliseconds
$225108xt5S0LVHiV 3 Aprmpéu?. cOSBRINTh EupOSE 3G monSaSke
encryption time of file..e:\\filed txt1225 nilliseconds
$2a$10§MnTHRRrsb2C 9D DgGvru960¥CE LeD , ckqd91/T8SEQuElya. Jmm
encryption time of file..e:\\filed txt1225 milliseconds
$2a§10$FsEyHz300d092PS/ rafGn, nnr£51 MhI fHa92qpt TualzTsebK16
encryption tine of file..e:\\filel txt1306 nilliseconds

troe

done--

decryption tine of file..e:\\file. txtdd5 milliseconds

troe

done--

decryption tine of file..e:\\file. txtd54 milliseconds

troe

done--

decryption tine of file..e:\\filel. txtdd] milliseconds

troe

done--

decryption time of file..e:\\file3. txt510 millizeconds

Simulation completed

i

Fig.33 Encryption and decryption of all three files along with time taken to perform both

these actions
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Now the data in files is encrypted and decrypted using AES cryptographic algortihm, the

result of which are shown in figure 34, figure 35, figure 36, figure 37 and figure 38.

| 4] Content delivery netwark =
DatacenteriServer | Clients | Vi
Add Datacenter
Datacenter Name |5 Pracessing cost(per sec) 0.8
Datacenter/Servers
Architecture 000K Memory cost (Per MB) 0.6
Clients Operating system W Storage cost {Per MB) 0.3
Virtual machine Hypervisor o Bandwidth cost(Per MB) 09
MIPS 100000000 RAM 1000000000
Run SimuLation
Banduwidth 1000000000 Storage 1000000000
Processars 30
Add Datacenter Delete Datacenter
Datacente Archnecture‘ 05 ‘Hypemsor MIPS RAN Storage | Bandwidth | Processor|storage cost  pecost |Badwidth c.|Memory co..
di i lunix xen 10000 100000 [100000 100000 |70 02 04 03 0.3
2 kS unix i 100000 1000000 [1000000 1000000 |140 03 05 05 04
43 ot Jinux ] 1000000 10000000 (10000000 (10000000 (240 04 05 07 03
4 oo Jinux gt 10000000 |100000000 (100000000 100000000 280 03 07 08 05
5 [ windows oo 100000000 |10000000... |10000000..[10000000... 350 05 03 09 06

Fig.34 Datacenters created for AES method
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o )

|| Content delivery netwark

Home ["clients |'vm

Add Client

Client Id 5

Add Client Delete Client

Clientid

Fig.35 Creating cloudlets

| 2| Content delivery network =
Home | clients ["vm
Add Client
vm MIPS 10000000 RAM 100000000
" P —— P ———
Size [ | \ |
Processors 300 VMM pogox
Secary lve oot ErT——
Add Client Delete Client
Mips Ram storage Processor VMM Data Security
50 xen e \ilel Level
o o 0 0 100 % e\ile2 Level
00 00 00 00 1200 L e \file3 Level
000 000 000 000 1250 ot e:\iled. Level
10000000 100000000 300 oo e"Wile5 bt Level 3

Fig.36 Creating virtual machines for AES method
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() coudsin. - Netheans DE 7.2 =
Qr Search [Ctl4])

File Edit View Navigate Source Refactor Run Debug Profile Team Tools Window Help

ARG 90 e JYH DGO

g * Qutput - cloudsimd {run) ] J@

f U> Starting CloudSin version 3.0 \:.

|E| u> Broker 0 is starting... .

@ | dl is starting...

: % 2 1s starting...

é d3 is starting... i
dd 1s starting... I

E df is starting... :‘

g Entities started.

% 0.0: Broker 0: Cloud Resource List received with 5 resource(s)

: .

@ 0.0: Broker 0: Trying to Create W #1 in dl

0.0: Broker 0: Trying to Create VM #2 in dl

0.0: Broker 0: Trying to Create W #3 in dl

0.0: Broker 0: Trying to Create VM #4 in dl

0.0: Broker 0: Trying to Create W #5 in dl

[VuScheduler wnCreate] Allocation of WM #2 to Host #0 failed by storage
[VnScheduler vuCreate] Allocation of W #3 to Host #0 failed by storage
[VuScheduler wuCreate] Allocation of W #4 to Host #0 failed by storage
[VScheduler wmCreate] Allocation of WM #5 to Host #0 failed by storage
0.1: Broker 0: W #1 has been created in Datacenter 43, Host #0

0.1: Broker 0: Creation of VM #2 failed in Datacenter 43

0.1: Broker 0: Creation of WM #3 failed in Datacenter #3

0.1: Broker 0: Creation of WM #4 failed in Datacenter 43

0.1: Broker 0: Creation of WM #5 failed in Datacenter #3

0.1: Broker 0: Trying to Create W #2 in d

0.1: Broker 0: Trying to Create VM #3 in d

0.1: Broker 0: Trying to Create W #4 in d

0.1: Broker 0: Trying to Create VM #5 in d

[VnScheduler wmCreate] Rllocation of WM #3 to Host #0 failed by storage
[VuScheduler uCreate] Allocation of W #4 to Host #0 failed by storage "

o

[Vim€rhadnlar mmf*raatal A1lnnatien af 1M 2R tn Hnet #0 failad bw etnrasa

|t s

Fig.37 Simulation started
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O cloudsim] - NetBeans [0 7.1.2

o @

File Edit View Navigate Source Refactor Run Debug Profile Team Tools Window Help

dﬁ HE <ty Etr Eﬁf} D @

O Sewch(Ct)

Ch

: Output- cloudsimt {run)

2a)d

D> Simulation completed.

b

[ Files

| OUTEUT
% Clondlet ID  STATOS  Data center D WM ID Time  Start Time
1 SUCCESS § 0.4 0.5
1 SUCCESS 1 4 0.5
1 SUCCESS 3 10 0.5
1 SUCCESS 3 10 0.5
CloudSinFxample finished!

of[f] sServices

Ch

]
2
1
1

&l ourpur

[ PRu2LeysaQqL IvBtMBATICENTLKE6RINS HqgSdxazhzqLndAi KOuhVHE ke 2x jviDNIpROUHGUY
JORxhwB3tVgKe WV BTm51 9eTUTv01B8qThVTKx:+Hgbu/ THEqHpoecsDSHi/9LbHYRL FVTe+cTO
Ih80TCABg EMvezwi VI TVEphOTbhyedrFOs /uSgSeLdz VEAhEBaTdVRBiiposRAiizgz1 th
WE/PYgi SoSplsiTRpCail /yDznDskIBLIRupFRILEqBI3FLORO0uckCIE Sh o T08h LusRelauB
YNLIFFCS2BUB Lol wr BhuDirtRALLHRZVTe+cTO3hAITCARg Stveyj v VKA TVEphOTbhycdrFo
8/uSqIeLudzYEdh{EBaTdIRRBiosRAKNMIUILbx(GH{XCryFcla 1F0t seSRVIOh TS TeHwll
T0yBAy+qPECILHTURMHhuHTz1 062+ 5D LirvAnNgTT T8 9d Y xu0ASeRey2 20BhA TubniX w18k
BPzyrtt¥srCipTh/ LTPACy(nz023GekVFkvqoBnclisde by T1 97oVR2cTHsY TdgzSallmn+
QT DB TPnPKEF oz Fol L YpEPami A Eb OB by PATaNc) TVl ¢S 2 0ciVSHmE
2b4ECTwgPTHzL6oB TnVINSFRaYdCDAZKIL IIONPR2 T/ Tauk Tt ru zketh/NTVYCqlVbe2Z5udf
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Fig.38 Simulation finished
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Fig.39 Encryption and decryption of files along with time of execuion of both methods
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Now by using the proposed framework multi level security is provided on different files

based on the type of information that has to be stored.

| Content deiery network =
Home | Datacenter/Server | Clients | VM
Add Client
m MIPS 10000000 RAM 100000000
Datacenter/Servers ) i
Size 100000000 Bandwidth 100000000
Processors Bl VMM e
Clients
Securiy evel Data g5
Virtual maching i Cliet Delete Cliet
Run SimuLation
Nips Ram Bandwidth storage Processor ‘ Vil Dafa Securly
1000 10000 10000 10000 b \xen e ot Leel 3
10000 100000 100000 100000 100 \x e o Leel 2
100000 1000000 1000000 1000000 200 \xx a3 ot Level 1
1000000 10000000 10000000 10000000 1250 \w e filed o Level 2
10000000 100000000 100000000 100000000 300 \mx e Leel 3

Fig.40 Virtual machines created with different level of security
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Fig.41 Simulation started
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Fig.42 Simulation completed
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Fig.43 Encryption and decryption of files with different level of security applied

-

Encrypted String in Bytes: 7-23-1191-9-41102-57-77-36-43-11849-5323-29108-105-50529279108-12580- 12675.3910580115-3442-25-104-106-120- 34-188734109-93-11139104- Tt

Decrypted String in Bytes: 8346-21804145-0377262049-41105-T1-19-18-T261-46-11030-55193-5-52371 109810951 -64-5414-7783-116-10302-1211 1433271153430 1 1111164

An evaluation of old scheme and proposed one is done by calculating the encryption time

for different files. The analysis is shown in figure 44, 45, 46, 47.
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Table 5,6,7 and 8 display the execution time of different files using both schemes when the

number of client requests have been increased

Table 5 Performance analysis of old scheme v/s proposed framework

REQUESTS PREVIOUS SCHEME PROPOSED SCHEME
(TIME in ms) (TIME in ms)
1 3074 3074
2 3074 2917
3 3075 796
4 3009 1108
5 2995 1108
6 2905 796
7 3079 921
8 3420 827
3500

previous scheme
proposed scheme

3000

2500

2000

time consumed (ms)

1500

1000

1 1
2 3 4 5 6 7 g
no. of requests

500
"

Fig.44 The encryption time of previous and proposed scheme when number of requests are
8
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Table 6 Performance analysis of previous scheme v/s proposed scheme when number of

requests increased to 16

REQUESTS PREVIOUS SCHEME PROPOSED SCHEME
(TIME in ms) (TIME in ms)

1 3248 3006
2 3291 3110
3 3106 900

4 3341 1249
5 3570 1289
6 3320 1160
7 3334 1276
8 3456 900

9 3418 1000
10 3534 958

11 4018 2987
12 3987 3540
13 3765 3491
14 4211 4010
15 4300 2667
16 4696 3800
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proposed scheme

4500

4000

3500

3000

2500

time consumed (ms)

2000

1500

1000

EUU | | | | | 1 |

no. of requests

Fig.45 Encryption time of previous and proposed scheme when number of requests are 16

Table 7 Performance analysis of previous scheme v/s proposed scheme when number of

requests increased to 32

REQUESTS PREVIOUS SCHEME PROPOSED SCHEME
(TIME in ms) (TIME in ms)
1 3896 3694
2 3424 3341
3 3308 3208
4 3410 3400
5 3540 3459
6 3691 3576
7 3330 3200
8 3120 3110

/8




9 3600 3567
10 3498 1000
11 3900 3741
12 4009 4003
13 3774 3669
14 4219 4198
15 4166 4047
16 4333 4216
17 3681 3538
18 3908 3497
19 3724 3623
20 3805 3551
21 3500 3348
22 4460 4234
23 4000 3811
24 4790 4626
25 4546 4377
26 3980 3694
27 2196 987

28 2897 1248
29 3071 2381
30 4298 3106
31 4571 3963
32 5168 4685
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Fig.46 Encryption time of previous and proposed scheme when number of requests are 32

The average time taken in all three case is noted and performance is evaluated as shown in

table 9 and figure

Table 8 Average time taken by both schemes when requests increased from 8 to 32

REQUESTS

PREVIOUS SCHEME
AVG TIME (ms)

PROPOSED SCHEME
AVG TIME (ms)

8 3105.91 1086.3
16 3870.19 2519.88
32 3899.72 3149.19
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Fig.47 Average time consumed

30

35

If the file is modified then the data in file will get encrypted using RSA algorithm but it

will not get decrypted as shown in figure 48 below

Q) cloudsiml - NetBeans IDE 7.1.2

= 2]
File Edit View Mavigate Source Refactor Run Debug Profile Team Tools Window Help Q.- Search (Cul+])
1 % wimporie: = B D B -
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FE ¥
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R | atvrewtqrretgvire
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Encrypted String in Bytes: 7342-42-78-11754-2068-782-9-67-1037763-886192-73-10696126-64-4451-84362-78-91-13111110-63-5020122823621-128-9726-5432-55-12211477-8¢
Decryption time of file...e:\\filel.txt31841 milliseconds
signature verification failed, File is Modified

Encryption time for file.e:\\file3.txt11230 milliseconds

Fig.48 Output when file is modified
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The encryption and decryption time in such case is shown in table 9 below

Table 9 Encryption and decryption time when file is modified

FILE SIZE (MB)

ENCRYPTION (ms)

DECRYPTION (ms)

1 (AES) 1037 31841

2.90 (Bcrypt) 698 17868
3.98 (RSA) 11230 -

4.65 (Bcrypt) 695 17819
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CHAPTER-5
CONCLUSION

Cloud computing is an emerging technology that is considered as a boon for the IT sector.
It follows mulitenancy where several users can share the resources at a given time over the
internet. Along with the benefits of cloud computing ,comes its drawbacks which cause
hinderance in full acceptance of this technology.

Security is major issue in cloud computing.The data of consumers is not safe as data of
different users is collected and stored at Cloud servers. To maintain the integrity of data a
framework is proposed in which data is stored to different cloud based on the type of
information. Validation is done on only the sensitive information.Since the file is not
modified the data is decrypted and hence the integrity of file is maintained.Performance
analysis of the framework is done by calculating the encryption time of different files and
increasing the number of requests.It is noted that the time taken for encryption of files is
less if the proposed scheme is used, compared to the time taken for encryption of file if old
scheme is used where at a time only single level of security is provided to files irrespective
of the data stored in them.

In future, validation will be performed on AES and Bcrypt algorithm as well.
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