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ABSTRACT 

 

 

Wireless Sensor Network (WSN) is a collection of sensor nodes, which are responsible for the 

data accumulation, from the wireless connected network. In WSN the information is gathered 

from the implemented network application. As data transmission happens in wireless 

environment this leads to the problem of data insecurity. Thus security issue becomes one one 

of the important problem. Data that is transmitted from one node to another node while moving 

in same WSN or multiple WSN is protected by applying different cryptographic techniques. 

VCA is one the techniques that is employed to resolve the issue of security in wireless medium.  
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Chapter 1 

INTRODUCTION 

 

1.1 INTRODUCTION 

 

Wireless network consist of sensor nodes that ae responsible data storage of various 

observation collected from the equipped environment. It can be applied in so many numbers 

of daily life application that requires data to be gathered and analyzed like monitoring of 

test and experiments of certain application. Sensor nodes have unique properties like its 

sensors and radio transceiver that are responsible for data collection from surrounding and 

pass it to the base station for the further analysis. Sensor node collects the data by 

continuous movement across the wireless sensor network. Transmission of data across the 

nodes is somehow insecure and can easily be altered, so the different security measures are 

implemented like Key management.  

 

  Virtual Certificate Authority (VCA) is one of the technique that can eradicate 

the issue of security of wireless sensor network. It is issued by virtual certificate which 

verifies the authenticity of sensor nodes. However, there are many limitations that hinder 

the implementation like restricted power supplies, short bandwidth, small memory sizes 

and energy consumption. So each node is designed to synthesize the inter connected web.  
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1.1 PROBLEM STATEMENT 

 

Security is one of the important issue for the data that are transmitted from nodes to 

nodes. Because of ad-hoc nature of sensor nodes, it becomes a challenge in itself to provide 

security against eaves drop, data theft, data manipulation and alteration into test results from 

adversary. As sensor nodes interact with different network from time to time, it put data at risk 

of information tampering. 

 

 That is why wireless sensor network needs a unique security implementation to protect 

the information from the attacker. A security method that provide initial trust between nodes, 

which interact with different nodes at different time and location (i.e.  Environment where they 

are implemented) in wireless medium. 
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1.2 OBJECTIVES 

 

PKI architecture implements security measure that provide different devices from 

several manufacturers to involve in secure data transmission in wireless medium. AVCA 

(“Authentication using Virtual Certificate Authorities”) is a PKI architecture that are designed 

to provide a technique to resolve the issue of security in non-tamper proof devices. As the 

devices are resource constrained like of initial trust, scalability, interoperability and do not have 

enough of memory sizes, AVCA resolves these issues and enhances the protocol. 

 

1.3 METHODOLOGY 

 

The provision of providing initial trust between nodes is done by Virtual certificate 

Authority (VCA). There are certificates that are responsible for managing validity of nodes that 

are issued by VCA. These certificates are created and employed onto the devices before the 

implementation into wireless networks. Signer’s certificates and devices certificates are 

deployed into their respective nodes that reduces the overhead charge. 
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1.4 ORGANIZATION 

 

CHAPTER-1 

 

INTRODUCTION: Introduction regarding the wireless sensor network (WSN) and 

various security threats to data transmission. WSN nodes are not safe and works over 

an unsecure wireless medium so VCA (“Virtual certificate Authority”) is applied. 

 

CHAPTER-2 

 

LITERATURE SURVEY: Various project related papers we used to complete the 

project. In this project, reference from some of the different research papers are 

included  

• “Authentication using Virtual Certificate Authorities (2010)” 

• “LoENA : Low-overhead encryption based node authentication in WSN 

(2015)” 

• “Authentication Solutions for Wireless Sensor Network Based On Virtual 

Certificate Authority (2013” 

• “Efficient Sensor Node Authentication in Wireless Integrated Sensor Networks 

Using Virtual Certificate Authority (2014)” 

 

CHAPTER-3  

 

SYSTEM DEVELOPMENT: “Authentication using Virtual Certificate Authorities” 

(AVCA), Different types of AVCA, working of Certificate validation and 

authorization, many aspects related to security like Key management, Node 

Reallocation, Public Key Infrastructure, X.509 Authentication Service, then 

implementation in medical department gives the idea of wireless medical sensor 

network. 

 

 

 

 

 

https://www.researchgate.net/publication/282292096_LoENA_Low-overhead_encryption_based_node_authentication_in_WSN?enrichId=rgreq-91540425010f581cd9ca0d839186de5a-XXX&enrichSource=Y292ZXJQYWdlOzI4MjI5MjA5NjtBUzozMTg5MTczODQzMTA3ODRAMTQ1MzA0NzIzNzcwNg%3D%3D&el=1_x_3&_esc=publicationCoverPdf
https://www.researchgate.net/publication/282292096_LoENA_Low-overhead_encryption_based_node_authentication_in_WSN?enrichId=rgreq-91540425010f581cd9ca0d839186de5a-XXX&enrichSource=Y292ZXJQYWdlOzI4MjI5MjA5NjtBUzozMTg5MTczODQzMTA3ODRAMTQ1MzA0NzIzNzcwNg%3D%3D&el=1_x_3&_esc=publicationCoverPdf
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CHAPTER-4 

 

RANDOM WAYPOINT MOBILITY MODEL: Study of movement of nodes under 

different circumstances in wireless sensor network. 

ALGORITHMS: A program code to study the random mobility waypoint of sensor 

nodes. 

 

CHAPTER-5 

 

RESULT AND PERFORMANCE ANALYSIS: Analysis of traveling design of a 

mobility node using the Random Waypoint Mobility Model and obtain the result at 

various position and direction at different stance of time. 

 

CHAPTER-6: 

 

CONCLUSION:  Lastly conclusion regarding the implementation of VCA to resolve 

the issue of security and for efficient authentication we integrate mobile network to 

wireless sensor network.  
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                                  Chapter 2 

                          LITERATURE SURVEY 
 

1) “Authentication using Virtual Certificate Authorities, 2010 Ninth IEEE 

International 2010” 

 

This paper depicts the concept of AVCA, a virtual certificate authority resolves the 

problem of initial trust between the nodes validating and signing of certificates. Private 

key distribution mechanism of AVCA improvise the interoperability of sensor node in 

the wireless sensor network. It also simplify design aim of WSN.  Along with, ZigBee 

protocol stack, AVCA can be easily integrated with other WSN protocols. Potentially it 

can provide solution to many other security concern of WSN. 

 

 

2) “Authentication Solutions for Wireless Sensor Network Based On Virtual 

Certificate Authority 2013” 

 

This paper deals with sensor node and their confidentiality of data when they move 

from networks to networks. The end node gathers all data securely and refers it to the 

base station (BS). Virtual certificate provide a management technique that reduces the 

power consumption and cost of communication. It likewise upgrades plan objectives 

including effortlessness, versatility, interoperability and control for singular 

manufactures. This plan holds the full favorable position of Public key cryptography, 

exceedingly secure nodes in the network. 
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3) “LoENA : Low-overhead encryption based node authentication in WSN, 2015” 

 

This paper discussed about LoENA, low overhead energy efficient node authentication 

scheme which uses encryption technique. The algorithm implement lightweight 

operations (Ex-OR, bitwise shuffle) to make it low overhead. The strength of the 

scheme is calculated on the basis of solving the probability and its dealing with time. 

The strength encourages us in settling the tradeoff between correspondence overhead 

and power along these lines setting the plan rule by deciding the size of the key insight 

to be implanted into the transmitted message. In this method message authentication 

and node authentication can be integrated in future to resolve the security issues of 

WSNs. Lastly whole scheme can be reevaluated in real time stimulator to compare the 

analysis given by performance system. 

 

4) “Efficient Sensor Node Authentication in Wireless Integrated Sensor Networks 

Using Virtual Certificate Authority, 2014” 

 

This paper deals with integration of wireless sensor network with mobile 

network. By implementing this scheme, the performance of the wireless network 

is enhanced in the terms of scalability, interoperability and control. The 

certificate verification and validation through VCA confirms the authentication 

process of the network. there were several limitations because of the significant 

gap between two networks. Authentication process involves the signing of 

certificates which resolves the issue of initial trust between nodes.   

  

 

 

 

 

 

 

 

 

 

https://www.researchgate.net/publication/282292096_LoENA_Low-overhead_encryption_based_node_authentication_in_WSN?enrichId=rgreq-91540425010f581cd9ca0d839186de5a-XXX&enrichSource=Y292ZXJQYWdlOzI4MjI5MjA5NjtBUzozMTg5MTczODQzMTA3ODRAMTQ1MzA0NzIzNzcwNg%3D%3D&el=1_x_3&_esc=publicationCoverPdf
https://www.researchgate.net/publication/282292096_LoENA_Low-overhead_encryption_based_node_authentication_in_WSN?enrichId=rgreq-91540425010f581cd9ca0d839186de5a-XXX&enrichSource=Y292ZXJQYWdlOzI4MjI5MjA5NjtBUzozMTg5MTczODQzMTA3ODRAMTQ1MzA0NzIzNzcwNg%3D%3D&el=1_x_3&_esc=publicationCoverPdf
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Chapter 3 

SYSTEM DEVELOPMENT 

 

“Authentication using Virtual Certificate Authorities” (AVCA) is responsible for verifying 

the certificates by signing and validating to authenticate the sensor nodes. This method 

overcomes the issue of security by setting up an initial trust between the node and further data 

is transmitted. These certificates are implanted before the deployment at the manufacturing 

time. Trust center or Centre base Station is responsible for monitoring the sensor node 

movement across the network. These trust centers collects  all the information regarding the 

key management and authentication of nodes. In the projected system, nodes are secured by 

virtual certificate authority, when node change their position from location to another (i.e. node 

relocation).  

 

 

 

 

Figure 1: Wireless sensor network 
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Node Relocation 
 

Node detaches from the previously connected base station by deleting all the involved 

certificates and keys from it and sends new joining request to the new base station after the 

relocation. A request for validation is sent to TC after the request is granted. The CBS issues 

a certificate after validating the node. Further the authentication process of AVCA proceeds 

using various AVCA devices. 

 

 

 

 

 

 

 

 

 

 

Figure.2 node reallocation 
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AVCA Architecture Devices 

 The architecture of AVCA consist of major devices as follows: 

 TC (“Trust Centre”): These devices are responsible for initiating the network, describing 

the communication medium, key management and distribution and implementation of a 

network access control strategy. 

MED (“Manufacturer’s End Device”) are the end sensor nodes.  

MCA (“Manufacturer’s Certificate Authorities”) acts as a trusted third party between the 

MED and the TC. 

GVCA (“Global Virtual Certificate Authority”): It is the reliable third party between the 

TC and the MCA. 

MVCA (“Manufacturer’s Virtual Certificate Authority”): It is the reliable third party 

between the MCA and the MED.  

 

 

 

  

 

 

 

 

 

 

 

 

 

Figure 3: AVCA Star Network with Virtual Certificate Authority 
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Public-key infrastructure 

Public-key infrastructure (PKI) as the arrangement of hardware, programming, 

individuals, approaches, and strategies expected to make, oversee, store, circulate, and 

revoke digital certificates based on asymmetric cryptography. The main aim for developing 

a PKI is to permit secure, convenient, and efficient acquisition of public keys. The “Internet 

Engineering Task Force” (IETF), “Public Key Infrastructure” and X.509 (PKIX) 

collaborate to set up a proper model based on X.509 that is appropriate for setting up a 

certificate-based architecture on the Internet. This section describes the PKIX model. 

 End entity: A general term to represent end nodes (e.g. servers), or any other entity  that 

can be identified in the subject field of a public key certificate.  

 Certification authority (CA): The guarantor of certificates and (generally) certificate 

revocation lists (CRLs). 

 Registration authority (RA): A discretionary segment that can accept various 

authoritative functions from the CA.  

 CRL issuer: A discretionary segment that a CA can delegate to distribute CRLs. 

 Repository: A nonspecific term used to mean any strategy for putting away certificates 

and CRLs with the goal that they can be recovered by End Entities. 
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Figure 4: PKIX Architectural Model 
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X.509 Authentication Service[4] 

X.500 directory provides authentication service to its users by defining an outline of X.509. 

The directory may fill in as an archive of public-key certificates. In every authentication 

process private key of trusted authority sign’s the public key of users. Moreover, X.509 

describes substitute authentication rules based on the use of public-key certificates, 

cryptography and digital signatures. The digital signature scheme is expected to require to 

implement of a hash function which is not dictated.Figure 3  shows the generation of a public-

key certificate. 

 

 

Figure 5: Authentication Service 
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B. Virtual Certificate Authorities 

For the authentication of device itself it has to provide a certificate that can verified by 

another device into same PKI network. In the absence of certificate, it has to contact a trusted 

third party for a signed certificate. However, because of mobile nature of network it cannot be 

easily implemented.  

Therefore, virtual certificate authority (VCA) is employed. As VCA act as trusted third 

party. A signed certificate is deployed onto the device at the time of manufacture so there is no 

necessity for requesting of signature is required. The VCA’s certificate is employed as root 

certificate of devices. 

 

Figure 6: Virtual Certificate Authorities network 

 

 

The basic function of VCA is to verify and sign other devices certificate. Public key of VCA 

verifies the certificate of another device, which has signed certificate of trusted third party, 

employed as root. Signature of the VCA that becomes the base for primary trust. 

AVCA defines two types of VCAs; a GVCA (“Global Virtual Certificate Authority”) and a 

MVCA (“Manufacturer’s Virtual Certificate Authority”) 
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C. AVCA Basic Functions 

The basic functions of VCA  are that it can verify the requesting and verification of certificate 

by MED and can involve in  challenge and response process. 

1) Requesting a Certificate 

MED is unaware of the MCA address on a network, so it request MCA certificate by many 

different ways. AVCA states four terms through which a certificate can be requested: 

• Capability Information  

• Manufacturer’s Id  

• Device Address  

• Signer’s Address  

Any number of above parameters can be specified in single request by MED. By this 

MED is activated and request for the  certificate of a MCA from the same manufacturer, 

signed by a recognized MVCA 

 

 

2) Verifying a Certificate 

. The verification process only verifies the data that of the given certificate but the device 

authenticity cannot be trusted. This process involves using the VCA’s public key or already 

authenticated MCA’s public key to verify the certificate. 

 

 

 

 

 

 

 

 

 



16 
 

3) Challenge and Response 

There are a wide range of demonstrated challenge components which use public key encryption 

and cryptographic nonce. AVCA does not indicate which ought to be utilized. The challenge 

response competency for a device is defined in the “Security Schemes and Parameters” field 

on a devices certificate. On successful verification of certificate and effectively applying the 

challenge and response mechanism, certificate is validated for the further process. 

 

 

 

4) Signing a Certificate 

MCA authenticates the device, before signing the certificate, on receiving the request for 

signature. After the confirmation of authenticity of device, MCA signs the given certificate. IT 

adds the new address and signature after the removal of authenticated device certificate and 

signature. The freshly signed certificate is then sent to the requesting device. 
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D. AVCA End Device Authentication 

The AVCA device authentication process involves to perform authentication without 

having any previous interaction before securely. The MCA can set up the address of the 

TC from the signal. It will request the TC’s certificate signed by a trusted third party (the 

GVCA). The MCA will then check the TC's certificate by utilizing the GVCA's public 

key. On clear verification of the TC's certificate it can start a challenge and response  

method utilizing the TC's public key. A right reaction will affirm that the TC is genuine. 

This is illustrated in Figure 6 below. 
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Figure 7.  Sample AVCA End Device Authentication Procedure  

 

 

 



19 
 

AVCA End Device Association Procedure 

The following procedure dictates the steps involved in association of MED to a given 

network. 

1) TC is authenticated by MCA and a request from MCA is sent to associate with 

network. 

2) In the same way TC authenticate and authorizes to associate with MCA. 

3)  The MED issues a request prior to authentication to the TC for a certificate of an 

MCA device. The MED passes the manufacturer’s id and the address of the trusted 

MVCA as a  parameters in the certificate request: 

4) As there is absence of certificate to TC. It requests this certificate from the MCA because 

it was already authenticated from same manufacturer. 

5) MCA forwards it to the TC. 

6) The TC in turn forwards this to MED. 

7) The MED validates the MCA and afterward asks for the TC's certificate marked by the 

MCA. 

8) The MED would now be able to validate the TC before asking for to associate. MVCA 

signed certificates is presented as association request by  MED. 

9) The TC can ask for the MCA to confirm the certificate, before validating the MED. 

10) On the completion on authentication process TC allows MED to associate. 
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Figure 8.  Sample AVCA End Device Association Procedure  
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A Mutual Authentication Framework for Wireless Medical 

Sensor Networks 

Authentication provision can be employed into hospitals and many other medical departments. 

There are various type of data and readings that to be analyzed. That’s why Wireless medical 

sensor networks is introduced. WMSN consist of of scattered sensors, which are responsible 

for collecting physiological signs of human and monitor their health condition. As these data 

is very critical, it become challenge itself to secue the information of the patient. The data 

passing is done by means of the public divert in WMSN. In this way, the patient, delicate data 

can be gotten by spying or by unapproved utilization of handheld gadgets which the wellbeing 

experts use in checking the patient. So the implementation of VCA becomes a priority to secure 

data in medical field also. 

 

 

Fig. 9: Authentication in WMSN 
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Key Management and Distribution 

Key Distribution[6] 

Key distribution is technique in which two parties exchange and share the same key for 

symmetric encryption that key must be protected from access by others. Besides, visit key 

changes are generally alluring to restrain the measure of information traded off if an 

aggressor takes in the key. In this way, the quality of any cryptographic framework rests with 

the key appropriation strategy, a term that alludes to the methods for conveying a key to two 

gatherings who wish to trade information, without enabling others to see the key. 

For two gatherings An and B, key conveyance can be accomplished in various courses, as takes 

after:  

1. A can choose a key and physically convey it to B.  

2. An outsider can choose the key and physically convey it to An and B.  

3. On the off chance that An and B have beforehand and as of late utilized a key, one party can 

transmit the new key to the next, scrambled utilizing the old key.  

4. On the off chance that An and B every ha a scrambled association with an outsider C, C can 

convey a key on the encoded connects to An and B. 
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Fig.10 

 

 

 

Choices 1 and 2 call for manual conveyance of a key. For connect encryption, this is a 

sensible necessity, in light of the fact that each connection encryption gadget will be trading 

information just with its accomplice on the opposite end of the connection. Be that as it may, 

for end-to-end encryption, manual conveyance is cumbersome. In a disseminated framework, 

any given host or terminal may need to take part in trades with numerous different hosts and 

terminals after some time. Consequently, every gadget needs various keys provided 

powerfully. The issue is particularly troublesome in a wide zone appropriated framework.        
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The utilization of a key circulation focus depends on the utilization of a chain of command of 

keys. At the very least, two levels of keys are utilized. Correspondence between end 

frameworks is encoded utilizing an impermanent key, frequently alluded to as a session key. 

Normally, the session key is utilized for the span of a consistent association, for example, an 

edge hand-off association or transport association, and afterward disposed of. Every session 

key is acquired from the key appropriation focus over the same systems administration offices 

utilized for end-client correspondence. As needs be, session keys are transmitted in scrambled 

frame, utilizing an ace key that is shared by the key appropriation focus and an end framework 

or client 
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Chapter-4 

Algorithms 

As the worthiness of wireless networks are increasing, more and more monitoring applications 

are implemented in order to accumulate data from network using nodes. mobility assumes a 

key part in such manner and has driven the improvement of numerous new developments. 

Clearly, developers must assess the effect of their conventions on network characteristics and 

break down the practices of the system under the proposed conditions. Reenactments of remote 

systems utilize a few parts basic to the precision of the recreations, a standout amongst the most 

vital being the decision of versatility demonstrate, which makes the development examples of 

portable hubs that structures the differing topology of the system. An average versatility display 

first places the portable hubs in their underlying areas and characterizes the way that the hubs 

move inside the system.  
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RANDOM WAYPOINT MOBILITY MODEL       

                                       The random waypoint mobility model presents precise pause times 

between movements i.e. changes in direction and speed. An MN moves from one location to 

another after a certain period of time. As the time expires mobility node moves to the random 

position with different speed range [0, MAXSPEED]. It at that point goes towards the recently 

picked goal at the chose speed. Upon entry, the MN enjoys another reprieve before beginning 

the procedure once more. 

                                      To explain these movements we implement this model on a stimulator 

(MATLAB) and obtain different results.  
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Chapter-5 

Results and Performance Analysis 

On the implementation of random waypoint mobility we have observed the different type of 

movement of nodes. They can be analyzed on the basis of their movement in term of speed 

interval, direction, pause time, position interval.  

 

Observation of nodes in random waypoint mobility model at POSITION_X_INTERVAL',[10 50 
   POSITION_Y_INTERVAL',[10 50] 
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Observation of nodes in random waypoint mobility model at SPEED_INTERVAL',[1.0 1.0] 
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Observation of nodes in random waypoint mobility model at SPEED_INTERVAL',[2.0 2.0] 
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Observation of nodes in random waypoint mobility model at WALK_INTERVAL',[3.00 7.00] 
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Observation of nodes in random waypoint mobility model at DIRECTION_INTERVAL',[-90 
180] 
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Chapter-6 

Conclusions 

 

         Wireless interconnectivity of devices makes it easier to associate different type of 

network together. As the implementation of wireless network application is keep on increasing, 

in modern technological life, more and more employment of sensor nodes are involved. Hence 

the threat to data transmission increases. For the security of these information the concept of 

VCA is introduced into this paper. The VCA, which is issued by certificate authority, provides 

a complete node authentication so that the threat to the data breach can be rescued. In this 

project VCA resolved the issue of initial trust between the nodes by signing of certificates. 

Furthermore, VCA supports node authentication and a private key distribution mechanism. It 

also enhances many WSN design goals including simplicity, scalability, interoperability and 

control for individual manufacturers 
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