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JAYPEE UNIVERSITY OF INFORMATION TECHNOLOGY, WAKNAGHAT
TEST -1 EXAMINATION- Sep 2016
B.Tech(ECE/CSEI/IT/BI) VIl Semester

COURSE CODE: 10B1WCI735 MAX. MARKS: 15
COURSE NAME: Network Security and Cryptography Techniques
COURSE CREDITS: 3 MAX. TIME: 1 HR

Note: All questions are compulsory. Carrying of mobile phone during examm@tgabfgr ill

be treated as case of unfair means. ™, My -
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Q.1. [ 3 Marks. Each part is half mark] ¥

a) List properties of oneway functions? sgf?‘ %%5
b) Define confidentiality as a security semcé » m W
c) Differentiate between mono- alphabetic and gbly- alphabetic

ih %ig ¢
ciphers. §§g§§f%”§ ",

d) What is a random number sequgrfce list its properties.
e) In a symmetric encryption systfe!n‘%Wrtsﬁ n users, how many

i
secret keys are required ?, %z% N,

f) Discuss the location of c@mi@énﬁahty services in a network.
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Q.2. [2 marks] How can keys b§»§eéui‘ely distributed using a KDC?
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Q.3. [2 marks] Descrlbe hé se{:u‘nty mechanisms as given in ITU-T-X800.
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Q.4. [2 marks] Dlscqss the,éperations in a round of DES.

Q.5. [2 marks], @Eiffer*enflate between AES and DES.
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Q.6. [2 mm;i(‘gi Eixiélam the general structure of RC-4 stream cipher.
i§§ §§§§
Q.7. [2 ‘r;g%arké] Describe the CBC and OFB modes of operation of block
sxmzmeﬁric ciphers.
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