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Distinguish between the following pairs of terms
(a) Websites and Web Applications

(b) GET and POST methods in HTTP

(c) Technical Vulnerabilities and Logical Vulnerabilities’

() Suppose web application uses query stri URL to retrieve the database record as
given below

http: //example.com/somepage?lnv0lce,=12345

Identify the name of vulnerability assg ated:z.with web application and explain how you
will protect against this vulnerability,

(b) Suppose you know
authentication. Given a“
type into these fiel
Explain whyzyo 3

wticular web site uses a backend database to implement
gin p ge with username and password fields, what would you
iy, to perform SQL Injection to bypass proper authentication?

1ation Leakage in web applications? List two examples of Information
desciibe in detail security mechanism.

Demd?i”sgat with proper example how you will implement form based authentication and

“guthorization in web application.
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