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will be treated as case of unfair means. gy D

Q.1. [ 5 Marks. Each part is one mark] P, ‘%is_ o
a) Differentiate between symmetric and asymmetric engryptich:
b) Describe structure of a virus program. i E'%; '
¢) Describe components of access control. e,
d) List methods to generate random numbers. e §
e) Discuss general structure of a firewall sygt;é;!:;'!;?
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Note: All questions are compulsory. Carrying of mobile phone during examgfp%ti?@
;é
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orit b“%!iiing is often tied to the
user's login. People login, they print, ;c‘ﬁ%y;yé’t‘a bill. Sometimes people
call to complain about bills for printiﬁﬁ‘;ﬂ;géy never did, only to find out

that the bills are, indeed, correo@f%,i h@h do you think might be wrong
here? As a security expert wh%t iéizj?;@ﬁ solution to the problem?
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Q.3. [5 marks] The IT folk =g?@Q@;’g:iagﬁf"iumber of complaints that one of our
campus computers was;%g‘éliql'%ﬁg;out spam. They checked it out, and the
reports were frue: a hac‘k’éin; ﬁad installed a program on the computer that
made it automatif:aﬁﬁ;,g%endgout tons of spam email without the computer
owner’s knowled-’Qe.aHo%‘w do you think the hacker got into the computer

to set this u f?%im;g:ét;is the remedy for such intrusions?
J?k t,ed -
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Q4. [5 tharksjHow is AES different from DES? Describe the key

expaq}s%i? algorithm used in AES.
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Q=.$Ee% E’Bv%%arks] What are the different modes of operation of symmetric

cip’ﬁ%ﬁ What are their properties? When would you use each mode?

Q.2. [65 marks] In our computing labs, gﬂjji;; %

Q.6. [5 marks] What are properties of MAC functions? Describe HMAC
algorithm.

Q.7. [5 marks] What is SSL protocol? Describe how web services may be
secured using SSL. '



