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Note: All questions are compulsory. Carrying of mobile phone during exammaﬂons will

be treated as case of unfair means. “?”"a»,‘ el
Q.1. [ 5 Marks. Each part is one mark] ‘ TN

a) Define the factorization problem in RSA algorithm.

b) What is importance of random numbers in securlty appllcatlons‘?
c) What is a revocation list?

d) Explain Needham Schroeder authentlcatlon protocol

e) List properties of hash functions.

Q.2. [4 marks] Describe the SHA-512 star‘:lﬁc"iardfrxfaéhing algorithm.

Q.3. [4 marks] Discribe the X509 publlc key certificate. How can public
keys be authenticated?. O Ny

Q.4. [4 marks] Explain the standards approach to Digital Signatures and
their verification. LT T

Q.5. [4 marks] Descrlbe how assymetrlc crypto systems complement the
symmetric crypto systems Describe step by step, the implementation
aspects of D[ffle Heliman algorithm.

Q.6. [4 marks] What is a stream cipher. Decscribe the general structure of
RC-4 algonthm ¥



