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Note: All questions are compulsory. Carrying of mobile phone during exammat;ons wm
be treated as case of unfair means.
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Q.1. [5 Marks. Each part is one mark]

a) Define the avalaunche effect? S

b) List design principles of block symmetric ciphers? =

c) List modes of operation of block symmetric mphers and explain the
limitations of ECB? AN

- d) Describe the cryptanalysis- .of- monoa!phbatlc mpher

e) Compare the brute force attack compléxpty of 2 DES and 3- DES

Q.2. [2.5 marks] Describe the secur‘_i"tyéervices as given in ITU-T-X800.

Q.3. [2.5 marks] Describe the, cryptanalytlc attacks based on the amount of
information collected by t_t)_e a‘tfacker

Q.4. [2.5 marks] DISCUSS the algorlthm for round operation in AES.

Q.5. [2.5 markg];;Explagn the key scheduling algorithm used in DES.



