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Q1 A FinTech startup experiences a 9-hour outage at AWS regioh; X,/ Co4 |5
causing financial transaction delays. b, “*/
a) Identify the risk treatments that were likely mlss;gg bef%e the
outage. ",

b) Design a monitoring and review hamewoggf% is, deep dives
and assurance that should have been in plage. %,

c) Propose a quantitative model for assesgi g;:éuiage probability and
impact aggregation, 4, f,

d) Recommend a multi-cloud mltlgat 1 p,lai%’ and justify its cost-risk
balance . %

Q2 .| Based on the Three Lmes,%gﬁ D%fé’ﬁse model map eachlinetorolesin | CO2 |5
an Al fraud detection sy’stelfi”"/ﬁé’aluate what happens when the second
line over relies on autorﬁ“ﬁed dashboards.

| @3- - | For a KuberneteséBased environment, mathematically model treatment | CO3 | 5
- effectlvencs%@ver tim s the vulnerabilities emerge drastically.

2‘5‘-‘;:"‘ r@

1.Q4 - 'Compar andse ntrast control based and outcome based assurance Co4 |5
- strat %e‘sgfor laf;ge scale cloud migration using Risk Based Assurance

| gé;nc =) ”&‘

Q5. % A pI’ﬁtfonn is accused of algorithmic bias , regulators demand arisk- | CO2 |5
rc porting dossier in 5 days,

a) Construct a stakeholder-mapping model for communication and
consultatlon

b) Design a risk reporting template that includes completeness,
escalation logic, and severity.

¢) Evaluate how human-factor biases may have influenced internal
reporting.

d) Recommend improved governance and assurance mechanisms
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Q6 An Al-based diagnosis platform experiences rising false negatives, yet | CO5
all risk KPIs continue showing 'green'. Discuss how misaligned KPIs
create blind spots and how risk monitoring should have been
redesigned.

Q7 A self-retraining Al model begins generating biased outcomes dueto | C06

poisoned training data. Discuss how the ethical drift occurred and
which deep-dive questions would have prevented escalation.
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