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Note: (a) All questions are compulsary

was encrypted using:
a) Caesar Cipher shift +3
b) Followed by Rail Fence Cipher depth2

Q2 Compare Message Authentlcatlon Cog\es ; C) and Digital
Signatures in terms of security =eguar§ptgé' .imiplementation
complex1ty, and suitability for mshtribhiged cloud environments.

-

Q3 Explain the RSA algonthm wi
Given:

p=13,q=19
Public key exponent &= 2

Find: g
a) Private key d. = Ty
b) Encrypt\méssage M 21,
19 Degrypt to-obtain the original message.
Q4 Compai'e;and Contrast Substitution, Transposition, and 2 7
Steganqgrhphy techniques. Discuss their strengths, weaknesses, and
N apphcabrhty in modern cryptographic systems.
Qécbmpany experiences a data breach where customer financial 1 7
. [‘etords are leaked. As a cybersecurity analyst:

-=--a) Identify three possible causes using system security concepts
(firewalls; IDS, trusted computing).
b) Describe actions required under the [T Act 2000/IT Amendment
Act 2008.
¢) Recommend at least three preventive security confrols.
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