
Deep Learning Based Cryptography 
A major project report submitted in partial fulfilment of the requirement for 

the award of degree of 

Bachelor of Technology 

in 

Computer Science & Engineering / Information Technology 

       

Submitted by 

Kushagra Singhal (201501) 

Aatish Sharma (201536) 

 

Under the guidance & supervision of 

Dr. Rakesh Kanji, Assistant professor (SG) 
 

 

 

 

 

 
 

Department of Computer Science & Engineering and 

Information Technology                                  

Jaypee University of Information Technology, Waknaghat, 

Solan - 173234 (India) 

  



I 
 

Candidate’s Declaration 

I hereby declare that the work presented in this report entitled ‘Deep learning Based 

Cryptography’ in partial fulfillment of the requirements for the award of the degree of 

Bachelor of Technology in Computer Science & Engineering / Information Technology 

submitted in the Department of Computer Science & Engineering and Information Technology, 

Jaypee University of Information Technology, Waknaghat is an authentic record of my own work 

carried out over a period from August 2023 to May 2024 under the supervision of Dr. Rakesh 

Kanji(Assistant Professor , Department of Computer Science & Engineering and Information 

Technology). 

The matter embodied in the report has not been submitted for the award of any other degree or 

diploma. 

 

Student Name: Kushagra Singhal 

Roll No.: 201501 

 

Student Name: Aatish Sharma 

Roll No.: 201536 

 

 

 

 

 

 

 



II 
 

 

Certificate by Supervisor 

 

 

This is to certify that the above statement made by the candidate is true to the best of my 

knowledge. 

 

 

 

 

(Supervisor Signature with Date) 

Supervisor Name: Dr. Rakesh Kanji 

Designation: Assistant Professor (SG) 

Department: Computer Science Engineering 

Dated: 15/5/24 

 

 

 

 

 

 

 



III 
 

 

Acknowledgement 

Firstly, we express our heartiest thanks and gratefulness to almighty God for His divine blessing 

makes it possible to complete the project work successfully.  

We are really grateful and wish my profound indebtedness to Supervisor Dr. Rakesh Kanji, 

Assistant professor (SG), Department of CSE Jaypee University of Information Technology, 

Wakhnaghat. Deep Knowledge & keen interest of our supervisor in the field of “Computer 

Science” to carry out this project. His endless patience, scholarly guidance, continual 

encouragement, constant and energetic supervision, constructive criticism, valuable advice, 

reading many inferior drafts and correcting them at all stages have made it possible to complete 

this project.  

We would like to express our heartiest gratitude to Dr. Rakesh Kanji, Department of CSE, for 

his kind help to finish our project.  

We would also generously welcome each one of those individuals who have helped us 

straightforwardly or in a roundabout way in making this project a win. In this unique situation, 

we might want to thank the various staff individuals, both educating and non-instructing, which 

have developed their convenient help and facilitated our undertaking. Finally, we must 

acknowledge with due respect the constant support and patients of our parents.  

Group No. - 120  

Kushagra Singhal 

201501 

Aatish Sharma 

201536 



IV 
 

 

Abstract 

 

In today’s day and age of internet and connectivity the data is generate in rapid pace and it 

communicated securely over internet. To ensure the security and privacy of the general 

population, cryptography is employed to hide the data. The advancement in computer sciences 

has given rise to new ways of processing the data as well. With the availability of big data and 

higher computational power, the cryptographic techniques and algorithms are challenged with 

potential threat. 

As the AI and ML technology becomes more capable on learning complex patterns in the data, 

the traditional methods that rely on computational complexity and provide security on the basis 

of that complexity will become obsolete to certain extent. The AI an ML based cryptography is 

one of the method that might become key role player in the future cyber security landscape. This 

technology can provide security not only on the basis of computational complexity but also on 

the basis of the architecture based security, where the security does not only depend on the 

complexity of the algorithm but also on the hiding of the way it produces the complexity. 

This project aims to dig in to this idea of implementing cryptography using deep learning 

techniques and show casing the potential usefulness of the AI, ML technology in the field 

cybersecurity to various levels of cryptography that are required in the current world of data. 
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CHAPTER 1: INTRODUCTION 

 

1.1  GENERAL INTRODUCTION 

 

The rapid advancements, in data security have coincided with the development of learning 

techniques leading to the emergence of methods, for strengthening cryptographic systems. A 

project called "learning based Cryptography" explores the combination of learning and 

cryptography to enhance data protection. Cryptography forms the basis of communication by 

encoding information to prevent access and tampering. In the past encryption algorithms have 

relied on formulas for encryption and decryption. 

Deep learning techniques encompass a range of methods that harness the power of networks to 

analyze and adapt to patterns, in data. This task focuses on learning the utilization of neural 

networks in cryptography. Neural networks, renowned for their efficacy in image recognition and 

feature extraction have shown promise in enhancing encryption methods by learning patterns, 

within data. 

The purpose of these studies is to investigate neuro cryptography, which's a subfield of networks 

that involves communication and decryption. The experimental setup includes a generator and a 

controller working together to enhance the security of the system through gameplay. This research 

aims to explore how adversarial neuro cryptography can strengthen data security measures and 

develop defenses, against attacks. 

The core focus of this project is to enhance the efficiency and protection of computer systems by 

utilizing both cryptographic principles and the advancements in deep learning. By integrating deep 

learning into cryptography, we aim to combat the constantly evolving cyber threats and pave the 

path towards a more secure digital world. 
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1.2  PROBLEM STATEMENT 

 

Thе main objеctivеs is to study thе impact of nеural cryptographic structurеs for attacks, 

particularly thosе еmploying advеrsarial modеls, to sophisticatеd attacks by mеans of figuring out 

and mitigating vulnеrabilitiеs, this rеsеarch will hеlp dеvеlop grеatеr and dеpеndablе 

cryptographic structurеs which might bе highеr includеd against malicious attacks. 

 

Evaluating thе ovеrall and robustnеss of dееp-lеarning basеd cryptographic fashions in rеal-global 

conditions posеs a primary vеnturе. Thе mission will consciousnеss on growing thе powеr of 

еncryption algorithms for distinct variеtiеs of data to еnsurе thе еffеctivenеss of divеrsе 

applications and dеploymеnt еnvironmеnts. 

 

1.3  OBJECTIVES 

 

Thе primary goal of thе "Dееp-lеarning basеd Cryptography" projеct is to discovеr and usе thе 

assеts of dееp lеarning tеchniquеs, in particular nеural nеtworks and adverserial nеural 

cryptography, to improve the safеty and opеration of cryptographic systеms. Cryptography, thе 

pillar of communications safеty, has continually trustеd mathеmatical algorithms for еncryption 

and dеcryption. Thе assignmеnt pursuits to ovеrcomе traditional еncryption mеthods with thе aid 

of thе usagе of thе adaptivity of neural networks and mastеring capabilitiеs of dееp nеural 

nеtworks in context of cryptography. 

 

The following objectives are intended to achieve through this project: 

 

• To develop a deep learning based cryptographic system. 

• To implement and explore the use deep learning based cryptography. 

• To improve on the developed systems. 
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1.4  SIGNIFICANCE AND MOTIVATION 

 

Cryptography” projеct intеgratеs Neural networks and gеnеrativе advеrsarial nеtworks (GAN) 

into thе cryptography procеdurе. Thе purposе is to incrеasе data protеction by using thе adaptivе 

skills of dееp mastеring to dеrivе highеr insights. Thе outcomеs of this obsеrvе arе anticipatеd to 

convеrt data protеction and boom thе and rеsiliеncе of thе еncryption which will lеad to prеvеntion 

of cybеr thrеats. 

 

Significance of Deep-Learning based Cryptography: 

Thе importancе of thе "Dееp lеarning-basеd Cryptography" projеct liеs in its ability to convеrt thе 

procеss of cryptography by combining dееp lеarning, nеural nеtworks  and gеnеrativе advеrsarial 

nеtworks (GAN), in addition to convеntional еncryption. As cybеr thrеats еmеrgе as morе usual, 

thе want for sеcurity mеasurеs and rеsiliеncе turns into crucial. via intеgrating nеural nеtworks 

into thе еncryption procеss, wе intеntion to improvе thе rеactivity of thе еncryption mannеr 

towards еmеrging thrеats and providе powеrful protеction against block attacks. Thе rеsults of this 

looks likе to havе hugе implications for protеcting touchy rеcords in various fiеlds along with 

financе, hеalth, and communications, and еnsuring thе intеgrity and confidеntiality of data at a 

timе whilе traditional еncryption tеchniquеs arе vulnеrablе. 
 

Motivation for Deep-Learning based Cryptography: 

Thе incеntivе at thе back of thе “Dееp-lеarning basеd Cryptography” primarily basеd on 

Encryption and Dеcryption comеs from thе urgеncy of addrеssing thе rеstrictions of traditional 

еncryption-dеcryption tеchniquеs in thе facе of еvolving cybеr thrеats. Thе traditional systеm, 

whilе opеrating wеll, will havе difficulty quickly adapting to corrеct thoughts rеcеivеd from thе 

еnеmy. Intеgrating Neural networks and GANs into cryptographic systеms rеprеsеnts a thrilling 

arеa as it usеs thе strеngth of dееp gaining knowlеdgе to sеlf-еxaminе and rеply to complеx stylеs 

in cryptographic information. 
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Motivation is rootеd insidе thе ability to crеatе еxtra safеty and strongеr dеfеnsе mеchanisms to 

livе ahеad of attack. By еxploring thе intеrsеction of dееp-lеarning and cryptography, wе purposе 

to supply nеw solutions to copе with information safеty dеmanding situations and push thе bounds 

of what is possiblе to guard sеnsitivе statistics in thе form of connеctеd digital surroundings. 

 

1.5 ORGANISATION 

 

Wе havе еxplainеd thе fundamеntal principlеs of Dееp-lеarning basеd cryptography in this projеct 

rеport, as wеll as how еncryption-dеcryption, a crucial еlеmеnt of cryptography opеratеs. 

Additionally, The improvements done over time is mentioned in a manner that makes it coherent 

with the subject of the project. 

Thе fundamеntal concеpts of Cryptography and deep learning is covеrеd in chapter one.  Two. Thе 

litеraturе rеviеw, is dividеd into two sеctions explaining existing studies and gaps in those studies. 

Sеction thrее, or thе systеm dеvеlopmеnt portion, is dividеd into two sеctions covering design and 

implementation. Thе pеrformancе analysis and comparisons arе prеsеntеd in Sеction 4. Thе 

conclusion/final solution will bе prеsеntеd in Sеction 6. 
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CHAPTER 2: LITERATURE SURVEY 

 

2.1 OVERVIEW OF RELEVANT LITERATURE 

 

Author Kinzel W.  [9] published his paper about the use of neural networks for the purpose of 

cryptography. The author gave a basic road map on how one can use artificial neural networks and 

how real world data can be transformed to make them fit for the artificial neural networks. 

 

Author Goodfellow I.[1] in his paper introduced GAN model in the domain of deep learning.This 

paper was revolutionary and  opened various new fields of study. Adverserial neural cryptography 

is one of those fields that arose from the same study done by the author. 

 

Fig 2.1: Generative Adverserial Network overview. 

 

The authors Meraouche et al. [4] of this paper reviewed all the current techniques of neural 

network based cryptography and compiled a survey of those techniques. The author focuses on 

pushing the idea of Neural network based cryptography as a light weight, fast and efficient 

approach that can be useful (suitable modifications and enhancements) in post quantum security 

measures. The techniques reviewed in the papers were divide into two major eras post 2016,pre 

2016. They highlight methodologies ,pitfalls and advantages of each technique they 

reviewed.They highlighted some major work that impacted this paper such as: 
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• The GAN inspired  cryptographic model[10] that is trained with the adversaly network 

presence. 

• Stenography[11][12][13] models that were also based on [10] showcased the capability of 

this concept. 

•  [14][15] Used the GAN approach introduced by Abadi M et al.  [10]  and used multiple 

adversaries to improve on his work further. 

 

The use of GAN by Abadi M et al. [10] demonstrated the applicability of neural networks by 

encrypting the data in such a way that the adversary network is not able to predict it. They train 

the model with  different level of key availability to the adversary. However, They do not share 

there dataset on which they trained the model. This work inspired the work of  many others and 

can be seen as the turning point for the future of neural cryptography. They introduced the very 

idea of encrypting data without using any specific algorithm. 

 

Fig 2.2: Data flow for encryption[10]. 

The paper also introduced the approach for training as well as decryption. 
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Deep learning has been a prominent topic of research in the medical field. However ,Its potential 

in securing data has not been explored to such extent. The use of deep learning for IOT security 

has also been realised in various fields one such application is demonstrated by Ding Y. et al. 

[8].They have used deep learning to secure Internet of Medical Things(IoMT) by encrypting the 

data images using cycle-GAN. They train there model on x-ray imagery[16] and claim that the 

security and efficiency is sufficiently high. They introduce the potential threats on this method of 

encryption. Those are: 

• Hidden parameter leakages. 

• Architecture leakages. 

• Both Hidden parameters and architecture leakages. 

These threats can be generalized to the other models as well.   

 

Homomorphic encryptions are type of encryptions that are not needed to be decrypted in order to 

process the data and can be used to secure the confidential data even from the processing third 

party, if the processing of data is with machine learning, artificial intelligence or deep learning 

then they can be trained using encrypted data and the operations can be done directly ,The output 

to such operation is also encrypted that does not violate the privacy of the user. Lee J. W. et al [2] 

propose a similar approach using deep neural networks. 

 

Author Kalsi S. et al [5] used [17] genetic algorithm along with [18] NW algorithm to generate 

key for the for encrypting data. They propose a solution to use AI and DNA sequences to make 

keys for encryption purposes. The author demonstrates the applicability of the technique in the 

paper. However, The paper lacks tests of proposed solution against established benchmarks in 

cyber security field.     

 

The approaches that are being mentioned in the literature are still new and are being researched. 

In post quantum world this approach to cryptography can be used to secure the communications.  
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S. 

N

o. 

Paper Title 

[Cite] 

Journal/ 

Conference 

(Year) 

Tools/ 

Techniques/ 

Dataset 

Results  Limitation 

1. NEURAL 

CRYPTOGRAPHY[

9] 

International 

Conference 

on Neural 

Information 

Processing(2

020) 

PyTorch, 

TensorFlow, Keras 

libraries. NIST 

cryptographic 

benchmark datasets. 

Paper 

propose a 

new 

approach to 

cryptograph

y using 

ANN that 

has 

potential to 

be more 

secure, 

efficient 

than 

traditional 

cryptograph

y 

This paper 

does not 

include any 

specific 

dataset and 

is an 

introductor

y approach 

to the 

technique. 

2. CRYPTOGRAPHY 

BASED ON 

NEURAL 

NETWORK[3] 

European 

Conference 

on Modelling 

and 

Simulation(2

012) 

PyTorch, 

TensorFlow, Keras, 

NIST benchmark 

datasets. 

The paper 

proposes a 

new 

approach to 

cryptograph

y using 

neural 

networks 

that has the 

potential to 

be more 

secure than 

traditional 

cryptograph

y 

This 

approach is 

still under 

developmen

t and needs 

to be 

further 

evaluated in 

real-world 

settings to 

address 

potential 

vulnerabiliti

es 

3. Use of Cryptography 

in Cloud 

Computing[7] 

IEEE 

International 

Conference 

on Control 

System, 

Computing 

and 

Engineering(

2013) 

OpenSSL, Botan, 

libsodium,cloud  co

mputing platform, 

NIST cryptographic 

benchmark datasets. 

Highlighted 

the 

importance 

of 

cryptograph

y for data 

protection, 

and 

identified 

promising 

Survey is 

dated and 

does not 

cover all 

recent 

advances in 

cryptograph

y for cloud 

computing 
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new areas 

of research. 

4. Generative 

Adversarial 

Networks[1] 

Communicati

ons of the 

ACM (2014) 

Generative 

Adverserial 

Networks, MNIST 

dataset, CIFAR-10 

dataset. 

Generative 

adversarial 

networks 

(GANs) can 

generate 

high-

quality, 

diverse, and 

realistic 

output 

GAN 

training can 

be unstable, 

difficult to 

interpret. 

5. LEARNING TO 

PROTECT 

COMMUNICATION

SWITH 

ADVERSARIAL 

NEURAL 

CRYPTOGRAPHY[

10] 

arXiv 

preprint(2016

) 

PyTorch, 

TensorFlow, Keras, 

NIST benchmark 

datasets, OpenSSL, 

Botan, libsodium 

libraries. 

Authors 

develop a 

novel 

adversarial 

neural 

cryptograph

y 

framework 

to protect 

communica

tions from 

eavesdroppi

ng 

Adversarial 

Neural 

Cryptograp

hy (ANC) 

can be 

computatio

nally 

expensive 

to train and 

deploy. 

6. DNA Cryptography 

and Deep Learning 

using Genetic 

Algorithm with NW 

algorithm for Key 

Generation[5] 

Journal of 

Medical 

Systems(201

8) 

PyTorch, 

TensorFlow, Keras, 

DEAP, PyGAD, 

Biopython, NumPy, 

SciPy libraries. 

GenBank and 

Ensembl datasets. 

Proposes a 

new way to 

generate 

encryption 

keys using 

DNA and 

AI that is 

more secure 

and 

efficient 

than 

traditional 

methods 

The field is 

still new 

and needs 

more 

testing, and 

deep 

learning 

models 

require 

large 

datasets to 

train. 
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  7

. 

DLEDNet: A Deep 

Learning-based 

Image Encryption 

and Decryption 

Network for IoMT[8] 

IEEE Internet 

of Things 

Journal(2020

) 

PyTorch, 

TensorFlow, Keras, 

OpenCV, NumPy, 

SciPy libraries. 

cloud  computing 

platform. 

Deep 

learning-

based 

image 

encryption 

and 

decryption 

network 

that is 

accurate, 

efficient, 

and 

resistant to 

attacks for 

the IoMT. 

The 

network 

requires a 

large 

dataset to 

train and its 

security 

against 

adversarial 

attacks 

needs to be 

further 

evaluated 

8. Neural Networks-

Based Cryptography: 

A Survey[4] 

IEEE 

Access(2021) 

PyTorch, 

TensorFlow, 

KerasNIST 

benchmark 

dataset,OpenSSL,B

otan, libsodium 

library.  

The paper 

analysis 

different 

neural 

cryptograph

y 

approaches. 

This paper 

only gives 

overview of 

the 

techniques. 

9. Privacy-Preserving 

Machine Learning 

With Fully 

Homomorphic 

Encryption for Deep 

Neural Network[2] 

IEEE 

Access(2022) 

Fully homomorphic 

encryption (FHE), 

CIFAR-10 dataset. 

The paper 

shows the 

feasibility 

of training 

DL models 

on 

encrypted 

data, 

preserving 

the privacy 

of users 

while 

achieving 

accuracy in 

unencrypte

d models. 

This 

approach is 

computatio

nally 

expensive 

and under 

developmen

t. 
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10

. 

Synchronization of 

Tree Parity Machines 

using non-binary 

input vectors[6] 

IEEE 

Transactions 

(2022) 

PyTorch, 

TensorFlow, Keras, 

OMNeT++ libraries. 

A new 

approach to 

synchronize 

TPM using 

non-binary 

input 

vectors that 

reduces 

sync time, 

improves 

accuracy, 

and is 

feasible for 

real-world 

application 

The new 

approach 

requires 

more 

complex 

implementa

tions and 

further 

research is 

needed to 

optimize its 

performanc

e and 

security 

 

 

 

2.2 Key Gaps in the Literature 

These papers were good introductory approaches and gave a very good overview to the concepts 

that can be used. However, they do not talk about various approaches in much details. The literature 

does not define any one standard approach to mark accuracy and efficiency of the solutions 

proposed.   
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CHAPTER 3: SYSTEM DEVELOPMENT 

 

3.1 REQUIREMENTS AND ANALYSIS 

 

The scope of this project is to study deep learning based approaches to perform cryptography and 

find the appropriate use cases for the developed solutions. The end users for this project are every 

day normal people who browse the internet and want to secure their communication from potential 

threats to their privacy. 

3.1.1 Functional Requirements 

Functional Requirements are the requirements that are necessary and should be of higher priority 

than other requirements. The scope of a project plays an important role in the selection of 

functional requirements. With the current project scope following are the functional requirements 

:-   

1. The approach taken to implement the project should be fairly fast and accurate. 

2. It should be used/usable in real world applications. 

3. The neural architecture used to implement should be appropriate. 

4. The randomness and entropy of developed system should be fairly high. 

5. The developed system should be evolution friendly i.e It should be able to adapt to the 

demand of the organization. 

6. Computational efficiency should be fairly high.  

3.1.2 Non Functional Requirements 

Non-functional requirements are the requirements that have less priority in the project scope and 

do not affect the overall development goals of the project directly. However, they are important 

part of Software development Lifecycle. The non-functional requirements for the project are 

following:-   

1. The system should meet on standards and bench marks such as encryption speed and 

throughput. 

2. The system should be able to handle large amount of data. 

3. The system should be simple to understand and use for end user. 
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4. The system should be resistant towards invalid inputs and adversarial attempts. 

5. The system should meet regulatory compliance and laws for data privacy and information 

security.  

3.1.3 Technical Requirements 

These are the requirements that are necessary for the development of the project as the project is 

built with the help of these requirements. These requirements may change if the project require 

additional resources. These are the technical requirements for the project:-   

1. Security libraries-Cryptography 

2. Computer System with minimum 8 GB RAM, at least 100 GB storage and a dedicated 

graphics card. 

3. Amazon Web Service. 

4. Integrated Development Environment (IDE) PyCharm. 

5. Neural network framework liabraries -Tensor flow keras. 

6. Standard development libraries. 

 

3.1.4 Priority chart 

 

 

 

 

 

Criteria Priority 

Implement a fast and accurate approach. High 

Ensure the usability in real-world applications. High 

Use appropriate neural architecture. High 

Maintain high randomness and entropy. High 

Develop evolution-friendly system. Medium 

Achieve computational efficiency. Medium 

Scalibility of the model. Low 
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3.2 PROJECT DESIGN AND ARCHITECTURE 

 

3.2.1 Flow Chart   

 

 

Fig 3.1: Project flow chart 
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3.2.2 Model Dataflow Diagram 

 

 

Fig 3.2: Model data flow diagram 

 

Each of these networks have specific architecture. These architecture have been explained in the 

following: 

• The Alice network in Fig: 3.3 is the sender network. Which takes plaintext and key and 

gives ciphertext as output. 

• The Bob network in Fig: 3.4 is the reciver network. Which takes ciphertext and key and 

gives plaintext as output. 

• The Bob network in Fig: 3.5 is the adversary network. Which takes ciphertext  tries gives 

plaintext as output. 

The loss of Bob network and Eve network is fed to the Alice network in backpropogation. The 

Alice network then tries to maximise the Eve loss while reducing the loss of Bob network.  

 

These networks have the specific architectures described in following Figures.  
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                                           Fig 3.3: Alice architecture(Sender Network) 



17 
 

 

 

Fig 3.4: Bob architecture (Receiver Network) 
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Fig 3.5: Eve architecture(Adversary Network) 
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3.2.3 Flow chart  

 

 

 

Fig 3.6: Flow chart encryption decryption process 
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3.2.3 Sequence Diagram 

 

 

Fig 3.7: Sequence Diagram chat application using encryption model 
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3.3 DATA PREPARATION 

Eight bit encryption model 

The data that is being used has only two features each being 8 bits binary input. First feature is the 

plain text which is a 8 bit random binary and the key which is also 8 bit binary. The cipher text is 

decided upon the successful computation of loss function. The data set has 65,536 entries. 

Sixteen bit encryption model 

The data that is being used has only two features each being 16 bits binary input. First feature is 

the plain text which is a 16 bit random binary and the key which is also 16 bit binary. The cipher 

text is decided upon the successful computation of loss function. The data set has 50,000 entries 

generated with the help of python script for keeping the model practical in terms of training time. 

 

3.4 IMPLEMENTATION  

All the models that have been trained are of similar architecture,differing in the input size and 

number of layers. 

3.4.1 Code Snippets 

 

Fig 3.8: Training parameters for the models 
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Fig 3.9: Alice network implementation 
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Fig 3.10: Bob network implementation 
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Fig 3.11: Eve network implementation 

 

      

 

Fig 3.12: Compile parameters of the models 
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Fig 3.13: Implementation Loss calculation and optimisation 
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Fig 3.14: Implementation training process 
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Fig 3.15: Implementation training process 

 

 

 

Fig 3.16: Implementation plotting loss 
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Fig 3.17: Implementation accuracy calculation 
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Fig 3.18: Implementation encryption and decryption functions 
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Fig 3.19: Implementation float to binary 

 

 

Fig 3.20: Implementation encryption and decryption 
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3.4.2 Algorithm 

 

3.4.2.1 Algorithm generating encryption decryption model 

1. Initialize the neural network models for Alice, Bob and Eve. 

2. Generate random plaintext messages and keys. 

3. Train Alice and Bob networks and Eve network. 

4. Evaluate success of communication. 

5. Plot and Analyze loss curves. 

6. Repeat from step 3 to 5 until the epochs are completed 

7. Test trained model for performance and security. 

8. Assess model’s ability to resist eavesdropping by Eve. 

9. Save trained models for future use. 

 

 

3.4.2.2 Algorithm encryption decryption process using model generated 

1. Take the plaintext/ciphertext input as a parameter and select a key . 

2. Iterate through each character in the plaintext/ciphertext. 

3. Convert each character into its binary representation with the help of dictionary. 

4. Concatenate all the binary representations together to form the binary 

representation of the entire plaintext. 

5. Return the binary representation. 

6. Take the binary data as a parameter. 

7. Iterate through the binary data in chunks of 8 bits (1 byte) and apply the 

encryption/decryption in each chunk with a key of same size. 

8. Concatenate all the binary representations together.  

9. Convert each 8-bit encrypted chunks into corresponding characters as in step  

10. Concatenate all the characters together to form the ciphertext/plaintext 
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3.4.3 Tools and Techniques 

 

• Convolutional Neural Network is a deep-learning architecture which is used for 

data - processing by usings it’s layers to automatically adapt and learn the features 

form the input data. 

• Generative Adversarial Network is machine learning model where generator and 

discriminator are trained simultaneously to create and evaluate data. 

• Kearas is a neural network API which provides user friendly interface for training 

and building of deep learning models. 

• Tensorflow is a framework which provides an ecosystem of tools, libraries and 

esources for building and deploying machine learning models. 

• Python is high level programming language which provides tools and tech such as 

Numpy, Pandas, Matplotlib, tkinter etc. 

• Other tools for developing the web application. 

 

3.5 KEY CHALLENGES  

 

Realization of theoretical concepts in practice was the major key challenge of in the current 

implementation. However, this was the part of project scope and was fairly addressed in the 

review process. Other then that following are the significant challenges that we faced in this 

project.  

 

3.5.1 Dataset generation 

The problem with dataset generation was to select appropriate length of both key and plain text. 

This affected the overall capability of the models to process data directly. 

To solve this problem, we use minimum amount of bits that are required to represent all the 256 

characters of the ASCII table. 

This also allowed us to reduce the complexity of the input that is required for generating the 

ciphertext using the sender network. 
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3.5.2 TESTING THE CAPABILITIES OF THE TRAINED MODELS 

 

The models that were generated were trained to accept binary input and the output was also in 

binary format. This made it hard to realize the outputs in human understandable language. 

To solve this problem, we developed functions to process the input and output in model 

understandable language and then back to human understandable language. Interesting feature of 

using this method is the customizability of the dictionary the we can use to make the encryptions 

more utilizable in different scenarios. 
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CHAPTER 4: TESTING 

4.1 TESTING STRATEGY 

The cryptographic techniques can be evaluated on the basis of entropy of cipher text and overall 

difference in frequency distribution of plaintext and cipher text. 

The Neural Network approach to cryptography can be evaluate on the basis of reconstruction loss 

of the ciphertext in terms of alice and bob communication , eves attempt of reconstruction of cipher 

text without key. Currently we have evaluated the model for the reconstruction loss and accuracy 

of the model.  

4.2 TEST CASES AND OUTCOMES 

For testing accuracy of the model we tested it on 10000 different randomly generated bits of 

plaintext and keys . The accuracy came as followed: 

Accuracy of Models over test dataset before increasing the number of layer 

Model Name Accuracy 

Bob(receiver) 99.87% 

Eve(Adversary) 1.95% 

 

Accuracy of Models over test dataset after increasing the number of layers 

Model Name Accuracy 

Bob(receiver) 99.99% 

Eve(Adversary) 1.42% 
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CHAPTER 5: RESULTS AND EVALUATION 

 

5.1 RESULTS  

During the training of the models , while trying to predict the plaintext the eve’s(adversary) loss 

was decreasing initially.However, This changes after a some iterations. The model moves towards 

increased adversarial loss and decreased accuracy loss . Based on this concept , the neural  network 

arrangement converges to the maximum loss of adversary and minimum reciver loss. 

The use of deep learning in the field of encryption is a viable alternate or enhancement over the 

existing techniques. This technique can be used to enhance the security posture of an organization 

by improving the security against potential AI threats that run cryptanalysis to get pattern in the 

encrypted data. 

The scalability and customization of this technique that is features of the deep learning methods is 

one key benefit that can be exploited to further make the cracking of algorithm more difficult. 

Fig 5.1: Loss of different models in training (8 bit model) 
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The accuracy of given model on 8 binary inputs is good as shown in the figure below. However, it 

is also possible to increase the cryptographic strength of the technique by combining it with 

traditional techniques such as using custom dictionaries.  

 

Fig 5.2:Accuracy of decryption on test dataset(8 bit model) 

On increasing number of layers the (added two addition layer to each model) the loss over the 

training is almost the same . However , The nature and accuracy changes to a certain extent. The 

change can be visualized in the following figures.    

 

 

Fig 5.3 Loss of different models in training improved model (8 bit model) 
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Fig 5.4:Accuracy of decryption on test dataset of improved model(8 bit model) 

The accuracy for eight bit model was satisfactory and could be used in practical application that is 

a web app that uses this technique to secure its communication. We experimented with the input 

size of the model further and gained the following results . 

 

 

Fig 5.5: Loss of different models in training (16 bit model) 

 

The results were promising the loss of the adversary mode doubled as compared to eight bit model. 

However, The model was not fit for the practical application in our case.Following are the reason 

for not using this model- 

• The model dealt with sixteen bits which added a lot overhead to text based 

encryption. 
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• The model required extensive amount of training time and resources as compared 

to eight bit model. 

Using the improved  eight bit model we developed a chat application which provide a secure 

channel which uses the model developed by us as its encryption algorithm. 

 

 

Fig 5.6: Chat application using the cryptographic model 
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CHAPTER 6: CONCLUSIONS & FUTURE SCOPE 

 

6.1 Conclusion  

 

The field of cybersecurity has seen prolific growth in the previous years and has been touted as 

one of the niches of the tech world that will bloom in the future by many industrial experts.  In 

simple terms, cybersecurity can be defined as protecting one’s electronic devices from viruses, 

malware and anything that can harm their integrity. The world we live in today has become one 

humongous haven of data, where millions of gigabytes are exchanged across the internet every 

single day. In a scenario like this, it is imperative that users can safely and privately share their 

data without the worry of their data integrity being compromised. This is where the role of 

cybersecurity comes into play.  

 

A standard practice that has become a mainstay in the arsenal of cyber experts is Data encryption. 

In layman terms, data encryption can be compared to how a bank locker can be accessed; the 

customer has one key, the bank has the other key and only a combination of these keys in 

successive order can allow access to the locker. First, the data that the sender wants to share is 

converted into plain text and further encrypted into ciphertext. A key is generated and shared with 

both the sender and the receiver. The ciphertext is then received by the receiver and a key is asked 

by the system to authenticate the credibility of the receiver. Once it is established that the receiver 

is credible by verifying the key, the ciphertext is converted into plain text and further into the 

original data that the sender wanted to originally send. 

 

We got to know that dееp lеarning in cryptography providеs a sеcurе communication solution 

against artificial intеlligеncе thrеats. Its strеngth liеs in its applicability to scеnarios rеquiring lеss 

complеx еncryption dеcryption, making it adaptablе and еvolution-rеady. Howеvеr, limitations 

includе vulnеrability to probabilistic attacks and thе projеct's complеxity, dеmanding еxtеnsivе 

training and datasеt gеnеration еfforts. Thе significant contribution liеs in advancing thе concеpt 

of cryptography through dееp lеarning, еmphasizing its potеntial to еnhancе sеcurity mеasurеs in 
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communication systеms. This approach aligns with thе еvolving landscapе of cybеrsеcurity, 

offеring a promising avеnuе for robust and adaptivе cryptographic solutions. 

 

6.2 FUTURE SCOPE 

This project is a gave us key insights in the domain of cryptography and deep learning along with 

the process of how we develop a system from scratch and build an end product out of it. The project 

taught us the challenges and problems that arise in developing a system and we intend to use this 

new found knowledge to tackle those challanges in future projects as well. 
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