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Abstract 

           

A blockchain is a peer-to-peer, distributed, and decentralized network that generates a distributed 

ledger that provides immutability, transparency, and traceability. Each node has a copy of the 

distributed ledger in which data is formed as a block, and each block is connected to the 

preceding block in the chain. A distributed ledger is where data is recorded, and maintained, and 

endlessly growing transactions are recorded in an ordered manner across multiple computers. 

Many researchers have applied many approaches but still, there is a scope for improvement to 

achieve better security, privacy, transparency, efficiency, reliability, throughput, and scalability 

in different phases in an untrusted environment. Blockchain is used for the security purposes of 

devices, data, and users with different applications such as vehicles, IoT, industrial, healthcare, 

voting, and digital transactions. 

The presence of malicious nodes can degrade the performance of the system, and the validation 

of the block that corresponds to the selected miners allows it to be maliciously put onto the 

blockchain. So, to eliminate these issues used the incentive mechanisms that are a combination 

of DPSO and M-ITA algorithms to verify miners and blocks using blockchain technology in 

vehicular networks. The vehicles on the road side units share a lot of information through 

communication that ensures driver safety and service quality. The DPSO algorithm validates the 

block whereas the MITA algorithm to check the miner’s is trustworthiness. The decentralized 

approach of this work increased the trust and utility of miner’s upto 65% and 20% respectively 

whereas the compromised miners are reduced upto 44%. 

Many researchers have proposed encryption schemes to protect data, but they have also led to 

inadequacies in most of the proposed approaches like data privacy, centralize control, security, 

corrupt, processing time. Encryption technology requires more time to manage keys and encrypt 

and decrypt data, which can result in increased vulnerability to eavesdropping and man-in-the-

middle attacks. 

The CP-ABE blockchain-based encryption technique is proposed to secure the data in untrusted 

environment by employing IPFS cloud storage to minimize user effort. The decentralized 

approach of this work reduces the encryption and decryption time by 23% and 37% respectively 

when compared with the existing approach. Furthermore, a decentralized IPFS cloud server is 

expected to guarantee integrity, authenticity, and confidentiality.  
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To enhance the system's throughput, a user authentication mechanism that combines PKI and 

ECC algorithms is being implemented, improves the user’s authenticity, and reduced the latency 

using blockchain technology in industrial applications. PKI gives the digital certificate to the 

authenticated users only for a limited period after that gives permission to access the industrial 

applications. ECC used to distribute and manage the keys because of centralized authority can be 

overwhelmed. Every time checks the authentication of users if not authorized then revokes the 

certificate immediately and stops the interface with IIoTs. The performance of the proposed 

approach is better when compared to the existing approach that increased the systems throughput 

and users authenticity upto 73% and 93% respectively, and reduced the latency upto 6.77% in 

industrial applications.  
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CHAPTER 1 

INTRODUCTION 

1.1 Introduction 

The Internet helps people with social and economic development and provides information 

instantly that drastically reduces human efforts. The centralized authority is commonly used to 

manage the data on the internet, which may lead to numerous issues including data security. The 

centralized network is a single point of failure, offers limited speed and no fault-tolerant setup, 

and even the data may lost due to any hardware failure occurs. Nowadays, the Internet of Things 

(IoT) is popular that developed by Ashton in 1999 [1], which communicates with many devices 

over the Internet to track, perceive, and monitor information entering the environment without 

the need of human interaction. The network is highly concerned with security problems 

including privacy and traceability because all information is maintained and controlled by 

centralized authorities. 

Therefore, Satoshi Nakamoto introduced the bitcoin in a decentralized network in 2008 [2] using 

the blockchain application. A blockchain is a peer-to-peer, distributed and decentralized network 

and generates a distributed ledger that provides immutability, transparency, and traceability. 

Each node is having a copy of the distributed ledger in which data is formed as a block, and each 

block is connected to the preceding block in the chain. A distributed ledger is a place where data 

is recorded, maintained, and endlessly growing transactions are recorded in an ordered manner 

across multiple computers. The new block is always broadcasted into the entire network so that 

all nodes in the network will be able to update their ledger with current information, as shown in 

Figure 1.1. The broadcasted block is always validated by the selected miners and stored the 

block in the blockchain, and then the block is broadcasted in the network. 

Blockchain [3] stores and tracks the record of every transaction where assets can be tangible (car, 

land, house, shop) or intangible (copyright, patents, intellectual property). It is used to eliminate 

risks like trustworthiness, security, and reduce the waiting time. It maintains the record of every 

transaction in the network that can be accessed later by any authorized users.  

The first block is known as the genesis block because it is not linked with the preceding hash 

block. Each block contains transactions, a timestamp, a nonce, a difficulty target that is used for 

cryptographic operations, and a hash of the previous and current block, as shown in Figure 1.2. 
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The timestamp shows the time when the block is created, and miners use a nonce, which is a 

random value, for authentication purposes, and a difficulty target for miners is used to mine a 

certain block. A hash function takes an arbitrary length of the input string, such as numeric 

values, alphabets, and audio and video files that transforms into a predetermined length of 

output. The output length of a hash value depends on the hashing algorithm that is used such as 

SHA-256 and SHA-512 generate 256 and 512 bits as output respectively. 

 

 

Figure 1.1: Structure of the Blockchain 

 

 

Figure 1.2: How to Blockchain Technology works 

Blockchain Benefits:  

• It has a decentralized structure, which means that no individual can operate or 

administer the system. 
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• Unlike other databases, blockchain stores data in blocks that are connected using a 

cryptographic hash. 

• Transactions are efficient, private, and secure. 

• The blockchain ledger has an immutable characteristic. 

• Through a distributed ledger, the network reduces the agreement time and quickly 

stores transactions on the blockchain. 

1.2 Different kinds of Blockchain  

There are several kinds of blockchain networks such as private, public, hybrid, and consortium 

blockchain as illustrated in Figure 1.3. 

 

1.2.1 Private Blockchain  

A permissioned blockchain is another name for this type of blockchain that can join the networks 

after receiving permission from an authorized party such as Hyperledger. In addition, it has 

excellent throughput, trust, speed, and tight security compared to the public blockchain. 

Hyperledger is introduced by IBM for time-related purposes that are generally used in industries 

for making smart contracts and non-financial purposes. 

 

Figure 1.3: Different Types of Blockchain  

 

1.2.2 Public Blockchain  

This kind of blockchain is also known as a permissionless blockchain which allows anybody to 

join the network without taking any permission from third party such as Bitcoin and Litecoin. 
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Bitcoin is the first and largest cryptocurrency on the blockchain with a marketplace that 

eliminates the double-spending problems within seconds can send or receive the currency over 

the world. It is broadly used in the real world, and some countries accept bitcoin as payment. 

Litecoin is similar to Bitcoin but four times faster than Bitcoin and its name is LTC 

cryptocurrency, and it has lower transaction fees compared to Bitcoin. It takes only two minutes 

to go through all the transactions. There is a limited supply in bitcoin of 21 million, while in 

Litecoin it is 84 million. 

 

1.2.3 Hybrid Blockchain  

Combination of private and public blockchain, it needs a single authority to handle 

permissionless transactions like ripple. Thus, we can use the public blockchain to build a 

network of distributed ledgers that can be accessed anywhere in the world, while a private 

blockchain controls the adjustments in the distributed ledger. Ripple takes low transaction costs, 

less energy consumption, a little bit of time for confirmation, and reliability. 

 

1.2.4 Consortium Blockchain 

A private blockchain serves a single person, whereas a consortium blockchain serves a group of 

people from various organizations. It is perfect for organizations where several participants take 

the permission. Ethereum is used for making smart contracts for financial and non-financial 

purposes.  

 

1.3 Applications of Blockchain  

Blockchain has a wide range of applications such as healthcare, cryptocurrency, insurance, IoTs, 

Evoting, smart contracts, data storage, and supply chain, as shown in Figure 1.4. 

 

1. Smart contract 

With the advent of Blockchain technology, human lives have completely changed, and less effort 

is required. A Smart Contract [4] is a blockchain application in which we set conditions in the 

code and maintain trust between the parties because everything is transparent. Wherever, 

traditional contracts based on paper have a high possibility of errors, less security, and do not 

establish complete trust between parties.  
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2 Management of records 

Almost every individual's data are recorded in paper formed by the government, including their 

marital status, birth certificates, and death certificates, among others. To make any changes in the 

data, one must physically go to the government office, which is frustrating, time-consuming, 

costly, and avoidable. By using blockchain technology, all this type of data keeps secure that can 

never be altered. 

 

3 Industries  

The industry is also a blockchain application where data can be shared, even unused data at a 

marketplace level. Many of the companies used the Blockchain technology to secure their data 

and trustworthiness that increased the assessment of industries and enterprises [5], [6]. 

 

4 Cryptocurrency 

Blockchain uses the first bitcoin technology that eliminates the fund's problem, which helps to 

transfer digital currency [7] from one person to another within a few seconds that is time-

consuming, fully secure, and decentralized all over the world without extra charges. 

 

5 E-voting   

Voting is a blockchain application [8] in which we can cast our votes directly through the 

blockchain if the identity of a person is built on the blockchain. Only qualified voters may vote, 

and no one is able to vote twice due to its characteristics such as tamper-proof, transparency, and 

traceability. Hence, decreases the risks of fraud voter with lower cost of the operating process. 

6 Healthcare/ Medical 

Patient's data will be safe with secret signatures when blockchain technology is adopted in the 

medical industry [9]. And only the certified individual can access the data, which is in encrypted 

form that stored on the blockchain. 
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Figure 1.4: Applications of Blockchain 

7. IoTs 

After the arrival of the Internet of Things [10–11], the life of a human has changed completely. 

As soon as it comes to the network, it starts working automatically. Smart devices communicate 

wirelessly with each other that send and receive data across environments. 

 

8 Supply Chain 

The supplier side uses the blockchain network to verify the product's originality that is received 

from the customer side. So, it creates a good, trustworthy bond between the customer and the 

supplier so there is no chance of fraud. Several approaches have already been used, such as IBM, 

blockverify, and provenance in the supply chain for product authentication. 

 

9 Insurance 

Insurance [12] firms also used blockchain technology, which is policyholder for transaction 

purposes such as registering insurance policies and other insurance activities between the 

companies. 

 

10 Data Storage 

The blockchain technology used for data storage, it provides data with security, privacy and 

integrity due to its features. All data records are kept in a decentralized way, which decreases the 

possibility of data tampering, and hacking. 
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1.4 Motivation 

The blockchain is a distributed peer-to-peer network that is considered for future applications 

because it provides security, trustworthiness, traceability [13], and immutable [14]. In real life, a 

huge amount of data is shared all over the globe which generates a lot of issues in the 

management of the whole network. Several studies [15–16] have attempted to reduce system 

complexity, increase scalability, and ensure immutability and there are great chances of 

breaching security and leakage of user privacy.  

Several hindrances arise from devices such as denial of service attacks, compromised miners, 

system throughput, trustworthiness, and so forth. Therefore, the security of the data should be up 

to mark by using secure encryption/decryption algorithms during transmission. These techniques 

make it almost impossible for intruders to decrypt the secret message without a secret key. 

Moreover, less intensive computational complex encryption/decryption algorithms make the 

whole system efficient and faster, and reduce the risk of eavesdropping. Therefore, authors have 

used blockchain to provide privacy, integrity, and trustworthiness with different computationally 

complex techniques [17–18].  

In other research, it is mentioned that a malicious node may upload malicious data to the 

blockchain network, due to which the performance [19] of the system decreases, and some 

researchers proposed user authentication mechanisms [20–22] for the protection of data by 

making a more complex system. An unauthenticated user can expose data and disturb the 

network's performance significantly. There are a numerous of issues with different levels are 

mentioned as below: 

 Identification of malicious nodes is hard to distinguish. 

 Lack of system throughput, authentication, scalability and accuracy of users  

 Centralized authority is used to manage and control the sensitive information. 

 Higher cost and time is involved in data encryption and decryption in decentralized 

environment. 

 Centralized cloud storage is used.  

 There need a blockchain-enable approach to prevent collisions between miners, DoS, 

eavesdropping attacks, Sybil attack, DDoS attack, and block verification. 

Consequently, enhancing the security of one parameter can have significant implications on 

other parameters, including throughput, accuracy, delay time, and trust. Therefore, the system 
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must be secured in order to meet all other performance requirements. Mainly, security is 

provided at the user, device, and data levels to preserve the privacy and security of the data 

across the transmission. So, the motivation of this thesis is to solve above issues with the help of 

the following approaches: 
 

 

1. First, the security in device phase on vehicle applications by using blockchain based 

incentive mechanism, where the device comes and contact with roadside units (RSU), 

and then it starts communication with other vehicles. The privacy of the device needs to 

be protected because if miners are compromised or malicious then it may leads to many 

incidences at road. 

2. Second, the security in data phase is achieved by using the encryption and InterPlanetary 

File System (IPFS) cloud server for outsourced data, which secures the transmitted and 

stored data in blockchain technology. 

3. Finally, secure the user phase in the industrial applications that is used for the 

authentication of users during the data transfer in blockchain technology. 

 

The above given methods improved the security in three phases of network with different 

applications which helps to reduce the delay time, improve the system throughput, reduce DoS 

(Denial of Service) attacks, improve the miner's utility, increases the detection rate, trust and 

quality of the devices. The results have been improved through more than one parameter at each 

phase that is investigation through experiments. Our work is accurate and proven through the 

problems analyzed compared with existing approaches. 

 

1.5 Research Objectives  

The main goal of the thesis is to provide security at all three phases of networks as an incentive 

mechanism, a data encryption algorithm with IPFS storage, and a user authentication methods 

are proposed. 

 

1.5.1 An incentive mechanism to verify miners and blocks in Vehicle Networks 

A secure incentive mechanism is required to detect and eliminate malicious or untrustworthy 

vehicles regardless of whether they connect to a roadside unit. Using Multiattribute Two-stage 
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Auction (MITA) approach, miners are selected based on the parameters like trust degree, data 

quality, and privacy to validate the blocks. The miners are rewarded/punished on the basis of 

their behavior in the networks. The malicious nodes are identified and eliminated to improve 

trust and quality and lowering DoS attacks. A discrete swarm particle optimization (DPSO) 

mechanism is proposed to eliminate various issues and improve the system's performance in an 

untrusted environment. The existing approaches are analyzed and validate the effectiveness of 

the proposed method. 

 

1.5.2 Secure Outsourced Data by using Access Control Scheme and IPFS  

A large amount of information is exchanged, so it needs to secure the data and the storage space. 

Many researchers have proposed encryption/decryption schemes to protect user data in the 

centralized and decentralized environment but involve a higher processing cost that results in 

attacks like eavesdropping and man-in-middle attacks. Executing the transaction in a 

decentralized environment requires a huge amount of Gas used in ethers is also observed. To 

address these problems, propose a blockchain-based access control mechanism to reduce 

processing time and transaction costs. In addition, a decentralized IPFS cloud server is expected 

to provide integrity, authenticity, and confidentiality. The experimental results of the proposed 

approach are better when compared with the existing approach. 

 

1.5.3 Secure Users Authentication in Industrial Applications Using Blockchain Technology 

To secure industrial applications many methodologies like identity, deep reinforcement, 

attribute-based, and certificateless signatures are proposed in the blockchain. These approaches 

reported less throughput, high latency, and issues in user authentication. Therefore, a user 

authentication approach is proposed to ensure authenticity through the public key infrastructure 

(PKI) and elliptic curve cryptography (ECC) and store the contract on the IPFS server. The PKI 

gives the digital certificate to the authenticated users for a limited period to access the industrial 

applications. The PKI can revoke the digital certificate from the users when their behavior is 

inappropriate. The ECC is used to distribute and manage the public/private keys to all the users 

of the blockchain network. The proposed approach provides better results and reduces the 

authentication time, enhancing the accuracy and throughput than the existing approach. 
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1.6 Outline of Thesis   

The thesis is organized in the six chapters.  

CHAPTER 1 presents the introduction of the blockchain along with motivation and research 

objectives. In addition, introduces the background knowledge of blockchain and its importance 

in security purposes, benefits and types. Further, presents blockchain techniques, applications, 

and structure. And securities issues that arise in each level of blockchain are described. 

CHAPTER 2 describes the literature review on the blockchain technology with device, data, and 

user phases in the network. 

CHAPTER 3 presents incentive mechanisms to validate miners and blocks in device phase with 

the DPSO and MITA approaches. 

CHAPTER 4 studies the access control mechanism with IPFS server in data phase to build a 

system computationally efficient. 

 CHAPTER 5 covers the proposed user authentication PKI and ECC approach with proper 

simulation and shows that how digital certificates and keys are distributed among blockchain 

users. 

CHAPTER 6 describes the concluding remarks of the thesis, and potential future work. 
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CHAPTER 2 

LITERATURE REVIEW 

This chapter presents a widespread study of published research articles related to the area of 

research with a focus on their concepts and outcomes. The literature survey is always valuable to 

identify the research gaps and their requirements. 

 

2.1 Reviews on Blockchain Technology  

This section contains the literature review on the security aspects of using blockchain technology 

and its summary is given in Table 2.1 

 

To authenticate the users, Fotiou et al. [23] presented a blockchain-based decentralized 

information-centric networking (ICN) approach to provide the user's security. The owner of the 

data can share his/her consent via transactions with their subscribers in the blockchain network. 

Initially, the owner configures the public and private keys of the subscribers using the Hierarchy 

identity based cryptography (HIBC) technique. The transactions are stored on the blockchain 

along with the supporting details ensure the integrity of data. However, due to limited resources, 

the efficiency of the network is the major concern in the blockchain. 

Shafagh et al. [24] proposed a blockchain-based data-centric approach in IIoT applications to 

eliminate the issues related to centralized systems in data and device phases. As per the 

approach, the access control scheme is trustworthy and manages the data for the IoT devices. 

The issues like latency, efficiency, scalability, and privacy are observed that need to be 

addressed. 

Dickson et al. [25] presented a Blockverify and Everledger-enabled blockchain method that 

provides data security in supply chain applications. Blockverify has been physically delivered to 

the organization, while Everledger is available digitally and physically in its supply chain. 

Nowadays, IBM and Provenance approaches are commonly used in supply chain applications. 

Guo et al. [26] developed a Multi-authority attribute-based signature (MA-ABS) technique based 

on blockchain to preserve patient confidentiality in the healthcare system. It ensures the 

anonymity and immutability of medical and patient records, but the approach is very 

computationally intensive. 
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Gu et al. [27] proposed a blockchain-enabled malware detection approach on Android devices to 

overcome issues of centralized systems, such as failure, detection of malicious nodes, and 

reduced response time. To enhance data anonymity and privacy, Khalilov et al. [28] proposed a 

blockchain-enabled digital currency system on the bitcoin platform. The transactions of the 

digital system on the blockchain network might be used to track users' activity. Kravitz et al. [29] 

developed a blockchain-enabled identification approach that uses a private or permissioned 

blockchain network, which increases the security of both the user and the device phases. The 

identities of the users and devices are protected from malicious users/devices through the 

privacy-preserving 

Shresthal et al. [30] proposed a blockchain-enabled approach for vehicular networks. It improved 

the delivery time to protect the data and devices and reduce the chances of attack, but the mining 

attacks are unable to be resolved. Zheng et al. [31] presented a blockchain-based method for 

vehicle applications to authenticate devices and users level in which smart devices can 

communicate with each other. The vehicles are efficiently able to protect transactions from 

malicious nodes. The certificate authority (CA), roadside units (RSU), and cloud is used to 

secure the privacy of users and devices. The CA validated the registered vehicles and stored the 

data on the cloud server to decrease its load. The user identity may be revealed from the network 

if the CA is fraudulent. 

Table 2.1: Literature Reviews on Blockchain technology 

Sr. 

No 

Author’s 

name 

Applications Platform Type of 

Security 

Services 

Traditional 

approach 

limitations 

Benefits of 

Proposed 

approach 

1. Fotiou et 

al. 

[2016] 

Information-

centric 

networking 

[23] 

Namecoin 

[Bitcoin] 

On users 

phase 

Efficiency is 

the main 

concern 

because of 

limited 

resources  

 To authenticate 

users  

2. Shafagh 

et al. 

IoT 

devices[24] 

Bitcoin On data 

and 

 Single 

authority, 

Trust, scalability 

and latency in  
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[2017] device 

phases 

and 

efficiency 

IoT devices 

3. Dickson 

et al. 

[2018] 

Supply chain 

[25] 

Permissio

ned 

Blockchai

n 

On data 

phase 

Higher 

communicati

on cost,  

hardly to 

identify 

malicious 

devices 

Easily find out the 

malicious devices, 

lower transaction  

cost and time 

4. Guo et al.  

[2018] 

Healthcare 

[26] 

Consortiu

m 

blockchai

n 

On data 

phase 

Breach 

patient’s 

privacy  

To make sure the 

security of records 

and immutability  

5. Gu et al. 

[2018] 

IoT in 

mobile [27] 

devices 

Consortiu

m 

blockchai

n 

On 

device 

phase 

Higher 

communicati

on cost, 

malicious 

devices 

present 

To discover the 

malicious nodes, 

reduced cost and 

time  

6. Khalilov 

et al.   

[2018] 

Digital cash 

system [28] 

Bitcoin On data 

phase 

Data privacy 

and 

traceability a 

big challenge 

Secure user 

transaction, 

anonymity, and 

privacy 

7. Kravitz et 

al. [2017] 

IoT 

applications 

[29] 

Permissio

ned 

Blockchai

n 

On user 

and 

device 

phases 

Centralize 

authority, 

scalability 

and latency 

issues  

To enhance the 

security of 

devices/users 

8. Shresthal 

et al. 

[2019] 

VANET 

Networks 

[30] 

Bitcoin 

PoW 

(Regional 

On 

device 

and data 

Devices 

Latency and 

Security 

Reduced the 

delivery time, low 

probability of 
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Blockchai

n) 

phases problems. attack 

9. Dong 

Zheng et 

al. [2019] 

VANETs 

[31] 

Bitcoin 

(Public 

Blockchai

n) 

On 

device 

and user 

phases 

User's 

privacy can 

be 

compromised 

Enhanced the 

privacy of the 

devices and users 

10. Shihan 

Bao et al. 

[2019] 

Intelligent 

transportatio

n system [32] 

Proof of 

Work 

(Public 

blockchai

n) 

On 

device 

phase 

Key 

managed by 

single 

authority, to 

eliminate the 

privacy of 

whole system  

Ensure system 

security, privacy, 

location, 

identification, and 

quick transactions 

11. Hong et 

al. 

[2019] 

IoT  

applications 

[33] 

IoT device 

platform 

using 

blockchai

n 

On 

device 

phase 

Security 

issues 

presents in 

IoT devices 

Guarantees the 

security, integrity 

and non- 

repudiation  

12. Kalla et 

al. [2020] 

Covid-19 

[34] 

Consortiu

m 

platform 

On data 

and users 

phases 

Effects 

privacy 

To improve  the 

scalability, 

security, privacy, 

throughput, 

scalability 

13. Hussien 

et al. 

[2021] 

Healthcare 

Industrial 

[35] 

Private 

blockchai

n 

On data 

phase 

single 

authority, 

privacy, 

transparency 

issues 

Improved 

patient’s data 

security and 

confidentiality 

14. Anju et 

al. [2021] 

Internet of 

Vehicle 

applications 

Ethereum 

platform 

On 

device 

phase 

Centralize 

control, trust 

and quality, 

Reduces the 

malicious nodes 

during the 
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Bao et al. [32] proposed a blockchain-enabled pseudonym method to protect the identity and 

location of the system. The system executes transactions very quickly, but the keys are managed 

by a central authority which makes the approach challenging. Hong et al. [33] proposed a 

lightweight authentication approach based on blockchain in IoT applications. Each sensor 

communicates with others through a peer network which makes the whole system slow and 

vulnerable. 

Kalla et al. [34] presented a blockchain-enabled approach to protect the data and privacy of the 

user during the COVID-19 pandemic. It has solved many problems as scalability, immutability, 

privacy, and centralization. Hussien et al. [35] presented a blockchain-based healthcare method 

for safeguarding the data and privacy of the user, but scalability is a major concern. Anju et al. 

[36] proposed a blockchain-based reward system that increases the utility of the system of 

vehicles and improves the trust, quality, and detection rate for malicious nodes. The multi-

interactive two-stage auction mechanism is used for the selection of trusted miners. In addition, 

the DSPO mechanism is used to enhance the utility of miners for the detection of trusted nodes. 

Only the trusted miners confirm the blocks as valid or invalid. Rana et al. [159] proposed a 

dynamic state estimation algorithm that is used for sensing and transmitting information in IoTs 

network but due to increases the latency then also increases the possibility of security issues. 

Rathee et al. [160] proposed a blockchain based scheme that protected the vehicles in an 

untrusted environment and reduced the malicious devices.  

[36] issue 

between 

devices 

communication 

data, improves the 

utility of system 

and trust between 

devices 

15. Tan et al. 

[2022] 

Governance 

public sector 

[37] 

Blockchai

n 

permissio

ned/permi

ssionless 

platform 

On data 

and 

device 

phases 

Data 

security, 

privacy and 

system 

throughput 

problems 

Improve the 

systems 

throughput  
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Raniyal et al. [161] proposed a user authentication approach that improved the user’s anonymous 

but key overhead and centralized authority still present so needs to do works. Kunwar et al. [162] 

proposed a compact triple band antenna scheme for good radiation quality. Kumar et al. [163] 

proposed a data transmission protocol in IoTs that provided the authenticity and confidentiality 

of data, security can be breached because of a centralized dependency. Patel et al. [164] proposed 

a routing protocol in IoT applications that improved the capacity and reduce the delay time but 

used the decentralized technology delay time can be further reduced. Biswash et al. [165] 

proposed a multi home agent and pointer based approach that reduced the delay time in wireless 

networks but can be further improves the system performance. Meena et al. [166] proposed 

machine learning and deep neural approaches in IoTs that improved the performance of the 

system but this approach can be further enhances with blockchain technology.  Tan et al. [37] 

presented a blockchain-based method in government sectors to improve data privacy and 

security. Some constraints are needed to be eliminated, such as timing, societal relevance, and 

enhanced security in public sector. Blockchain is performed on different levels, such as devices, 

data, and users with several applications. However, the improvement in one parameter may 

affect some other parameters. Moreover, there are many other security issues at different levels 

that are mentioned in Tables 2.2, 2.3, and 2.4. 

 

2.1.1 Related Work on Blockchain Technology on Device Phase 

In this section, several blockchain-based approaches are mentioned in the device phase with 

different applications.  

 

Dongxiao et al. [38] presented a blockchain-enabled reputation approach to protect IIoT 

appliances to overcome the issues like transparency, dependability, and privacy which leads to 

an issue in the system efficiency. Yang et al. [39] implemented blockchain on the device to 

overcome attacks and improve overall efficiency. A Downgrade Delegated Proof of Stake 

(DDPoS) approach proposed in which consensus and trading nodes collaborate. The trading node 

generates the transactions whereas consensus node verifies the blocks.  

Sun et al. [40] developed a blockchain-enabled solution that enhances the system's performance 

and throughput. Huang et al. [41] introduced a credit-based blockchain solution to Industrial 

applications that improve system security, and eliminates single points of failure. In addition, 



17 
 

some hindrances are present, like data quality and storage. Kerrache et al. [167] proposed an 

Unmanned Aerial Vehicles (UAN) approach for detection of malicious nodes in vehicular 

networks where can securely communicate. Wang et al. [42] presented a blockchain-based 

reputation strategy in industrial applications to improve system safety and effectiveness. The 

normal nodes after authentication got a reward otherwise got a penalty. The result showed the 

proposed approach is better, safer, and more efficient. Asif et al. [43] presented a blockchain-

based proof of physical unclonable functions (PoPUF) technique for device authentication that 

records the unique physical fingerprint. It needs to resolve the issue of scalability, data access, 

and sharing capabilities. Ahmed et al. [44] presented an identity-based blockchain-integrated 

encryption key mechanism for IoT devices but the level of the security needs to be improved. 

Table 2.2 presents several research studies of blockchain technology in the device phase with 

their limitations and benefits. 

 

2.1.2 Related Work on Blockchain Technology on Data Phase 

Blockchain can be used in the data phase to improve the security level. Table 2.3 summarized the 

existing works in the data phase and mentioned their limitations and benefits.  

 

Table 2.2: Literature Survey of Blockchain Technology on Device Phase 

Sr. 

No 

Author

’s 

name 

Applicat

ion 

Platform Type of 

Security 

Service 

Traditional 

approach 

limitations 

Benefits of 

Proposed 

approach 

1. Liu et 

al. 

[2019] 

 

Industria

l 

IoTs[38] 

Ethereum 

Blockchain 

 On 

device 

phase  

Product 

transparency 

and single 

authority 

issues 

Increased 

system 

transparency 

and guarantee 

built the trust 

bond between 

customers  

2. Yang et 

al. 

[2019] 

Financial 

[39] 

Hyperledge

r  

 On 

device 

phase  

Unable to 

detect the 

malicious 

Eliminate 

collusion 

attack, low 

https://www.sciencedirect.com/topics/engineering/unmanned-aerial-vehicle
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devices consumption 

of resources 

and  high 

efficiency 

3. Sun et 

al. 

[2019] 

IoTs 

[40] 

Bitcoin 

 

 On 

device 

and data 

phases  

Issues in  

throughput 

and Denial of 

Service 

attack 

Enhanced the 

throughput of 

the system 

 

4. Junqin 

Huang, 

et al. 

[2018] 

Industria

l Internet 

of 

Things 

(IIoT) 

[41] 

Raspberry 

Pi (PoW) 

 On 

device 

and data 

phases  

Devices may 

be 

compromised  

Guaranteed 

the system 

and data 

security in 

IIoT 

5. Wang 

et al.    

[2019] 

 

IIoTs 

[42] 

Ethereum 

platform 

 On 

device 

phase  

Eliminate the 

system 

security 

because of 

malicious 

nodes may 

occurred  

Enhanced the 

devices 

Authenticity  

6. Asif et 

al. 

[2020] 

Internet 

of 

Energy 

[43] 

Raspberry On data 

and 

device 

phases 

Scalability, 

energy 

consumption 

Enhanced the 

data security 

and privacy, 

reduced 

latency, and 

maximize the 

efficiency 

7. Ahmed 

et al. 

IoT [44] Proof-of 

authenticati

 On 

device 

Centralized 

control, 

Reduced 

computational 
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[2022] on phase  devices 

security  

load, protect 

devices 

 

Li et al. [45] developed a data preservation system (DPS) approach based on the blockchain 

technology to ensure the privacy of medical data. However, data security needs to be optimized 

by minimizing costs and reaction time. Dai et al. [46] proposed a secure data trading ecosystem 

integrated with blockchain (SDTE) that provides data security. Liang et al. [47] proposed a data 

transmission technique with the Fabric blockchain platform to ensure data security and reliability 

in industrial applications. They managed the data in the network through the centralized 

authority which may create an issue of privacy and data security. Vora et al. [168] proposed a 

blockchain based approach that secured and stored their patient’s data in healthcare system.  

Makkar et al. [169] proposed a blockchain based federated learning empowered approach in 

IIoTs that improved the efficiency and security of data. 

Xu et al. [48] presented a fine-grained access control approach coupled with blockchain to 

safeguard IoT data. This work was computationally complex in data encryption and decryption 

and needed a high waiting time for the users. Arcinas et al. [49] developed a blockchain-

integrated technique for securing the student's data on the blockchain through the bitcoin 

platform. It ensures data security, privacy, and trustworthiness, but it takes additional time, and 

cost for encryption and decryption. Chen et al. [50] suggested a blockchain-integrated proxy re-

encryption solution that provides privacy to the patient’s data and also enhances the system's 

performance. 

 

2.1.3 Related Work on Blockchain Technology on User Phase 

Blockchain can be used in user phase to improve the security level. Table 2.4 summarized the 

existing works in user phase and mentioned their limitations and benefits.  

 

Ha et al. [51] offered a blockchain-integrated solution to financial applications and ensure the 

security of buyers and sellers. Li et al. [52] suggested a blockchain-integrated ring signature 

method that secured the user's identity and their personal data. But the security level needs to be 

improved with efficiency, scalability, and throughput. Nguyen et al. [53] developed a 
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reinforcement learning approach based on blockchain to protect the data of the mobile users. It 

enhanced the user’s privacy, reduced energy consumption and latency. 

 

Table 2.3: Literature Survey of Blockchain Technology on Data Phase 

Sr. 

No 

Author

’s 

name 

Applicati

on 

Platform Type of 

Security 

Service 

Traditional 

approach 

limitations 

Benefits of 

Proposed 

approach 

1. Li et al. 

[2018] 

Medical 

[45] 

Ethereum 

platform 

On Data 

and users 

phase 

Data can be 

tampered, 

unauthenticat

ed users can 

access the 

data 

Guaranteed  

the data and 

users privacy 

2. Dai et 

al. 

[2019] 

Trading 

Ecosyste

m [46] 

Ethereum 

Platform 

On Data 

phase 

Unauthentica

ted users can 

access, and 

required 

more time 

Reduced the 

data 

modification, 

reduced the 

time  

3. Liang 

et al. 

[2019] 

Industrial 

Internet 

of Things 

[47] 

Fabric 

platform 

On Data 

phase 

Low data 

security, high 

transaction  

cost  

Enhanced the 

security and 

reliability of 

data 

4. Xu et 

al. 

[2020] 

Internet 

of Things 

[48] 

Permissio

ned 

Platform 

On Data 

phase 

Single 

authenticated 

authority, 

overhead, 

complexity 

high 

Reduced users 

overhead, 

security, 

prevent illegal 

users to 

access data 

5. Arcinas 

et al. 

Education

al data 

Bitcoin On Data 

phase 

Leakage 

students data, 

Ensured the 

privacy, and 
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[2021] [49] and high cost trustworthy  

6. Chen et 

al. 

[2021] 

Medical 

data [50] 

Hyperledg

er 

platform  

On Data 

phase 

Data 

tampered, 

leakage, and 

storage 

issues 

Improved the 

safety of data 

during sharing  

 

Using a blockchain-integrated access approach, Qin et al. [54] developed a method for recording 

user’s behavior on the blockchain network. This work required to improve the data and user 

security with better flexibility. Lax et al. [55] presented a Blockchain-based technique that 

allows users to set up the privacy settings on social networks. Ahsan et al. [56] presented a 

blockchain-enabled technique for improving data, user, and device authentication in IoT 

applications. There is also needs to strengthen the security of IoT applications. 

 

Table 2.4: Literature Survey of Blockchain Technology on User Phase 

Sr. 

No 

Author

’s 

name 

Applica

tion 

Platform Type of 

Security 

Service 

Traditional 

approach 

limitations 

Benefits of 

Proposed 

approach 

1. Ha et 

al. 

[2019] 

Market

place 

[51] 

Proof-of-

work 

 On data 

and users 

phases 

Centralized 

control, 

privacy 

issues 

protect data 

from hackers 

2. Li et al. 

[2020] 

Transac

tions 

[52] 

Public 

blockchain 

On users 

and data 

phases 

Issues with 

data leakage, 

and user 

privacy 

Guaranteed 

data security 

and user 

identity 

confidentiality 

3. Nguyen 

et al. 

[2020] 

Mobile 

applicat

ions 

Mobile edge 

computing 

blockchain 

On users 

phase 

High energy 

consumption, 

and users 

Enhanced the 

users security  
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[53] network security  

4. Qin et 

al. 

[2020] 

Internet 

of 

Things 

applicat

ions 

[54] 

Hyperledger 

fabric 

blockchain  

On user  

and data 

phases 

Unauthentica

ted users 

access the 

data 

Improved the 

users 

reliability  

5. Lax et 

al. 

[2021] 

Social 

network

[55] 

Ethereum 

platform 

On users 

phase 

Misbehave 

parties, user 

security 

issues 

Enhanced 

users privacy 

in social 

network 

6. Ahsan 

et al. 

[2022] 

Internet 

of 

things 

[56] 

Ethereum 

platform 

Data, user 

and 

device 

phases 

Users 

privacy, 

devices 

reliability 

and limited 

storage 

Improved the 

data storage, 

and 

users/devices 

privacy and 

authentication 

 

2.2 Summary of the Chapter 

Blockchain is used for the security purposes of devices, data, and users with different 

applications such as vehicles, IoT, industrial, healthcare, voting, and digital transactions. Many 

researchers have applied many approaches but still, there is a scope for improvement to achieve 

better security, privacy, transparency, efficiency, reliability, throughput, and scalability in 

different phases in an untrusted environment. 



23 
 

CHAPTER 3 

INCENTIVE MECHANISMS TO VERIFY MINERS 

AND BLOCKS IN VEHICULAR NETWORKS 

 

The vehicular networks share large amount of data that may lead to several issues trust, data 

quality, DoS attack, and data alteration chances. To securely data transfer between vehicles in an 

untrusted environment used the incentive mechanism. 

 

3.1 Introduction 

This chapter presents incentive mechanisms to verify miners and blocks using blockchain 

technology in vehicular networks. The vehicles on the road share a lot of information through 

communication that ensures driver safety and service quality [57]. This information regarding 

the networks needs to be stored by authenticated miners.  

Blockchain technology is popular due to its feature traceability, decentralization, trustworthiness, 

transparency, and immutability. The combination of blockchain technology with the Internet of 

Vehicles may result in a safe and secure network. The researchers used the byzantine algorithm 

to eliminate the data-sharing problems [58]. Some authors proposed security mechanisms 

integrated with blockchain technology in the internet of vehicle applications as reputation and 

lightweight schemes. Another one used the proof-of-reputation scheme that enhanced the trust 

between vehicles when sharing data among them [59]. Wang et al. proposed an anonymous 

rewarding scheme integrated with blockchain technology (BARS) to ensure security between 

vehicles while sharing information [60].  

A blockchain-integrated remote attestation security scheme proposed that ensures data privacy 

and integrity among vehicles [61]. Chen et al. [62] proposed blockchain-integrated vehicle 

mechanisms that ensure the efficiency and safety of the shared data. The existing approaches 

enabled to eliminate the data sharing issues in the internet of vehicles; however, the selection of 

miners may create issues as they can share invalid information in the network. Therefore, a better 

stake-based voting system under a delegated proof of stake mechanism (DPoS) is used to select 

legitimate miners. Still, there are issues in vehicular networks with blockchain technology. Some 

of the issues are discussed below:  
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Miner Selection: The selection of a miner with high stakes becomes an extremely significant 

concern and may be a threat. Malicious miners may behave well in the beginning to make their 

goodwill reputations, and later these malicious miners act as trusted miners and refuse the trusted 

ones. Consequently, these malicious miners are present in the blockchain network and can 

damage the whole system by propagating invalid information [63]. 

 

Block Validation: Malicious miners also take part in the block selection phase and collide with 

other legitimate miners, and successfully produce counterfeit information and the double-spend 

attack if they are in the majority. Therefore, it is important to propose a blockchain-integrated 

IoV approach that selects legitimate blocks and miners and ensures system security in the 

untrusted environment as well. 

To overcome the mentioned issues, blockchain integrates with the IoV with incentive 

mechanisms such as optimization schemes and auction schemes are proposed to ensure secure, 

reliable, optimized, and trusted blockchain-based vehicle architecture [64, 65]. The incentive 

mechanism is constituted of miners, requesters, and platforms. For the maximum utility of 

miners, the platform assigns blocks to suitable miners and incentives to the concerns. On the 

other hand, the auction approach selects trusted miners to increase the efficiency of the platform. 

The traditional approaches have issues in the selection of miners and blocks. The block 

assignment approaches have been used frequently by researchers to optimize system proficiency, 

whereas the auction approaches have been generally used in the blockchain to facilitate 

participation through participants as miners.  

Another research shows how to pick robust miners for the blockchain-integrated system [66]. 

They used a block assignment scheme to select the blocks that will involve many miners, thus 

enhancing the system's performance. The miner-centric and platform-centric are the two phases 

of an incentive mechanism to select blocks for trusted miners. The miner-centric approach 

enhances the effectiveness of miners and simultaneously assigns suitable blocks to miners with a 

time slot to develop the utility of miners [67]. The platform-centric approach enhances the 

effectiveness of the system and selects the appropriate miner through the auction approach [68]. 

In the block selection process, only interested miners propose their bids on the system, and 

trusted miners select the block and give incentives to honest miners and a penalty for dishonest 
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miners. The positions of the miners are changing frequently, and the next block will be given to 

legitimate miners dynamically [69]. 

 

3.1.1 Objective and Contribution  

The main objective of the proposed approach is to enhance privacy and security and remove the 

unfairness issues created by miners in the vehicular network using blockchain technology. The 

data quality and trust value of IoVs are stored on the blockchain network dynamically.  

The platform-centric scheme with a combination of the multiattribute and two-stage auction is 

used for miner selection to enhance the system's effectiveness. Many authors have already 

proposed different IoV approaches, but the security issues in IoVs via blockchain technology 

need to eliminate. The main contribution of this work is given below:  

 To ensure vehicle security in data transmission for roadside units, sensors, 

vehicles, IoTs, and other devices. 

 The process of selecting trusted vehicles in the auction approach (M-ITA) by 

calculating the level of reliability and confidentiality that reduces the chances of 

data alteration in IoVs. 

 The DPSO approach is used to improve the miner’s utility in IoVs [70]. 

 The experimental analysis demonstrates that MITA with DPSO approach 

performs better and also eliminates several existing issues. 

 

The mechanism for validating blocks is divided into two stages; selection of the miner and the 

block, as shown in Figure 3.1. During the first phase, the platform-centric approach is used to 

select the miner based on the submitted biddings. In the second phase, the miner-centric 

approach is used to validate the blocks and provide the incentive to the corresponding miner. 

 

3.2 Related Work 

Many researchers used blockchain technology in a variety of ways to provide tight security in 

vehicular networks. Several trust and security-based mechanisms have been implemented such as 

probabilistic, privacy-preserving [71–72], cryptography, security management [73], trustworthy 

storage [74], resilience, and security [75]. Chen et al. [76] suggested an information offloading 

strategy in IoVs that minimized latency and eliminate unwanted data from the network. They 
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used the max-min function for task execution and an optimization approach to improve the 

system's efficiency and performance. In another work, a demand response (DR) approach is 

proposed to ensure the trustworthiness, privacy, and efficiency of the smart grid system through 

the clinching auction [77].  

To improve satisfaction, Huang et al. [78] presented a sorting genetic algorithm with blockchain 

technology that reduced the transaction cost of an electric vehicle system. Kang et al. [63] 

proposed an optimization technique integrated with blockchain by using the reputation and 

contract theory that helps to enhance trust in the system. Wang et al. [64] developed an optimal 

strategy and an auction technique for mobile systems that ensure system utility, security, and 

privacy. Jiao et al. [79] suggested an approach that is both constant and multi-demand integrated 

with the public blockchain that provides efficiency, optimal social welfare, and trustworthiness. 

In the constant-demand method, every miner bids to predetermine the resource quality, whereas, 

during the multi-demand method, miners submit their bids and demands via using the auction 

scheme. In these approaches, some hindrances present such as throughput, bandwidth, and 

miner's effectiveness so need to enhance. Thakur et al. [80] proposed a double auction method 

integrated with blockchain technology that reduced the computation overhead, and energy loss, 

and enhanced efficiency. 

Choubey et al. [81] presented an auction technique integrated with blockchain and a ranking 

algorithm to increase the security, trustworthiness, and privacy of electric vehicle systems while 

encouraging the greatest number of system participants. Another [82, 83] proposed a double 

auction integrated with blockchain technology in a mobile crowdsensing system to improve the 

system utility, and security, and increase the number of participators that needs to be further 

enhanced. This approach is implemented on the bitcoin platform [84] that sends the 

cryptocurrency from one place to another. This platform used a proof-of-work consensus 

approach that is computationally intensive and restricted the block size to 1 MB and needed 10-

12 minutes to propose a new block. Even though the Ethereum platform is used to create the 

smart contract for both financial and non-financial applications and a block can be created in 12 

seconds. It needs some ether in advance to compile the contract, whereas Hyperledger Fabric is a 

private platform best for time-related applications developed by IBM. Several comparative 

studies are also done to evaluate various blockchain platforms such as Ethereum, Bitcoin, 

Litecoin, Peercoin (a derivative of Bitcoin), Hyperledger, MultiChain (combinations of user's 
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permission as well as improved data ledger), Cardano, Waltochain [85, 86]. The analysis of 

different blockchain platforms can be done in terms of energy consumption, consensus 

algorithm, usability, efficiency, security, and scalability. 

Park and colleagues [92] presented a credit-based incentive structure integrated with blockchain 

technology that eliminated the node's issues of being unsatisfied, egotistic, impatient, and not 

being given credit for their efforts. Besides that, an incentive scheme is developed at a low cost 

so that no guarantee of security, trust, or privacy needs to be further improved in the future. Yang 

et al. [93] presented a decentralized trust management system for vehicle networks based on 

blockchain technology to enhance trusted nodes, traffic safety, and other factors as well. Their 

strategy outperforms the existing one, but it desires to enhance the privacy, security, and 

trustworthiness in networks of vehicles. Lu et al. [94] suggested a blockchain-integrated 

anonymous reputation system (BARS) that protects the privacy and increases trust in the 

vehicular network. However, several hindrances as high time, key, and storage overhead, destroy 

the whole security in the vehicular system if malicious nodes are in the majority. Baldini et al. 

[95] presented a blockchain-integrated trust management approach for IoVs that provides the 

certificate only to the authenticated vehicles through the PKI 

Li et al. [96] developed a blockchain-integrated privacy-preserving technique that enhances 

reliability, security, and anonymity and reduces the time in the detection of malicious identities. 

Knirsch et al. [97] proposed a blockchain-integrated protocol for a decision tariff that preserved 

the security, trustworthiness, reliability, transparency, and privacy of electric vehicles. There are 

some charging (energy) stations that send bid requests for tariffs and store bids on the blockchain 

to enhance traceability but have transaction costs overhead. Ijaz et al. [98] proposed a 

blockchain-integrated reward and penalty mechanism that increased trustworthiness and system 

security and decreased malicious devices. 

Many researchers have proposed various methods to protect the IoV network's security, whereas 

only a few researchers have applied blockchain integrated with the IoV networks. In this work, 

the IoVs are integrated with blockchain so that vehicles can converse with others in an untrusted 

situation. Some issues are still present such as unutilized miners, data quality, and low detection 

rate of malicious devices in IoV networks. 
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Therefore, in this chapter of the thesis DPSO and MITA algorithms are proposed for the 

validation of miners and blocks that increases the system's performance and eliminates the 

malicious nodes.  

The proposed approach is evaluated and the results show that the trust values, data quality, block 

utility, miner effectiveness, and detection of malicious nodes are improved and reduced DoS 

attacks. The miners are selected (based on the attributes of the community and historic practices) 

through a multiattribute two-stage approach. Furthermore, it has applied the incentive 

mechanisms (DPSO and MITA) to resolve the miners' and block's efficiency. 

 

Figure 3.1: Selection Procedures of Miners and Blocks 

 

3.3 Proposed DPSO and MITA in Vehicular Networks 

In this section, the proposed incentive mechanism is explored that includes the miner-centric and 

platform-centric to enhance the system performance. An appropriate block is assigned to a 

legitimate miner through a multiattribute two-stage auction for block validation. Several vehicles 

or devices are connected and communicate through wireless in Figure 3.2. Each vehicle serves as 

a data supplier and requester and stores the data in nearby roadside units. In addition, it ensured 

the communication of vehicles to vehicles and other devices without delay. The miners are 

selected through the value generated by the MITA algorithm based on trust and the quality of 

devices. The generated value must be greater or equal to 0.50 for selected miners. 

Then the comprehensive score of the selected miners is calculated and the top 6% of miners will 

be rewarded and miners select blocks to validate through the DPSO method, as illustrated in 
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Figure 3.3. The entire process helps to eliminate issues like trustworthiness, security, and 

unfairness up to some extent.  

 

Figure 3.2: Blockchain Integrated with Internet of Vehicles 

 

Figure 3.3:  Process of Blockchain Internet of Vehicles 
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The flow chart of the proposed BIoVs is illustrated in Figure 3.4 through the incentive 

mechanism. If the average trust value of a node is greater or equal to 0.5 then its comprehensive 

score is computed for the trusted nodes else the node is treated as a malicious node. The utility of 

the trusted node is calculated and top 6% nodes selected and incentivized miners.  The data of 

trusted miners is stored in the blockchain network while malicious nodes are unable to join the 

network. And, every time the position of miners are dynamically updated, so the chance of data 

transmission possibility goes to low. The algorithm for selection of miners and blocks is 

described in Algorithm 3.1 and 3.2 in sections 3.3.1 and 3.3.2 respectively. The notations used in 

algorithms with descriptions are given in Table 3.1.  

 

Figure 3.4: Flow chart of the Proposed Approach            

             

Let ti denote the number of 
thi  miners, where blkj denotes the 

thj  block and miner ti is favored to 

confirm the block blkj.  
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Wherever Valid (blkj) represents the specific blkj is a legitimate. As illustrated in equation 1, Aij 

offers the payment to ti through the system, and Rij is the payment offers to ti for validating the 

blkj. Let us consider ej specify the costs of ti in each time period, consequently ijiij GzR *

wherever 0 < zi < 1 after that, calculates Aij via the given equation: 

jjijij esGA *)/(                                                                                                               (1) 

Where Gij represents the confirmation time of IoV via ti in favor of performing blkj, where sj is 

the entire validating time of Vehicle blkj, and ej denotes the incentives after validation of blkj. In 

the proposed system, here suppose that (ej/sj) >=1. The utility of miners is calculated through the 

given equation: 



















 



legitimatenotisBlock

Otherwise

legitimateisBlock

ifRA

L

ijij

ij

,0
                                                                             

(2) 

Table 3.1: Considered Notations with their Descriptions  

Notations              Descriptions 

ti 
thi number of miner 

blkj 
thj  number of block 

Valid( blkj ) A validset of blkj  

Lij The utility of ti through validation of blkj 

Aij Offer payment to ti through the platform 

Rij The cost of miner for validating the blkj 

Gij The sensing time of vehicles ti that spend validation of  blkj 

sj Total sensing time of vehicles to blkj requested 

ej Incentives for block validation 

mij A contribution that ti brings through validating the  blkj  for 

the system   

Mj(T) Total profits of platform corresponding to blkj   

Total incentives of miners for validation of the blocks blkj Aj(T) 
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To determine the IoV system's efficiency/utility by using the consequent calculation with 

consideration to blkj: 

)()(
__

TATML jjj 
                                  

                                                             (3) 

In cases where 
ijjij mblkValidtTM *)()(   realizes the total income of the platform 

corresponding to blkj, while mij indicates the contribution that ti confirms blkj. 

ijjij AblkValidtTA *)()(   is the total amount paid to subsequent miners for performing 

blkj. In Algorithm 3.1, blocks are determined with time for the miners, and simultaneously, 

miners in Algorithm 3.2 submit their bids on the system corresponding to interested miners. 

 

3.3.1 Block Validation Process 

This method is used to select appropriate blocks for the miners with the help of the miner-centric 

scheme using the DPSO algorithm to enhance the efficiency of miners as given in Algorithm 3.1. 

Table 3.2 describes the notations with their descriptions and the effectiveness of the miner is 

determined by the following equation:  

ij

t

ji LL 1 =                                                                                                                 (4) 

Table 3.2:  Block Validation Notations and their Descriptions
 

Notations Descriptions 

Li The effectiveness\utility of ti during every time period 

Ri Overall cost of ti. 

t

ie  Incentives of ti. 

Z
k

i  Set of blocks that assigned to ti during kth iteration. 

Z
k

ij  
blkj assigned to ti during kth iteration. 

miners
k

i  Dynamically miners updated of ti during kth iteration. 

m k

ij  
A payment IoV to facilitate ti brings to blkj during kth iteration. 

miners k

ij  
Updating the position of miners for blkj during kth iteration 
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P 1k

pgrti  
The highest personal value of Z during the (k-1)th iteration. 

P
1k

ggrt  The Global greatest value of Z 1k

i
during (k-1)th iteration. 

x Alter local & global parameters correspondingly. 

hash1, hash2 The values of hash 

rand1, rand2 The values of random 

________

min ers 1k

i
,

____
1k

pgrtiP ,
_____

1k

ggrtP ,
 

______
1k

iZ  
The consequent operators after updating dimensionally. 

 

To pick a block for a miner, Max {Li} represents an objective function calculated through the 

given condition t

ii eR  , where Ri indicates the entire cost of ti, and ij

t

ji rS 1 . t

ie
 
to facilitate the 

incentive of ti to the miners who helps to validate the blocks. The DPSO algorithm is used to 

solve the block sensing concerns. The entire time is divided into multiple time slot Z
k

ij represents 

for the kth iteration and is calculated using the following equation, whereas blkj is chosen during 

ti. By using the DPSO Z
k

ij  and Z k

i calculated during the kth iteration, which updates the particle 

position. After that, the objective function calculation is: 








 


otherwise

tblkif
Z

ijk

ij
,0

,1
                                                                                                 (5)   

Therefore, the constraints circumstances addicted to the form of equations: 

Max
k

ij

t

j ijZL 1                                                                                                           (6)     

If blocks are valid then miner’s positions are changed in every time slots then takes the 

maximum utility of miners. In equation7, Overall cost of the miners for assigned block to miners 

should be less than the incentive to the miners.  

 

t

i

k

ij

t

j ij eZR  1                                                                                                          (7)
 

To calculate the fitness gathering of particles via below subsequent formula during the proposed 

algorithm: 
 

k

ij

t

j

k

ij

k

i ZmZFit  


1
)(

                                                                                                (8)
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Wherever k

iZ represents the particle’s quality, such as k

iZ = ( k

im

k

i

k

i ZZZ ,......, 21 ). 
k

ijm
 
represents the 

function of miner's ti intended for IoV validation blocks blkj during the kth iteration. After that, 

optimizing the Fit ( k

iZ ) can optimally allocate the blkj intended for ti via the DPSO algorithm. 

The position of miners is dynamically updated every time wherever minersi represents a 

numerous miners ti, and miners k

i = (miners k

i1  miners k

i2  miners k

im ), where miners
k

ij  represent the 

updated position of miners during the kth iteration intended for blkj. To calculate the updated 

position of miners
k

ij , through a certain equation: 

miners
k

ij =[0, if Z
k

ij = Z
1k

ij  

             Z
k

ij , Unchanged]                                                                                           (9) 

Wherever miners
k

ij = 0 represents the miner’s position not changed for blkj, while miners
k

ij = Z
k

ij  

represent the location of miners affected during the kth iteration. Where 
1k

pgrtiP and
1k

ggrtP  denotes the 

personal and global greatest value of 1k

iZ correspondingly, and x assigns the weight for local and 

global search, where x should be 1 > x >0. 

).(.).(.min.min 11

22

11

11

1   k

i

k

ggrt

k

i

k

pgrti

k

i

k

i ZPrandhashZPrandhashersxers   (10) 

k

i

k

i

k

i ersZZ min1              
                                                                                      (11)

 

Two parameters are taken, hash1 and hash2 for hash values wherever each block associated to 

previous block with the help of hash value that are changed during the kth iteration to precisely 

the confidence levels. To satisfy the given restrictions takes three constant parameters such as 

hash1, hash2, and x. Furthermore, it takes two random values, rand1 and rand2, where rand1, rand2 

∈ [0, 1] because positions change incessantly when a block is affix and dynamics of the 

blockchain IoV devices. As shown in the given equations, the personal, global, and miner values 

are updated instead of the initial value set dimensionality: 

).(2.2).(1.1min.min
_____

1
______

1
_____

1
_____

11
________

  k

i

k

ggrt

k

i

k

pgrti

k

i

k

i ZPrandhashZPrandhashersxers        (12) 

k

i

k

i

k

i ersZZ min
_____

1 
           

                                                                                      (13)
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1k

pgrtiP and
1k

ggrtP  denotes the personal and global greatest value corresponding to 1k

iZ . In this 

dissertation,
________

min ers 1k

i
,

_____
1k

pgrtiP ,
______

1k

iZ , 
_____

1k

ggrtP  consequent operators are updated whereas 0 sets the 

initial value.  

3.3.2 Miner Validation Process  

By using the auction and a two-stage approach, the miners are selected on the basis of trusted 

value, data quality of miners. To encourage the miners to participate in vehicular network then 

calculates the threshold values using the auction algorithm [83]. The Multiattribute and ITA 

auction algorithms enhanced the utility of the system, as illustrated in Algorithm 3.2. The 

notations that are used for miner’s selection describe in Table 3.3.  

 

Table 3.3: Miners Selection Notations and their Descriptions 

Notations Descriptions 

Qit Data quality of ti. 

Dit Trust degree of ti. 

Ai(t+1) The privacy sensitivity of ti. 

j

iQ  The accurate quality of ti for sensing jth vehicle. 

 Ij The instant interruption in the jth sensing vehicle. 

j

iD  The perfect trust of ti for sensing jth vehicle. 

ri(t+1) An comprehensive score of ti for (t+1)th vehicle. 

x1, x2 Weight assign for Qit and Dit correspondingly. 

R(t+1) Threshold multi-attribute score for (t+1)th sensing vehicle of ti 

At+1 Multi-attribute thresholds of privacy sensitivity score for (t+1)th the 

sensing vehicle of ti. 

Mt+1 Multi-attribute thresholds bidding score of platform for (t+1)th 

 

The innovative sensing vehicle of ti that desires to obtain a piece in the consequent attributes can 

be computed: (Qit, Dit, Ai (t+1)). Qit and Dit correspond to the average quality and trust of vehicle ti. 

And, to evaluate the values of Qit & Dit from the ti chronological data whereas Ai(t+1) denotes the 

privacy of miners ti and Qit calculates the  value through the subsequent equation: 



36 
 




















 







otherwise

tif
I

IQ

Q t

j j

t

j j

j

i

it

,0

0

1

1

                                                                                        (14)

 

Wherever j

iQ represents the accurate data quality of ti in favor of sensing jth of IoV whereas Ij 

senses the jth of IoV to take the time through the Ebbinghaus Forgetting Curve. Where curve 

represents chronological data eventually on ending decomposes equal to 0. Moreover, the 

constraint Ij is calculated by a consequent equation that is supported according to the Ebbinghaus 

Forgetting Curve: 






















tjelsee

tjif

I
j

j

1,

,1

1

                                                                                        (15) 

Where, 
j

iD
 
correspond to the accurate trust degree intended for sensing IoV consequent to t i. 

The standard trust Dit that is related to quality calculates through consequent formula:  
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To calculate the Qit and Dit values using the system, as shown in the following equations. After 

the miners have submitted their bids, announce the privacy Ai(t+1) to them. For the duration of 

bidding, the interested miners consist of Ai(t+1) and si(t+1). The comprehensive score ri(t+1) is 

calculated through the consequent equation: 

]..[ 21)1( ititti DxQxr                                                                                                    (17) 

Whereas x1 and x2 are the weights corresponding to Qit and Dit, and the sum of the weights equal 

to 1. The multiattribute auction algorithm combined with the ITA [80] to enhance the systems 

utility.  

Algorithm 3.1: Block Validation Process (DPSO algorithm) 

Enter Input data:
t

ie , hash1, hash2, t, x 

Print Output data: Valid (blkj) 

Steps: 
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1. Block Validation process through DPSO algorithm using Miner-Centric scheme 

2. For every block assigns the Zij do 

3. Initialize miners of IoV 
________

min ers
i
 with their positions iZ

__

 

4. Evaluate Zij along with set 
_____

pgrtiP = iZ
__

 

5. End of For 

6. 
_____

ggrtP = Max {
_____

pgrtiP } 

7. Do while 

8.    For j= 1 toward t subsequently do 

9.    Bring up to date IoV miners with their positions Zij and it need to satisfy 

               

t

i

k

ij

t

j ij eYR  1
 

10.     If F (Zi)>F (
_____

grtiP )  

11.      
_____

pgrtiP =Zi 

12. End of if 

13.     else If F (
_____

pgrtiP ) > F (
_____

ggrtP ) 

14.          F (
_____

ggrtP ) = F (
_____

grtiP ) 

15. End of if 

16.   End of For  

17. End of do-while loop  

18. Print an appropriate (blkj) 

 19. End of the blkj validation 

 

The whole method of the Multiattribute-Two-stage Auction (M-ITA) algorithm concerns the 

sensing vehicle of ti, as demonstrated in Algorithm 3.2 below. E(t+1) indicates the bidding 

threshold value for detecting (t+1)th vehicle of ti. R(t+1) and A(t+1) represent the newest sensing 

vehicle's multiattribute and confidentiality threshold value, respectively. From lines 1 through 

15, the auction algorithm is divided into two parts. At this point, the issue of unfairness that 
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afflicted the first arriving participant has been resolved. Every time the value of R(t+1) is 

dynamically updated and calculated using the equation. 















  


N

r
R

N

i ti

t
1 )1(

)1(

                                                                                                       (18)

 

N indicates the overall miner that is frequently changed in every time slot that is described in 

details in Algorithm 3.2. 

The values of M(T) and A(T) not less than one so at starting point, that is initialized with 1. The 

locations of the miners are regularly updated, and the threshold bidding value is calculated using 

(Mt+1(T)/At+1(T)). And, the multi-attribute threshold value Rt+1 is also updated dynamically. The 

simplified (Mt+1(T)/At+1(T)) and Rt+1 values are evaluated through the given 19 and 20 equations, 

respectively. 
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Wherever (Mt+1(T)/At+1(T))(j+1) and (Mt+1(T)/ At+1(T))(j)  indicates the bidding threshold values of 

( j + 1)th as well as  jth miners.  
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Algorithm 3.2: Miner Validation Process (MITA algorithm) 

Enter the Input information: 

N=1000, A(T)=1, M(T)=1,  

Print Outputs information: 

Trusted Miners 

Steps: 

1. While N>=0 do 

2. Calculate the Average Qit of the miners 

3. Calculate the Average Dit of the miners 

4. If Average value of (Qit and Dit >= 0.5) then 

6.   Vehicle is trusted 

7.       Calculate the comprehensive score through given equation: 
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]..[ 21)1( ititti DxQxr               

8. Else  

          Vehicle is Malicious  

9. End of if

                                                                                                       

 

10. Calculate the values of )1( tR  

11. if ri(t+1) ≥ R(t+1), and Ai(t+1)≤ A(t+1)  

12. Calculates the threshold values of M(T) and A(T) of (t+1)th  

13. All time changing value
)(

)(

1

1

TA

TM

t

t



 and Rt+1 

14. Otherwise 

15. Values of 
)(

)(

1

1

TA

TM

t

t



 not change 

16. End of if  

17. Store all records in WF. 

18. End of while loop  

 

Whereas )(

1

j

tR   and 
)1(

1





j

tR  indicates the multiattribute threshold values of the j and (j + 1)th miners 

in the same way. The welfare (WF) of the vehicles, which is evaluated by using the following 

equation: 
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Moreover, to maximize welfare through the objective functions that is evaluated through the 

consequent 22 and 23 equations in that order. 
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In 23 equations, the value of Aij is always updated while Rij and Mij values are not updated 

through the system. The value of Aij changes because it acquires the maximum welfare during 

optimization and auction process. 
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3.4 Parameter Setting 

The authors analyzed the effectiveness of the proposed approach by considering 5 to 1000 IoVs 

as a part of the network. In this work, several parameters as described in Table 3.4 are used to 

simulate the scenario. The parameters values of this work as given in Table 3.2 are almost 

identical with the existing work [63]. 

 

Table 3.4: Settings the Simulation Parameters  

Parameters Setting  Values 

Numerous vehicles  5 to1000 

Greatest time delay of sensing (jth) vehicles  Three days 

Miner price in time slot 1 

Blocks budgets  5 

Implementation point in time  30 sec 

Random numbers: rand1, rand2 [0,1] 

Bidding entrance assessment for tth vehicle sensing of ti  0.7 

Multiattribute confidentiality entrance assessment for t th vehicle 

sensing of ti  

0.5 

Weight for data quality  40 

Weight for trust degree 60 

 

3.5 Experimental Outcomes 

The effectiveness of the proposed, and reputation and contract theory [63] is compared in this 

section. The existing approach [63] employs subjective logic models; however, the proposed 

method employs incentive mechanisms such as a fusion of DPSO and M-ITA. The performance 

of this work is evaluated by measuring the DoS attacks, the detection rate of malicious IoVs, the 

data quality of IoVs, trusted IoVs, miners' utility, data alteration, and compromised miners. 

Through the simulation parameters, to evaluate the trust of the vehicles that is increased upto 

65% as shown in Figure 3.5. To ensure that only trusted vehicles can communicate safely within 

the network. As illustrated in Figure 3.6, to evaluate the performance of the data quality of 

trusted IoVs with the help of the proposed and existing approaches that enhanced the efficiency 
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of the entire network. As shown in Figure 3.7, the rate of malicious IoV detection is consistent 

with the current technique. In the existing scheme, the miners were selected according to 

reputation so that the miners behaved well enough to take a positive opinion. So, the malicious 

miners later collude randomly with well-behaved vehicles. Hence, a negative opinion may be 

generated against misbehaving vehicles, while colluding vehicles generate a positive opinion that 

acts as a trusted miner's. And, Every time miner’s positions are changed so malicious chances is 

less. 

      

 

 

 

 

 

The proposed approach compared with the baseline approach with fewer amounts of data is 

altered along with the number of IoVs, as illustrated in Figure 3.8. When comparing the 

performance of the proposed strategy to the existing one, the number of compromised miners is 

extremely tiny that is reduced upto 44%, as shown in Figure 3.9. The DoS attack is illustrated in 

Figure 3.10, the authenticity of the vehicle should be high, and otherwise, the chances of 

Figure 3.7: The Detection Rate of Malicious 

Vehicles with Baseline and Proposed Approach           

Figure 3.5: Comparison of Trusted Devices 

with the Baseline and Proposed Approach   
Figure 3.6: Comparison of Quality Devices 

with the Baseline and Proposed Approach 

 

Figure 3.8: Alteration Data with 

Baseline and Proposed Approach           
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unauthenticated miners can be increased and the proposed approach reduced the DoS attacks are 

as compared to existing approach. The miner’s utility is illustrated in Figure 3.11 that is 

calculated with the help of an incentive mechanism that is improved upto 20% 

     

Figure 3.9: Comparison of Compromised Miners with the Proposed and Reputation Approach  

 

 

 

The first research objective is achieved in this chapter by using DPSO and MITA algorithms. 

The DPSO algorithm improves the efficiency of the miners whereas M-ITA method improves 

efficiency of the system. There are a number of real-time applications where blockchain can be 

used as industrial healthcare, and IoTs to record every activity.  

 

 

 

 

Figure 3.10:  DoS Attack with Baseline 

and Proposed Approach                           

Figure 3.11: Comparison of the Miners Utility 

with Baseline and Proposed Approach 
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3.6 Summary of the Chapter 

This chapter presents incentive mechanisms that are a combination of DPSO and M-ITA 

algorithms to verify miners and blocks using blockchain technology in vehicular networks. The 

vehicles on the road share a lot of information through communication that ensures driver safety 

and service quality. The DPSO algorithm validates the block whereas the MITA algorithm to 

check the miner’s is trustworthiness.  

The decentralized approach of this work increased the trust and utility of miner’s upto 65% and 

20% respectively whereas the compromised miners are reduced upto 44%. The hackers became 

very smart, that can be implemented various attack strategies and have become successful in 

performing these attacks as Sybil attacks and DDoS attacks, which are not eliminated through 

this method. 
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CHAPTER 4 

SECURE ATTRIBUTE-BASED APPROACH TO OPTIMIZE THE 

TIME OF ENCRYPTION AND DECRYPTION ALGORITHMS 

 

Several companies outsource their data to a cloud server that may lead to several issues like 

privacy, sharing, and storage space for data creators. The data is usually secured through 

encryption standards on the cloud but it takes huge amount of time and resources. 

 

4.1 Introduction 

Some approaches like attribute-based encryption schemes [99-100] and bilinear pairing [101] 

allow users to store their data on the centralized cloud server and use ciphertext-policy attribute-

based encryption (CP-ABE) approach for the security of data and require low computability. In 

the centralized system, a single authority is managing and provides trust and if it gets 

compromised, then all the data may be leaked.  

Blockchain technology has the capability to resolve the issues related to the centralized system 

and provide security to the data. The data is kept in the form of blocks with a timestamp using 

blockchain technology [102]. 

Users form a smart contract between them to specify the payment guidelines and tasks. 

Although, within seconds, transactions are transferred through the wallet digitally [103] without 

credit and debit cards, papers, bank accounts, and a third party. In order to ensure confidentiality 

and then verify the legitimacy of the responses, it is a significant security problem using 

blockchain technology. The author has already proposed a fair-payment protocol [100] and 

Zyskind et al. [104] have proposed a blockchain-integrated symmetric encryption approach in 

which the whole network is managed through a decentralized environment with the bitcoin 

platform. The blocks are created by consuming a lot of energy and time due to the proof-of-work 

consensus technique, making it difficult to handle a large amount of data instantly. 

Data security can be preserved and handled through a non-reshuffle technique [105] that 

improves scalability and reduces latency. A deep reinforcement learning approach with 

blockchain integration has been presented by Liu et al. [106] to protect shared and stored data for 



45 
 

industrial applications. There are several weaknesses like data security, privacy, flexibility, and 

scalability is not guaranteed. 

IPFS [107] is a decentralized blockchain-based server that is used to provide integrity, 

authenticity, and confidentiality in the network. Moreover, in this work, an attribute-based 

approach is also utilized to reduce the time required for encryption and decryption algorithms. 

The proposed approach is illustrated in Figures 4.2 and 4.3 and its detailed description is also 

provided in Section 4.5. 

4.1.1 Objective and Contribution 

A large amount of data including sensitive information is shared and stored in the network 

regularly. Maintaining privacy and security in the network along with efficiency is very 

challenging. The chapter aims to improve data security and reduce the encryption and decryption 

time to make the whole system efficient.  

Many researchers have proposed data encryption schemes to keep data secure but this leads to 

several issues like data privacy, centralized data storage, and higher processing time that are 

prone to copious perilous attacks like eavesdropping and man-in-middle attack. In addition, due 

to centralized authority data security and privacy can be compromised.  

A decentralized IPFS cloud server is expected to provide integrity, authenticity, and 

confidentiality. The proposed approach of this study is legitimately aimed at reducing the time, 

as demonstrated by the experimental results in Section 4.6. The contribution of this chapter is as 

follows: 

 The attribute-based encryption scheme is proposed with blockchain to reduce the 

encryption and decryption time.  

 IPFS is utilized to protect the stored data in an untrusted environment. 

 After conducting a thorough analysis and comparison, it has been determined that the 

proposed approach outperforms the existing approach across various performance 

parameters. 

 

4.2 Related work 

Many authors have proposed different approaches such as searchable encryption schemes [110], 

symmetric encryption schemes [111], and auditing schemes [112], attribute-based encryption 
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schemes [99-100] to keep data secure. The existing schemes provide data security, but key 

overhead and unreliable third parties are the main safety concerns. A blockchain-integrated 

BCPay system is proposed to secure outsourced data and a blockchain-integrated checking-proof 

protocol to verify the key's fairness [113, 114]. Blockchain-integrated decentralized auditing 

(Dredas) approach for industrial applications has been presented by Fan et al. [115] which 

reduced the computational cost. Jiang et al. [116] projected a blockchain-integrated verification 

search method that secures outsourced data through encryption. For the storage of data on a 

cloud server, Wang et al. [117] presented a fair payment protocol that integrates with blockchain 

technology decreased storage costs, and guaranteed fair payment. They used a centralized data 

framework for storage; the crucial data may get damaged if the centralized party is hacked.  

Sun et al. [118] presented a blockchain-integrated ciphertext-policy attribute-based encryption 

method with insurance applications and data stored on the IPFS that guarantee data security. Li 

et al. [119] have proposed blockchain-integrated ciphertext-based attribute encryption (CP-ABE) 

along with a fine-grained access technique for vehicle networks (VANETs) that enhances the 

efficiency and security of the network. Using blockchain technology, Lin et al. [120] presented a 

Conditional Anonymous Payment (DCAP) approach that ensures system privacy in financial 

applications. This scheme outperforms Zerocash, as evidenced by the performance results. Lin et 

al. [121] suggested a blockchain-enabled group signing and broadcast encryption system that 

improved the security of cryptocurrency and food supply and chain (PPChain) applications that 

improves efficiency. Another proposal [122-124] is a blockchain-based secure and transparent 

method for protecting data and user privacy, authentication, and security during exchanging 

healthcare data that eliminates the centralized dependency, and scalability.  

Kumar et al. [125] offered a blockchain-integrated database strategy for supply chain 

applications that eliminates difficulties of data security, and centralized administration. Hao et al. 

[126] presented a blockchain-integrated collaborative system for discreetly outsourcing 

information storage in an insecure environment. In a centralized cloud, all the data is stored and 

verified before being transferred to the blockchain. A third party putting data on the cloud is 

semi-trusted, and if the third party becomes malicious, there is a greater chance of data loss. A 

blockchain-integrated data verification technique has been suggested by Hao et al. [127] that 

help to verify the inner and outer groups in untrusted environments with third-party auditing. The 
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decentralized model is implemented through blockchain but needs to overcome issues such as 

centralized data storage, verification time, and concurrent data management.  

A blockchain-integrated provenance outsourced data that provides the integrity, immutability, 

and security of data [128]. The handling of large amounts of data needs extra storage space so 

need to improve data capacity, effectiveness, and protection. Benil et al. [129] presented a 

blockchain-integrated Elliptical Curve Certificateless Aggregate Cryptography Signature 

technique (EC-ACS) for auditing and authenticating healthcare data. By using a cryptographic 

algorithm, the patient's medical data is encrypted and give permission for data exchange and put 

it into the cloud but issues like involvement of a third-party, accessing time, and security are the 

main concerns.  

Many researchers already have proposed blockchain-integrated outsourced computation schemes 

to improve safety, confidentiality, and efficiency, but they further desire to save the outsourced 

data. These concerns are resolved by blockchain technology as it has immutability, tamperproof, 

decentralized, and secure features.  

The technique presented in this chapter is a blockchain-integrated outsourced data in an 

untrusted environment and guarantees the quality of service. The proposed approach is integrated 

with blockchain technology and data put on the IPFS server that eliminates data loss and privacy 

concerns in an untrustworthy environment. Thus, it guarantees storage, security, and privacy in 

an efficient manner 

 

4.3 Preliminaries of Proposed Approach 

In this section, the proposed approach is explained in detail. The notations and its description are 

given in Table 4.1. 

 

4.3.1 Bilinear map 

Let us consider, the GP and GG pair belonging to prime order q. GP's generator is p. H = {0, 1} 

⟶ GP is the hash function wherever every attribute points to the arbitrary element GP. G= GP * 

GP ⟶ GG satisfies the two properties: 

1. 
pqdc dcEqpE ),(),(  for all p, q ∈ GP and c, d ∈ Z 

2. ),( 21 ggggE  ≠ 1 for all gg1, gg2 ∈ GP 
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4.3.2 Access Structure and tree 

 Let us consider, that AP is a set of attributes of the method while AU is a set of attributes for 

users (AU should be a nonempty subset of AP). As shown in Figure 4.1, where access tree is 

represented via AT that contains the leaf as well as non-leaf nodes. Therefore, we generate an 

access structure AS⊆ [119]. AS is monotone if ∀ BS, CS: BS ∈ AS, BS ⊆ CS and can obtain CS 

∈ AS. Let us consider, that the access tree AT represents the intended access structure AS 

whereas n is a node of AT. Thus, AT is the root node of n where ATn represents its subtree. AS 

set the root node of AT then, if n=AS whereas ATn can be seen like that ATs. The non-leaf node 

of ATn is characterized by its child node numbern, but the node n threshold gate SPn is described 

by SPn [1, numbern]. As soon as SPn = 1, SPn=numbern then chooses the threshold gate SPn is an 

OR gate, while AND is an AND gate. It is confirmed via user attribute set AU and threshold SPn 

for leaf node ATn.  If the user attribute AU satisfies the ATn then computes the ATn(AU)=1 and 

frequent ATn(AU) recursively.  

If n is a non-leaf node, then n0 represents all child nodes. Additionally, if ATn0(AU)> kn after 

that, display the ATn(AU) =1. If n is a leaf node attribute (n) ∈ AU, The attribute (n) is the 

attribute associated with the leaf node n, and the result is ATn(AU)=1. The following functions 

are defined in this work to attempt accessing a tree: parent (n) reflects the parent node of n under 

AT, attribute (n) reflects the attributes of n, number (n) reflects the number of child nodes of n, 

and index (n) reflects the index of a child node of n. 

 

4.3.3 Blockchain with its Ethereum Technology 

Satoshi Nakamoto developed the Bitcoin application using blockchain technology in 2008 [12].  

Blockchain is prominent for its characteristics as transparency, security, privacy, immutability, 

decentralization, and traceability. A circulated ledger is a way where data is recorded, 

maintained, and endlessly growing transactions in an ordered way across multiple computers of 

the blockchain network. When the miners validate the blocks and add them to the blockchain 

with transactions, previous and current hash values, timestamp, nonce, and a difficulty target. 

 

4.3.3.1 Accounts of Ethereum 

External accounts and contract accounts are the two kinds of accounts used on the Ethereum 

blockchain. The external account is managed by the users (private key), who can openly transmit 
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and share transactions. The smart contract is the in-charge of the contract account that receives 

the transactions from the external account as well as its code. 

 

Table 4.1: Notations and their Descriptions 

Notations Descriptions 

do data owner 

du data user 

pb public key 

msr master key 

sc secret key 

sc` encrypted secret key 

AP attribute set of the system 

AU attribute set of users 

AS access structure 

SP security parameters 

ks symmetric key 

ct Ciphertext 

AT access tree or policy 

Eks(EF) encrypted file 

 

 

 

Figure 4.1: Access Tree 
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4.3.3.2 Transactions in Ethereum 

The Ethereum blockchain records all intelligent immutable contract transactions [119], [108], 

gas price, gas limit, ether value, sender address, hash value, and contract address. The smart 

contract appears and communicates with the blockchain via online ether wallet using the 

application binary interface (ABI) and Byte code. 

 

4.3.4 Smartcontract 

Smart contact is a set of programs in blockchain that executes when predetermined conditions 

are met [119], [108]. 

 

4.3.5 IPFS 

The InterPlanetary File System (IPFS) is a distributed file system that allows devices to store and 

connect through a unified file system via a distributed hash table (DHT) without the interference 

of a third person. It is a decentralized data storage technique that stores a large amount of data in 

a distributed way to improve data security and provides a prefix code starting with Qm 

corresponding to uploaded files. 

 

4.4 Proposed CP-ABE Approach 

In this work, the CP-ABE approach is proposed to secure data using the Ethereum blockchain, 

smart contracts, and IPFS. The interaction process of different components is shown in Figure 

4.2. The following components are used to create the scenario of this work: 

 

4.4.1 Data owner: Encrypt and upload files to the IPFS, create smart contract, and access policy. 

4.4.2 Data user: Accesses the data from the IPFS and decrypts the file. 

4.4.3 Smart-contract: Compile and deploy the Smart-contract. 

4.4.4 IPFS: IPFS cloud stores the data owner’s encrypted file. 

4.4.5 Myetherwallet: Acts as an interaction between smart contract and blockchain. 

4.4.6 Ethereum blockchain: All data gets recorded on the blockchain. 

 

The steps of the Figure 4.2 are given in details as given below: 
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1. A smart contract is created and compiled through data owner in solidity language named 

CP-ABE. 

2. The data owner stores the cipher text, IPFS hash value, and file ID. 

3. The data user wants to access the file from the data owner.  

4. The data owner encrypts and stores the data so that only authenticated users can access it. 

5. The ciphertext key for the valid time is received by the data user so corresponding to that 

can decrypt the data. 

6. The data owner uploads it to the IPFS cloud. 

7. The owner then gets a unique IPFS code corresponding to the files. 

8. After this, the data owner gives this code to the data user. 

9. Data users can access files or data with security from the IPFS cloud. 

10. Myetherwallet acts as an interaction between blockchain and smart contracts that helps to 

deploy as well as interact with the contract. 

 

 

      Figure 4.2: The Proposed Approach using Blockchain Technology 

11. Deploy a smart contract on the blockchain using byte code. 

12. Interact by interacting with the smart contract using ABI code on the blockchain. 

13. All transactions that are publicly visible on the blockchain, including the gas consumed, 

contract address, gas limit, hash value, and many other details. 

14. At last, the same number of accounts along with addresses and ethers appears in 

blockchain and solidity. 

Data can be transferred and shared securely through blockchain as shown below algorithms:  
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1. Setup (AP ⟶ (pb, msr)): AP represents the system’s attribute set taken as an input that is 

executed by the data owner (do). Inside this phase, we get the master msr and public pb keys 

output. Simultaneously, a smart contract is deployed on the blockchain named CP-ABE. As 

shown in steps 1 and 2 of Figure 4.2, Records files EF with file ID encrypted as 

Eks(EF)(everyplace ks represents the symmetric key)and later uploads to the IPFS cloud. 

Simultaneously, hashed with the file ID and put the smart contract on the blockchain (10, 11, 12, 

13 and14). The data owner receives the unique code of the corresponding file after uploading as 

shown in steps 4, 6, and 7 of Figure 4.2. The proposed approach is CP-ABE based taken from 

these references [108], [118].   

Public key (pb) = {GP, ,),(,,,, 212121

ddc
ggggEgggggggg H}                                    (24) 

Master key (msr) = {c, d ∈ Z}                                                                                  (25) 

 

Figure 4.3: Flow Chart of the CP-ABE Proposed Approach 

2. Encrypt ((pb, ks, AS) ⟶ ct): The public key pb, AS access structure, and ks symmetric key 

are taken as inputs, whereas ct is output. Encryption time is required to take the plaintext and 
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convert it to ciphertext. As illustrated in step 4 of Figure 4.2, the data owner stores the ciphertext 

ct inside the smart contract. 

The data owner selects the q with d degree. Each node n in AS is preferred from top-down which 

is starting from the AT root node. The threshold node sets to be (nn, spn) for every node of n. The 

threshold value of kn and dn are: 

kw = dw+1                                                                                                             (26) 

Through the data owner to choose the random number r ∈ Z, place qAT (0) = r, that are 

initializing from the origin node AT. The data proprietor arbitrarily chooses the coefficient for 

achieving the polynomial. To set the value for every node such as qn (0) = qparent (n) (index (n)), 

where parent (n) is the parent node of n with index (n). After that, compute the coefficients of the 

leaf node arbitrarily as well as calculate the ciphertext ct as specified: 

ct= {AS, S`=ks. 
drggggE ),( 21 , S=

rgggg ),( 21  

       ∀n∈N:Sn=
c

gg1 .qn(0),Sn`=
qn(o)

(n))eH(attribut
}                                              (27) 

 

 3. Key Generation ((msr, AU) ⟶ sc): Within this phase, the data owner (do) assigns the 

attributes and access policy to the data user (du) for some valid time. The attribute set of users 

AU and master key msr are in use as contribution, while the secret or private key sc of users is 

returned as an output. As shown in steps 3, 6, 7, and 8 of Figure 4.2, sc’ represents the contract's 

encrypted secret key.  To select the random number r ∈ Z and after that each attribute j∈ AU has 

generated the private key sc. 

sc= {Q=
cr)(dgg 

, ∀j∈ AU:
rgg .

jr

j)H(
, Q`=

jc.r
gg }                                                  (28) 

4. Decrypt ((pb, sc, ct) ⟶ ks): The data user executes this phase and accesses the data within 

the valid period. It receives encrypted secret key sc’ and ciphertext ct as of the smart contract. 

And decryption time is the other way around, restoring the plaintext, from the received 

ciphertext. To decrypt the sc’ key by using a decryption algorithm because of secret key sc. The 

public key pb, secret key sc, and ciphertext ct take as an input parameters. After being satisfied 

with the access policy AT then decrypts the encrypted key ks otherwise cannot do. As shown in 

steps 5 and 9 of Figure 4.2, data consumers can receive the encrypted file Eks(EF) from the IPFS 

cloud and decrypt the encrypted file EF' during the key ks and output the file EF. 
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1. It is a down-top method that is opposite to the encryption phase where n is leaf node so that 

j=attribute (n). If j! ∈ AU then Decrypt Node (sc, ct, n) = null. If j ∈ AU then 

Decrypt Node (sc, ct, n) = E(Qj, Sn)/E(Qj`, Sn`)                                                           (29) 

                                           = /),(.),( .).0(.).0( rcqnrcqn ggHEggggE
rcqnHggE

.).0(
),(  

                                                    = 
rcqnggggE

.).0(
),(  

2. If n does not represent a leaf node, then decrypt it as specified below. All nodes N that are a 

child of n, after that it performs the MN= Decrypt ((sc, ct, N) where Mn ≠ null and AUn a random 

kn- the size of children nodes (N). If it is not existing then sets the child node sets like as Mn=null 

otherwise, calculate the Mn 

Mn= 
rcqnggggE .).0(),(                                                                                                   (30) 

The decryption phase calls to the decrypting node used for root node AT of AS if the data user 

sets AU satisfied the AS then calculates: 

MAT= Decrypt (sc, ct, AT) =
prcggggE ,.),(                                                                 (31) 

ct= S`.Mn/E(Q, S)                                                                                                       (32) 

Afterward, the data user decrypts the encrypted file Eks (EF) and takes the original file EF. 

 

4.5 Parameter Setting 

The authors analyzed the encryption and decryption time of the proposed approach by 

considering 50 attributes in the network. In this work, several parameters as described in Table 

4.1 are used to simulate the scenario. The values of parameters of this proposed approach as 

given in Table 4.2 are almost identical with the existing work [100]. 

 

Table 4.2: Settings the Simulation Parameters  

Notations Explanations 

Contract Creation 

(Gas Used) 

1211793 

IPFS QmYvbqzZh2YDkbQCfELqJm46HLLo3WHEkQyib1MytMQsit  

Ethers 100 

Number of Attributes  50 

Secure Hash algorithm  256 bits  
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Random Numbers a, b 3, 4  

Encryption time  0.035 ms  

Decryption time  0.11 ms  

 

4.6 Experimental Outcomes 

At present data security and privacy is the main concern. Many approaches are proposed to 

eliminate the problems as centralization, authenticity, and complexity to maintain the data 

security. To proposed the CP-ABE approach to secure the data in the untrusted environment by 

using IPFS for storing the data for minimize user effort. The performance of proposed approach 

gives the better result as compared to existing functional encryption solution [100].  

As illustrated in both Figure 4.4 and 4.5, the proposed approach performance is compared to the 

existing approach, where encryption and decryption time are reduced upto 23% and 37% 

respectively. Therefore, the chances of the eavesdropping and man-in-middle attacks are 

minimized.  

         

 

                  

      Figure 4.6:Deploy and Interact contracts on Blockchain  

Figure 4.4: Comparison of Encryption time 

with the Baseline and Proposed Approach 

Figure 4.5: Comparison of Decryption time 

with the Baseline and Proposed Approach 
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Each block has its transaction cost, contract address and hash value, as illustrated in Figure 4.6, 

with the help of myetherwallet to interact with blockchain. As shown in Figure 4.7, the contract 

is viewed on the blockchain, which contains the gas limit, gas price, the sender's address, byte 

code, and almost all the information to store the data. As illustrated in Table 4.3, the gas costs of 

the parameters which are used in a smart contract are reduced. As illustrated in Figure 4.8, to put 

the file or data on the IPFS through smart-contract, then gets the unique ipfs code corresponding 

to the file. Data on IPFS is encrypted, authenticated, confidential, and stored in an encrypted 

format. To compare proposed and existing approach performance, as illustrated in Figure 4.9, 

which gives better outcomes in terms of cost and time. 

  

Figure 4.7: Contract details on Blockchain 

 

Figure 4.8: Files on IPFS in encrypted form 
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Figure 4.9: Comparison of Gas Used During Contract Creation with the Proposed and Functional Approach 

Table 4.3: Gas costs among diverse operations is used in CP-ABE 

 (Gasprice=1gwei, and 1 Eth=228 USD) 

 

4.7 Summary of the chapter 

In the present era, concerns about data security and privacy have escalated significantly. Many 

approaches are proposed to eliminate issues like centralization, authenticity, efficiency, and 

complexity to maintain privacy and security. In this work, the CP-ABE blockchain-based 

encryption technique is proposed to secure the data in the untrusted environment by employing 

IPFS cloud storage to minimize user effort. The decentralized approach of this work reduces the 

encryption and decryption time by 23% and 37% respectively when compared with the existing 

approach. The proposed approach helps to eliminate many attacks which are possible due to the 

high computational complexity of algorithms. 

Parameter Contract 

Creation 

set hash  Set cipher Set secret 

key 

Set Time Get 

Time  

Get 

secret 

key 

Gas Used 1211793 84545 46161 44852 44848                                                                             43049 27961 

Eth 0.0012118 0.0000845 0.0000462 0.0000449 0.0000448 0.000043 0.000028 

USD 0.276290 0.019266 0.0105336 0.0102372 0.0102144 0.009804 0.006384 
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CHAPTER 5 

USER AUTHENTICATION IN INDUSTRIAL APPLICATIONS 

THROUGH BLOCKCHAIN 

 

Several industries improve the data security that may lead to several issues as user’s authenticity 

and latency. To use the user authentication approach to improve the data security. 

 

5.1 Introduction 

Many industries want to enhance the privacy of their transferred data. The Industrial applications 

[130] continue to grow inside or outside so data moves from one place to another. Kevin [131] 

designed the industrial application that describes the network in a uniquely identified that can 

transfer data without a human interface. Many researchers have already used diverse approaches 

as reputational systems, attribute-based schemes, multi-authority ciphertext policy, and deep 

learning to secure the data from unauthorized users is a challenge.  

Blockchain technology developed in 2008 [12] that is famous for its feature as transparency, 

security, privacy, immutability, and decentralization. It is a distributed database that preserves 

the privacy of data, and endlessly growing transactions in an orderly way across multiple 

computers.  

Many researchers proposed approaches with blockchain in industrial applications for better data 

protection. The data precautions and scalability approach in IIoT applications [132] that is 

integrated with the blockchain but some issues are present as data security, storage, and 

authenticity. So, to increase the data security in industrial applications it depends on the user’s 

authentication [133]. The dispute is that when numbers of users increased then turn down the 

user’s authenticity and increases the latency. However, to reduce these existing issues to propose 

a hybrid authentication approaches to increase the authenticity of users. In crowdsensing 

applications used the public key infrastructure and elliptic curve cryptosystem approaches for 

users via Tao et al. [134] anonymous authentication scheme has been developed. Wang et al. 

[135] developed a blockchain-integrated transfer learning strategy in industrial applications to 

improve the data security. Most of the data is transferred outside so that the security of users and 

data remains a concern. InterPlanetary File System (IPFS) [136] is a narrative technology that 
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stores and transfers the data in a dispersed way to store a large amount of data their needs a cloud 

server. This paper [137] eliminates the issues related to data security to enhance the system 

performance and secure the data from unauthenticated users in industrial applications. 

 Therefore, to propose a blockchain-integrated authentication approach that reduces the existing 

issues. The proposed approach enhanced the user’s authentication where data can access with 

authenticity and reduced the latency and uploaded into the IPFS server. 

5.1.1 Objectives and Contributions:  

The proposed approach eliminates the issues that are authenticity, system throughput, and 

latency in industrial application. Here, the contributions of this work are given below: 

 

 The blockchain technology integrated with the user authentication mechanism that solves 

the single point of failure, user’s authenticity, and latency. The proposed mechanisms are 

combinations of public key infrastructure (PKI) and elliptic curve cryptosystem (ECC) 

where PKT makes the functions of the IIoT systems as well as the ECC to generate and 

manage the keys respectively. 

 The outcome demonstrates that our plan outperforms the current methodology to enhance 

the system throughput. 

 The IPFS cloud stores the data through contract that is a decentralized technology and 

stored data is secure, authenticate, confidential and enough storage space. 

5.2 Related Work 

Nowadays, more awareness has been given to secure the IIoT applications through the 

authentication mechanisms. Many authors proposed a diverse approaches to enhance the data 

security, authentication, traceability, scalable, storage space, cost and confidentiality in IIoTs. 

Liu et al. [38] presented a blockchain-based anonymous reputation framework in IIoT 

application which increased the transparency, decentralized, reliability and tamperproof. Zhao et 

al. [138] projected a blockchain enabled key enabling technology in industrial applications that 

provides the security and traceability of data. Kumar et al. [139] presented a Blockchain-enabled 

edge computing system that reduces the latency, power consumptions, increased the security and 

trust in IIoT applications. Furthermore, needs to optimize cost, improves the performance in 
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industrial applications in the future. Huang et al. [140] projected a blockchain-integrated 

chameleon hash which reduced the existing approach issues such as centralized, computation, 

authentication, and security in industrial applications but further needs to improve. Sharma et al. 

[141] proposed a deep learning enabled with blockchain in IIoT applications that helps to remove 

some issues as centralized security, efficiency so that needs to work in this field in future. Yu et 

al. [142] proposed a blockchain integrated bilinear Diffie-hellman approach in IIoT that helps to 

remove some issues such as data security, track the users and revoke the malicious users. Huang 

et al. [143] proposed a credit-based consensus system to assure openness, safety, single point of 

failure in industrial applications as storage space, and data confidentiality in industrial 

applications. A blockchain integrated IIoT applications that are proposed by Wan et al. [144] to 

create a secure system. Vishwakarma et al. [145] recommended a blockchain-enabled 

authentication method for IoT applications which incorporates the elliptic curve digital signature 

with sophisticated encryption standard techniques. To [146, 147] propose learning and 

optimization technique that improved the reliability and scalability of industrial data. Lorenzo et 

al. [148] suggested a blockchain-integrated access system in the industrial internet of things 

(IIoT), that provides the confidentiality, adaptability, and reliability in data, but throughput, 

latency are the issues. Jia et al. [149] suggested a blockchain-integrated aggregation method that 

combined with homomorphism encryption and federated learning approach for industrial data 

protection. Qiu et al. [150] projected a blockchain integrated dueling deep q-learning scheme in 

IIoTs to enhance the confidence, and throughput. To proposed a blockchain-integrated 

verification cryptographic method [151, 152] that improves the security of data in IIoTs. Singh et 

al. [153, 154] proposed a blockchain integrated novel credential protocol and user authentication 

approach that improves the user’s integrity. Mu et al. [155] developed a blockchain-based user 

privacy solution in mobile edge computing, which reduced operations complexity and burden 

while increasing user privacy. Kostal et al. [156] proposed homomorphic encryption approach 

that secures the identity of voters in voting system. Feng et al. [157] projected a decentralized 

privacy enhancement approach that improves the users and systems security. 

To propose a user authentication scheme and a decentralized IPFS cloud server for data storage 

in industrial applications that is the combination of PKI and ECC. The IPFS (InterPlanetary File 

System) contributes and locations the data in a disseminated file system. The proposed approach 

shows the results in authenticity of users, latency and throughput of the system.  
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5.3 Overview of User Authentication Approach 

The data privacy becomes a main concern that dependents on reliability of users in industrial 

applications that eliminates the existing issues. To propose a user authentication approach that is 

combination of PKI and ECC in industrial. PKI registered the users and corresponding to that 

provides a digital certificate for a valid time whereas, ECC manage the certificates and keys 

respectively.  

There are some issues occurred in PKI if users are rapidly increases as maintains certificate and 

key that is solved by ECC algorithm. Elliptic Curve Cryptograhy is a mathematical based 

cryptography developed in 1985 by Neal and Victor. As shown in Figure 5.1, the proposed 

approach includes several step by step processes in industrial applications.  

Firstly, registration of the users and corresponding to that receives a certificate, whereas 

blockchain verified the authenticity of users, and then communicate through the industrial 

applications. If users want to enter without registration that is not possible so it provides the 

authenticity.  

 

Figure 5.1: The Proposed User Authentication Approach  

The proposed approach includes all the necessary components as users, blockchain, CA, key 

management centre [134], and IPFS server in the cloud. However, the entire proposed method is 

straightforward, secure, and includes all requirements for authentication in IIoT applications. The 

main works of these entities are designed: 

 Registered Authority: This entity issued through the certificate authority that is trusted 

in IIoT applications. 
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 Certificate Authority: It is the most important and trustworthy component of the 

proposed approach. Furthermore, it provides a digital signature that combines the user’s 

public key. 

 Key Management: It is also a critical component of the proposed approach that 

generates and manages the key via ECC. 

 Blockchain Platform: The contract is secure because all activities are recorded into 

blockchain. 

  IPFS cloud: Large amount of data can be uploaded into it with authenticity, security, 

and confidential. 

The proposed user authentication scheme gives services as authenticity, integrity and 

confidentiality. 

 Authenticity: In industrial applications to provide the authentication of users, that 

carefully obtains the digital certificates and key pairs. 

 Integrity: Blockchain technology is employed to make sure that user’s data cannot be 

tampered with by third parties. 

 Confidentiality: The key pairs are generated using ECC. 

 

5.4 Flow Chart of User Authentication Approach 

As shown in Figure 5.2, is the flow chart of proposed approach to overcome the existing issues 

of users.  

1. A smart contract is created using PKI and ECC approaches. 

2. If there are some ethers then compiles the contract otherwise can’t compile. 

3. Number of users participates in IIoT applications only authorized users are permitted to 

connect with industrial applications. 

4. To deploy and interact the contract via Myetherwallet on the blockchain, after than no 

one can corrupt the data.  

5. The smart contract stored on the decentralized IPFS cloud storage that returns a unique 

ipfs code corresponding to file. 
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6. The registration of the users through the registered authority as shown in Algorithm 5.1 

with their address, and public key that is a trusted entity and created by certificate 

authority. 

7. The certificate authority gives the digital certificate for a valid period. 

8. Check the certificate, if it is valid after that give the permission to users to link the 

industrial applications. 

9. To authenticate the users using the proposed approach and makes the key pairs to 

provide the integrity, non-repudiation, confidentiality, and authenticity of IIoT users. 

 

Figure 5.2: Flow chart of the User Authentication Approach 

 

To produce the key pair for users is over a restricted field that satisfies the equations like that: 

x3+ax+b (mod p) = y2 (mod p)                                                                                 (33)  

 

Satisfy the given equation 

4a2+27b2 != 0 mod p                                                                                                 (34) 
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Table 5.1: The Proposed Approach Notations with explanations 

Notations Explanations 

CA To provide certificates to IIoT users or others 

Solidity Using the programming tool Solidity 

My ether wallet The wallet is used to deploy and interact with blockchain 

contracts. 

Blockchain Using the blockchain of Ethereum 

RA Registered authority of IIoT users or other entities 

users Number of users in IIoT. 

Expiry validity of the digital Certificates 

revoke In IIoT applications, if users don't act correctly, the CA 

should invalidate their signature 

x3+ax+b (mod 

p) = y2 (mod p)                                                                                

Using the equation, ECC 

p Prime (256 bit) number 

a, b The constants are: a and b 

d Users' unique key 

k Choose [1, n-1] random integers. 

g Generator  in elliptic curve 

h Co-factor in elliptic curve 

q IIoT users' unrestricted keys 

 

Algorithm 5.1: Create Contract of Public key Infrastructure (PKI) for Industrial Applications 

[134] 

Inputs: number of Entity used in industrial, RA, CA, Root CA, Signature, number of users (as 

exposed in Table 5.1) 

Output: validate users can communicate within the industrial applications. 
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1. By adding the trustworthy entity address and public key, users were registered in the IIoT. 

        returns the entity id 

          Every time entity id of users=entity id+1 

                 When you call the users with the entity id, then 

                     results in the entity id, level, and public key 

              when linked the data with the ipfs  

                     results of certificate unique id 

 A trustworthy authority signs alongside the owner's address, as well as the certificate's id & 

expiration date 

                    results sign id 

     End the registered procedure or 

     If users already registered, then 

          evaluate the certificate id and expiration date 

                if true then 

                       authenticated users in IIoT (gives the permission) 

                else 

                      malicious users  (not give the permission) 

2. Root certificate authority contains the address of certificate authority. 

3. If a user doesn't act appropriately,  

        revoke the signature of an authorized party. 

The basic operations of ECC are the adding and doubling the points [158] as shown in Algorithm 

5.2. And, m takes as a scalar point during multiplication to improve the efficiency. Takes the 
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points on ECC are P, Q, R, whereas specified the P(x, y) curve point. And it computes k*P, a 

series, and the P points doubled.  Let's consider P(x1, y1) to determine the point's doubling (2P). 

The curve at the location P is then calculated using the equation: 

T= ([(3x1
2+1)/2y1] mod p)                                                                                          (35) 

After that, 2P coordinates of curve on R point (x2, y2) 

x2= ((T2-2x1) mod p)                                                                                                   (36) 

y2= ([T(x1-x2)-y1] mod p)                                                                                            (37) 

To get 3P, we add points P and 2P, with 2P equaling Q. In this case, P has coordinates (x1, y1), 

whereas Q=2P has variables (x3, y3). The slope is now: 

T = [(y3- y1) / (x3 – x1)] mod p                                                                                      (38) 

P+Q=-R 

x2 = (T2 – x1 – x3) mod p                                                                                               (39) 

y2 = (T (x1 – x2) –y1] mod p                                                                                           (40) 

Due to this, we apply doubling and adding based on an order of operations chosen for 'k'. Each 

point (x2, y2) on the elliptic curve is assessed by doubling or adding points. When sign a message 

first of all calculates the message hash value h (m). Signature is computed using (r, v), whereas 

r=x modulo n and v=inverse k (m + rd). 

 

Algorithm 5.2: Create Smart Contract of Elliptic Curve Cryptography (ECC) for Industrial 

Users [134] 

Inputs: Using the ECC equations x3+ax+b (mod p) = y2 (mod p)                                                                                

Output: Public and private key pairs 

1. In addition, the constant values are a=0 and b=7 

    p= prime 256-bit number 

   g= Generator in elliptic curve 

   (Cofactor) h = 1 in elliptic curve 

   n is the number of points produced in the subgroup 

2. Resolve the provided the formula 

       4a2+27b2 != 0 mod p 

3. Saves the address of the root certificate authority and all addresses need not be saved 

4. Identifies P, Q, and R be the three distinct curve points. 
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5. The key pairs for both public and private keys 

         Key-pairs = [q, d] 

   private key (d) = k ∈  [1, n-1]   (∈ indicates the ‘ belong to’ ) 

         q = d *g    // Anywhere on the EC 

                          // The generating point of EC is g. 

                          // The confidential key is d. 

                          // The unrestricted key is q  

   cipher text = [k*g, P(m)+k*q]  // The encoded message is P(m) 

                                                  // The random positive integer decryption is referred to as k.                    

Let k*g be the initial point and 

                   P+ (k* q)  be the subsequent concept 

                   d*k*g = d* initial point; 

                   compute P = P(m) + k*q – d*k*g; 

                   So receives the original message 

 

5.5 Parameter Setting 

The authors analyzed the authenticity and latency of users, and system throughput of the 

proposed approach in industrial applications. As illustrated in Table 5.2, numbers of users are 

participated in IIoTs 100 to 1000, and several parameters as described in Table 5.2 are used to 

simulate the scenario with the existing work [135]. 

 

5.6 Experimental Outcomes 

The users authenticity of the proposed, and reinforcement approach [135] is compared in this 

section. The proposed approach employs user authentication mechanisms as a combination of 

PKI and ECC. The performance of this work is evaluated by measuring the authenticity accuracy 

of users, latency, and system throughput. As illustrated in Figure 5.3, to give the information of 

all the operations gas costs in Table 5.3 that is used in industrial applications. 
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Table 5.2: Setting the Simulation Parameters 

Parameters Values 

CA 0xac8899634aacb95c203366b36b08bfc81c530b6387ofc907 

af92602d691fdab 

RA 0xae293b8f77fe5ebcb235e787cfc286e8455139cad7f19f5a9 

cadcfb83df6e9f5 

IPFS  QmYvbqzZh2YDkbQCfELqJm46HLLo3WHEkQyib 

1MytMQsit 

p 0xFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF 

FFFFFFFFFC2F 

g 0x483ADA7726A3C4655DA4FBFFC0E1108A8FD17 

B448A68554199C4708FFB10D4B8 

Users [100 1000] 

Expiry 365 days 

a 0 

b 7 

d k  ∈ [1, n-1]   (∈ indicates the ‘ belong to’ ) 

k [1, n-1] 

h 1 

q d*g 

Pair of keys (q, d) 

 
Figure 5.3: Gas used in Proposed Approach 
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Throughput: As illustrated in Figure 5.4 if numbers of transactions are processed in which time 

speed then calculate the throughput: 

Throughput= number of transactions/time                                  (41) 

Latency: As illustrated in Figure 5.5, the transaction latency should be reduced then improves 

the system capacity. All transactions demonstrate the several things such as gas limit, gas price, 

contract address, nonce, and last transaction time. To calculate the delay time through the 

previous and current times, then calculate the latency: 

Latency = current time- previous transaction time                      (42) 

Accuracy: As illustrated in Figure 5.6, calculate the authentication user’s accuracy. Assume that 

the possibility of unauthenticated users is equal to the number of users then 

Accuracy= (1-(1/ number users))                                                    (43) 

                   

 

 

Figure 5.6: Comparison of Authentication Accuracy with the Baseline and Proposed Approach 

Figure 5.4: Comparison of Throughput 

with the Baseline and Proposed Approach                  

Figure 5.5: Comparison of Latency with 

the Baseline and Proposed Approach 
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As illustrated in Figure 5.7, to connect the smart contract of proposed user authentication 

approach with the blockchain in industrial applications. Only the authenticated users can interact 

with the other users, and IIoT system, whereas, user tried to misbehave then revoke certificate 

immediately. The smart contract can interact with blockchain where all the activities of users are 

recorded into it that is illustrated in Figure 5.8. As illustrated in Figure 5.9, the smart contracts 

stored onto the IPFS blockchain based decentralized cloud server and also gives a prefix code 

that begins from Qm. The performance of the proposed approach gives the better outcomes when 

compared to existing approach. 

 
Figure 5:7 Solidity contract connected with Blockchain 

 
Figure 5.8: The smart contract is deployed on the Blockchain using the wallet 
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Figure 5.9: Smart contract are uploaded into IPFS cloud 

Table 5.3: Gas used in Authentication Approach 

 (Gas=1gwei, 1 Ether= 228 USD) 

Parameters Contract 

Deploy 

Register Sign Revoke Append Entities 

Gas Used 896902 113218 118061 48463 202150 28500 

Ethers 0.00089 0.00011 0.00012 0.000048 0.00020 0.00003 

USD 0.20292 0.02508 0.02736 0.010944 0.0456 0.00684 

  

5.7 Summary of the chapter 

This chapter presents a user authentication mechanism that is a combination of PKI and ECC 

algorithms to enhance the systems throughput, improves the user’s authenticity, and reduced the 

latency using blockchain technology in industrial applications. Every time checks the 

authentication of users if not authorized then revokes the certificate immediately and stops the 

interface with IIoTs. 

The performance demonstrates that proposed approach is superior to the existing approach that 

increased the systems throughput and users authenticity upto 73% and 93% respectively, and 

reduced the latency upto 6.77% in industrial applications. The attackers became very smart that 

can implement another method to breach the user’s authenticity, so can be further extend this 

approach.  
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CHAPTER 6 

 CONCLUSION AND FUTURE SCOPE 

 

Blockchain technology is decentralized, immutable, security, privacy, anonymous, confidential, 

and transparent. This work is concentrated on the security of the network in different phases 

along with various applications. 

 

The first chapter of the thesis provides the fundamental knowledge of blockchain technology 

along with its types and also discussed the architecture of blockchain with its benefits, 

applications, problem statements and research objectives. 

The chapter second is described the literature review in different network phases as device, data, 

and user to concern the security in different applications.  

The third chapter of the thesis focuses on the primary goal of employing blockchain technology 

to protect the Internet of vehicles (devices) by using incentive mechanisms. DPSO and MITA 

incentive approaches are used in which a number of miners participate, but miners are selected 

on the basis of high data quality, trust through the MITA approach. Further, the selected miners 

verify and validate the block by using the DPSO when several blocks are present. The miners get 

a reward for validating the blocks and at the same time if their behavior is not appropriate then a 

great penalty can also be imposed. The proposed approach illustrate the better result in quality, 

enhance the detection rate of malevolent nodes, increase trust, and decrease the DoS attack and 

compromised miners as compared to existing approach. 

The fourth chapter of the thesis is discussed a major goal of employing blockchain technology to 

secure data transmission and storage using the CP-ABE (ciphertext policy attribute-based 

encryption) and IPFS storage server. The encryption and decryption time is reduced, so the 

possibility of eavesdropping and man-in-middle attacks can be reduced. The outcome illustrates 

that the proposed approach has better performance compared to the existing approach that 

demonstrated through simulation. 

The fifth chapter focuses on the objective in user phase through blockchain in industrial 

applications with PKI (Public Key Infrastructure) and ECC (elliptic curve cryptography) 

techniques. PKI gives the electronic certificate only to the legitimate users after registration, 
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whereas ECC distributes and manages the keys. If the user misbehaves, then immediately revoke 

its certificate and disconnects the users from the industrial applications. The performance of the 

proposed approach is found to be better than the existing approach. in case of throughput, user 

accuracy, and authentication. 

The sixth chapter of the thesis gives the summary of all the chapters and also discussed the 

conclusion and future work. 

 

6.1 Conclusion 

In the present era, concerns about data, device and user’s security and privacy have escalated 

significantly. Many approaches are proposed to eliminate issues like centralization, authenticity, 

efficiency, and complexity to maintain security.  

To propose incentive mechanisms that is a combination of DPSO and M-ITA algorithms to 

verify miners and blocks using blockchain technology in vehicular networks. The vehicles on the 

road share a lot of information through communication that ensures driver safety and service 

quality. The DPSO algorithm validates the block whereas the MITA algorithm to check the 

miner’s is trustworthiness. The proposed work increased the trust and utility of miner’s upto 65% 

and 20% respectively whereas the compromised miners are reduced upto 44%. 

A CP-ABE blockchain-based encryption technique is proposed to secure the data in the untrusted 

environment by employing IPFS cloud storage to minimize user effort. The decentralized 

approach of this work reduces the encryption and decryption time by 23% and 37% respectively 

when compared with the existing approach. The proposed approach helps to eliminate many 

attacks which are possible due to the high computational complexity of algorithms. 

A user authentication mechanism that are a combination of PKI and ECC algorithms to enhance 

the systems throughput, improves the user’s authenticity, and reduced the latency using 

blockchain technology in industrial applications. Every time checks the authentication of users if 

not authorized then revokes the certificate immediately and stops the interface with IIoTs. 

The performance demonstrates that proposed approach is superior to the existing approach that 

increased the systems throughput and users authenticity upto 73% and 93% respectively, and 

reduced the latency upto 6.77% in industrial applications. Some of the applications like IoTs, 

mobile crowdsensing, industrial, and healthcare where the proposed approach more efficiently 

used as compared to existing approaches. 
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6.2 Future Scope 

 

This work can be extended as followings: 

 Devices are rapidly increasing in various applications with different capacity in terms of 

computation and power then the security of devices can be ensured with better optimized 

approaches. 

 Blocks are getting increases in the network, therefore, the Holochain technology can be used to 

reduce the complexity issues in the future. 
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